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8§ 101. Definitions. As used in this article the follow ng terns shal
nmean:

1. "Council" neans the advisory council for technol ogy.



2. "Director" nmeans the director of the office.

3. "Ofice" neans the office of information technol ogy services.

4. "State agency" means any departnent, board, bureau, comm ssion,
di vision, office, council, commttee or officer of the state. Such term
shall not include the |legislature or judiciary.

5. "Technol ogy" neans either a good or a service or a conbination
thereof, used in the application of any conputer or electronic
i nformati on or interconnected systemthat is used in the acquisition,
storage, mani pul ati on, nanagenent, novenent, control, display,
switching, interchange, transm ssion, or reception of data or voice
i ncluding, but not limted to, hardware, software, information
appl iances, firmnare, prograns, systens, networks, infrastructure,
nmedia, and related material used to autonmatically and el ectronically
coll ect, receive, access, transmt, display, store, record, retrieve,
anal yze, evaluate, process, classify, nmanipul ate, manage, assiml ate,
control, comuni cate, exchange, convert, coverage, interface, switch, or
di ssem nate data of any kind or form and shall include all associated
consul ting, managenent, facilities, naintenance, support and training.
Goods may be either new or used.

6. "Cd oud conputing” shall have the sane neani ng as defined by the
national institute of standards and technol ogy's special publication
800- 145, and any subsequent version of such publication.

§ 102. Ofice of information technol ogy services; director,
organi zati on and enpl oyees. 1. The office of information technol ogy
services is hereby created within the executive departnent to have and
exerci se the functions, powers and duties provided by the provisions of
this article and any other provision of |aw.

2. The head of the office shall be the director of the office, who
shall serve as the chief technology officer for the state of New York
and shall be designated as nanagenent confidential in the nonconpetitive



class in accordance with the civil service |aw. The director shall be
the chief executive officer of and in sole charge of the adm nistration
of the office. The director shall be entitled to receive rei nbursenent
for expenses actually and necessarily incurred by himor her in the
performance of his or her duties.

3. The director may, fromtine to tine, create, abolish, transfer and
consol i date bureaus and other units within the office not expressly
established by |aw as he or she may determ ne necessary for the
efficient operation of the office, subject to the approval of the
di rector of the budget.

4. The director may appoint, in accordance with the civil service |aw,
such deputies, assistants, and other officers and enpl oyees, commttees
and consultants as he or she nmay deem necessary, prescribe their powers
and duties, fix their conpensation, and provide for reinbursenent of
their expenses within the anmounts appropriated therefor.

5. The director may request and receive from any departnent, division,
board, bureau, conmm ssion or other agency of the state or any political
subdi vi si on thereof or any public authority, staff and other assistance,
i nformati on, and resources as will enable the office to properly carry
out its functions, powers and duti es.

8 103. Functions, powers and duties of the office. The office shal
have the followi ng functions, powers and duti es:

1. To act as the official state planning and coordi nating office for
t he advancenent of technology to inprove governnent efficiency and
ef fectiveness, and performall necessary and appropriate services
required to fulfill these duties;

2. To advise and assist the state agencies in devel opi ng policies,
pl ans and prograns for inproving the statew de coordination,
adm ni stration, security, confidentiality, program effectiveness,
acqui sition and depl oynent of technol ogy;



3. To performtechnol ogy reviews and make recomrendati ons for
i mprovi ng managenent and program ef fectiveness pertaining to technol ogy;

4. To review and coordi nate the purchase of technol ogy by state
agenci es. \Were applicable, such review shall include but not be limted
to: assessing consistency with the statew de strategic technol ogy pl an
and agency technol ogy pl an; statew de technol ogy standards; the
saf equardi ng of information privacy; security of confidential records;
and proper dissem nation of public information;

5. To establish, oversee, manage, coordinate and facilitate the
pl anni ng, design and inplenentation of the state's conmon technol ogy
net wor ks;

6. To undertake research, studies and anal yses, and act as a central
repository, clearinghouse and di ssem nator of research studies, with
respect to technol ogy;

7. To facilitate and coordi nate the inprovenent of program delivery
services through technol ogy with and anong ot her departnents, divisions
and agencies of the state, its political subdivisions and
muni ci palities;

7-a. To provide technol ogy services via agreenents wth:

(a) municipal corporations, public benefit corporations and district
corporations as defined in section sixty-six of the general construction
| aw;

(b) political subdivisions as defined in section one hundred of the
general nunicipal |aw,

(c) public authorities;

(d) soil and water conservation districts;

(e) any unit of the state university and city university of New York
pursuant to and consistent with sections three hundred fifty-five and
si xty-two hundred ei ghteen of the education |aw,

8. To encourage and foster the exchange of and increase access to



i nformati on within and anong public and private entities and individuals
in order to inprove the delivery of state prograns and services of the
state;

8-a. (a) To advise and assist state agencies in the inplenmentation of
| anguage translation technol ogy on state agency websites containing
i nformati on about the novel coronavirus ("COVID 19") or prograns,
benefits or services related to COVID-19 within sixty days of the
effective date of this subdivision; and on all state agency websites
within six nonths of the effective date of this subdivision.

(b) Such I anguage transl ati on technol ogy shall, at a mninmum all ow
users to translate the text of state agency websites into at |east the
t wel ve nost common non- Engli sh | anguages spoken by individuals with
limted-English proficiency in the state of New York, based on United
St ates census dat a.

(c) As used in this subdivision, the term"state agency website" shal
mean an internet website operated by or for a state agency. Such term
shal | include those websites operated on behal f of state agencies by
ot her public or private entities, but shall not include any portions of
the internet outside the control of the state agency.

9. To undertake technol ogy projects with a statewi de or nulti-agency
i npact and, where appropriate, designate agencies to act as | ead agency
for the project;

10. To establish statew de technol ogy policies, including but not
limted to preferred technol ogy standards and security, including
statew de policies, standards, progranms, and services relating to the
security of state governnment networks and geographic infornmation
systens, including the statew de coordination of geographically
referenced critical infrastructure information;

11. To adopt, anend, or rescind rules and regul ati ons necessary or
convenient to the performance of the functions, powers and duties of the

of fice pursuant to the state adm nistrative procedure act;

12. To conplete a conprehensive study of existing state information



resource technology infrastructure to the extent that the information is
avai | abl e.

Such study shall include, but not be limted to, inventories of:

(a) state operations' conputer hardware and software;

(b) maj or physical infrastructures supporting existing operations,
i ncludi ng power, air conditioning, space and ot her environnental needs;

(c) the tel ecommunications and ot her networks supporting existing
oper ati ons;

(d) personnel associated with existing operations and nanagenent;

(e) expected retirenment schedul e of existing conputer hardware and
software and repl acenent costs; and

(f) data processing consulting and contracting services utilized.

Such study shall be conpleted and submitted to the governor, the
tenporary president of the senate and the speaker of the assenbly on or
bef ore Cctober first, two thousand two. The office shall provide interim
reports on Cctober first, two thousand and Cctober first, two thousand
one.

12-a. To devel op:

(a) a nmethodol ogy to ascertain how much the state spends on technol ogy
goods and servi ces;

(b) a process to update the conputer hardware and software inventory
peri odi cal | y;

(c) a nmethodol ogy to determ ne the expected life-cycle of state
operations' conputer hardware and software which shall include the tota
cost of ownership; and

(d) formal disaster recovery plans for the state data center and
st at ewi de network, NY e-net; such plans shall be confidential.

Such devel opnents shall be conpleted and subnmitted to the governor
the tenporary president of the senate and the speaker of the assenbly on
or before Cctober first, two thousand three.

12-b. To request and shall receive fromany departnent, division,
board, conm ssion or other agency of the state any information and



resources necessary to carry out the responsibilities and provisions set
forth in subdivisions twelve and twel ve-a of this section.

13. To establish a multi-year statew de strategy plan covering a tine
period of not less than three years to pronote and coordi nate
i nt eragency technology efforts and initiatives that conformto the
state's overarching programrmati c policy under which state agencies shal
devel op their information resource managenent plans. Such plan shall be
submtted to the governor, the tenporary president of the senate and the
speaker of the assenbly upon conpletion on or before October first, two
t housand. Such plan shall be updated as needed, but not |ess than once
every three years;

14. To coordinate state budget subm ssion to address known year two
t housand conversi on i ssues;

15. To conduct selective evaluations of technology activities in state
agenci es; and

16. To performsuch acts, directly or by other neans, as are necessary
or convenient to carry out the office's functions, powers and duti es.

17. To enter into contracts with any person, firm corporation,
not-for-profit corporation, political subdivision of the state, or
governnental entity.

18. To provide for the protection of the state governnent's cyber
security infrastructure, including, but not limted to, the
identification and mtigation of vulnerabilities, deterring and
respondi ng to cyber events, and pronoting cyber security awareness
within the state.

19. To maintain, in electronic or paper formats, maps, geographic
i mages, geographi c data and net adat a.

20. To issue guidance and training for state agencies in their
conpliance with the Web Content Accessibility Guidelines required



pursuant to section one hundred three-d of the state technol ogy | aw.

21. To issue guidance for contractors, subcontractors, vendors,
consultants, or other persons in their conpliance with the Wb Cont ent
Accessibility Guidelines required pursuant to section one hundred
seventy-f of the executive |aw.

22. Notwi t hstandi ng the provisions of subparagraphs (i) and (ii) of
par agraph (a) of subdivision eight of section seventy-three of the
public officers law, forner officers or enployees of the office of cyber
security enployed by the not-for-profit corporation that operates the
nmulti-state informati on sharing and anal ysis center may appear before
and render services to any federal, state, local, territorial or tribal
government relating to cyber security.

* 23. To issue guidance for state agencies in their conpliance with
t he gender-neutral term nology requirenents set forth in section one
hundred three-b of this chapter.

* NB There are 2 sb 23's

* 23. Notwithstanding the provisions of section one hundred
sixty-three of the state finance |aw, section one hundred three of the
general nunicipal law, article four-C of the econom c devel opnent | aw,
or any other provision of lawrelating to the award of public contracts,
any officer, body, or agency of New York state, public corporation, or
other public entity subject to such provisions of |aw shall be
authorized to enter individually or collectively into contracts with the
not-for-profit corporation that operates the nulti-state infornmation
sharing and anal ysis center for the provision of services through
Septenber thirtieth, two thousand fifteen related to cyber security
including, but not limted to, nonitoring, detecting, and responding to
cyber incidents, and such contracts nay be awarded w t hout conpliance
with the procedures relating to the procurenment of services set forth in
such provisions of law. Such contracts shall, however, be subject to the
conptroller's existing authority to approve contracts where such
approval is required by section one hundred twel ve of the state finance
| aw or ot herw se. Such officers, bodies, or agencies may pay the fees or
ot her amounts specified in such contracts in consideration of the cyber
security services to be rendered pursuant to such contracts.



* NB There are 2 sb 23's

24. To educate state agencies on the benefits of using cloud service
providers in relation to data storage and nanagenent.

25. To provide technical specifications to state agencies regarding
certain qualifications and specifications that cloud service providers
shoul d satisfy, in relation to such agenci es' consideration of
contracting with cloud service providers.

* § 103-a. State information technol ogy i nnovation center. 1. The
director may establish a state infornmation technol ogy i nnovation center
or "iCenter" to develop, pilot, and consider technol ogy solutions to
assist the state, state agencies, authorities, nunicipalities and other
governnmental entities find potential solutions to their technol ogy needs
or requirenents. The director shall ensure the i Center conplies with al
state laws, rules, regulations, and policies. Vendor participation in
the i Center shall not be construed to:

(a) create preferred status for any vendor in any governnent
procurenent, or

(b) abrogate the requirement that technol ogy procurenents are awarded
pursuant to all applicable laws, including such [aws requiring a
conpetitive process.

2. The director shall inplenent guidelines to carry out the provisions
of this section which shall not contravene any provision of the state
finance | aw. Such procedures shall include, but not be limted to:

(a) establishing the process for selecting vendors for participation
in the iCenter, which shall be a public process;

(b) establishing a process to determ ne which technol ogy needs or
requi renents shall be iCenter initiatives; and

(c) establishing safeguards to ensure the i Center does not function in
a manner that results in the circunvention of conpetitive bidding,
including but not limted to through single and sol e source exenptions.

3. The director shall conduct an outreach canpaign inform ng the



public of the iCenter and shall conduct specific outreach to mnority
and wonen- owned business enterprises certified pursuant to article
fifteen-A of the executive law, small businesses as such termis defined
in section one hundred thirty-one of the econonm c devel opnent | aw, and
servi ce di sabl ed veteran owned busi ness enterprises certified pursuant
to article three of the veterans' services |law to inform such busi nesses
of iCenter initiatives.

4. Every January first, beginning in two thousand ni neteen, the
director shall submt a report to the speaker of the assenbly, the
tenporary president of the senate, and the governor detailing i Center
initiatives undertaken in the prior year. Such report shall include but
not be limted to: an identification of any state resources used to
support the iCenter in the prior year; the nunber and nature of i Center
initiatives undertaken in the prior year; the identity of vendors that
participated in the iCenter in the prior year, any iCenter initiatives
piloted in the prior year that were subsequently awarded a procurenent
contract with any state agency to the extent the office of information
t echnol ogy services may be aware of such contracts; and an eval uation of
the effectiveness of the i Center. Such report shall be publicly posted
on the office's website.

* NB Repeal ed June 30, 2028

§ 103-b. CGender-neutral term nol ogy; state agencies. Each state agency
shal | use gender-neutral term nology on their websites for website
content, including but not limted to fornms accessible through the
website, that is created by or on behalf of such agency, or is within
their control to nodify, provided that such content is created or
nodi fied, including without Iimtation by the addition of content, after
the effective date of this section; provided further, however, if such
| anguage is in reference to a specific person, or a specific group of
peopl e, the |language referring to such person or group nay be gendered
i n accordance with the gender identity of such person or group of
peopl e.



* § 103-c. State agency websites; nobile friendly websites. Al state
agency websites, as defined in section two hundred two of this chapter,
shall offer a nobile friendly formand shall be nmade avail able for al
nobi | e devi ces that support such technol ogy, provided that such
requi renent shall only apply to websites created or nodified with
changes to formor function after the effective date of this section and
prior to January first, two thousand twenty-seven, and to all state
agency websites thereafter. For the purposes of this section, "nobile
friendly" shall mean, with respect to a website, that such website is
configured in such a way that such website nay be navi gated, viewed and
accessed on a smartphone, tablet conputer, or simlar nobile device. For
t he purposes of this section, "changes to formor function"” shall nean
nodi fications to the visual presentation, informational organization,
website infrastructure, or user utility of the website, including but
not limted to:

1. redesigns of site layout, color schenes, graphics, branding
el enents, or other aesthetic components; or

2. integration of dynam c interfaces.
* NB There are 2 § 103-c's

* 8§ 103-c. Coud conputing. 1. Each state agency shall, whenever
possi bl e and feasible, consider cloud conputing solutions in such
agency's technol ogy sourcing strategy for future technology initiatives,
data storage and managenent purposes, and upgrades.

2. Al state agencies shall, in consultation with the office, adopt
written procedures for the evaluation of cloud conputing options for
future technology initiatives, data storage and managenent, upgrades,
and procurenents.

* NB There are 2 § 103-c's

8§ 103-d. Website accessibility; state agencies. Each state agency
shall, to the extent practicable, conformany of their websites, created



or nodified with changes to formor function after the effective date of
this section, by January first, two thousand twenty-seven, to the nost
current version of the Wb Content Accessibility Guidelines,
specifically level AA adopted by the World Wde Wb Consortium for
accessibility, or any successor standards. A state agency that cannot
conply with the requirenents of this section shall, by January first,
two thousand twenty-seven, post publicly on its website a witten
progress report that describes with specificity the steps the agency has
taken to conply with this section, the inpedinments that prevented
conpliance, the efforts undertaken by the agency to cone into
conpliance, and an estinmated tinme frame for conpliance. The witten
report shall be updated annually fromthe date of the original posting.
This section shall not require an agency to take any action that would
result in a fundanmental alteration in the nature of a service, program
or activity.

For purposes of this section, "changes to formor function" shall nean
nodi fications to the visual presentation, informational organization,
website infrastructure, or user utility of the website, including but
not limted to: 1. redesigns of site |ayout, color schenes, graphics,
brandi ng el enments, or other aesthetic conponents; and 2. integration of
dynam c interfaces. Nothing in this section shall be construed to be
i nconsi stent with any current or future applicable federal |aws or
regul ati ons.

8§ 103-e. Artificial intelligence (Al) inventory. 1. The office shal
mai ntain an inventory of state agency artificial intelligence systens.
The office shall issue guidance to state agencies identifying the data
el enents to be collected and subnmitted to the office for such inventory,
including but not limted to the purpose and uses of the artificial
intelligence systens. The inventory shall be posted on the New York
state open data website on the thirtieth of Decenber next succeeding the
date this section takes effect, and annually thereafter. State agencies
shall submt information required by the office at |east sixty days in
advance of the annual publication date. The office may w thhold certain
information if it determ nes disclosure of this informtion would



j eopardi ze the security of information technol ogy assets, or as
prescribed by article six of the public officers |aw

2. For purposes of this section, "artificial intelligence systent
shall nmean a machi ne-based systemthat can, for a given set of
human- defi ned obj ectives, nake predictions, recommendations, or
decisions influencing real or virtual environnents that, when used, my
"directly inpact the public". Artificial intelligence systens use
machi ne- and hunman- based i nputs to perceive real and virtual
envi ronnments, abstract such perceptions into nodels through analysis in
an aut omat ed manner, and use nodel inference to formulate options for
information or action. "Artificial intelligence system includes but is
not limted to systens that use machine | earning, |arge |anguage nodel
nat ural |anguage processing, and conputer vision technol ogies, including
generative artificial intelligence. "Artificial intelligence systent
shall not include basic calcul ations, basic automation, or pre-recorded
rul e-based conditional |ogic response systens with predefined triggers
that automatically initiate predeterm ned actions, such as If This Then
That (I FTT) systens.

3. For purposes of this section, "directly inpact the public" shal
mean when the use of an artificial intelligence systemwould control,
have a material inpact on, or meaningfully influence the outcone of
activities that inpact the safety, welfare, or rights of the public.
Such activities include but are not limted to assessnents or deci sions
about individuals including in | aw enforcenment, housing, hiring and
enpl oynent, financial, educational, or healthcare contexts, decisions
regardi ng access to or eligibility for governnment benefits or about
child welfare, or the functioning of energency services or critical
infrastructure.

4. The office may ask and shall receive fromany state agency any
i nformati on or assistance necessary to carry out its powers and duties
under this section.

5. The office shall submt a copy of the artificial intelligence
i nventory to the governor, the tenporary president of the senate, and



t he speaker of the assenbly.

8§ 103-f. Cybersecurity awareness training. 1. (a) Enployees of the
state who use technology as a part of their official job duties shal
t ake annual cybersecurity awareness training beginning January first,
two thousand twenty-six. Enployees of the state shall be required to
conplete the training provided by the office.

(b) For purposes of this section, "enployees of the state" shal
i ncl ude enpl oyees of all state agencies and all public benefit
corporations, the heads of which are appointed by the governor.

2. Enpl oyees of a county, a city, a town, a village, or a district as
defined in section one hundred ni neteen-n of the general nmunicipal |aw,
who use technology as a part of their official job duties shall take
annual cybersecurity awareness training beginning January first, two
t housand twenty-six. The office shall make a cybersecurity training
avai l abl e for use by a county, a city, a town, a village, or a district
as defined in section one hundred ni neteen-n of the general nunicipal
| aw, at no charge, provided however, no enpl oyee of a county, a city, a
town, a village, or a district as defined in section one hundred
ni net een-n of the general municipal |law shall be required to conplete
such training provided by the office and the cybersecurity awareness
training requirements of this section may be satisfied by the conpletion
of other cybersecurity awareness training.

3. Al training mandated by this section shall be conducted during the
enpl oyee' s regul ar worki ng hours and enpl oyees shall receive
conpensation at their regular rate of pay for any tine spent
participating in such training.

* § 103-f. Automated decision-nmaking tool inventory. 1. The office
shall maintain an inventory of state autonmated deci si on-naking tools.
The office shall issue guidance to state agencies identifying the data
el enents to be collected and subnmitted to the office for such inventory,
including but not limted to the purpose and uses of such automated



deci si on-maki ng tools. The inventory shall be posted on the New York
state open data website on the thirtieth of Decenber next succeeding the
date on which this section takes effect, and annually thereafter. State
agenci es shall submt information required by the office at |east sixty
days in advance of the annual publication date. The office may w t hhol d
certain information if it determ nes disclosure of this information
woul d jeopardi ze the security of information technol ogy assets, or as
prescribed by article six of the public officers |aw

2. For purposes of this section, "autonmated decision-naking tool"
shall have the sanme nmeaning as the termis defined in section five
hundred one of this chapter.

3. The office nmay ask and shall receive fromany state agency any
i nformati on or assistance necessary to carry out its powers and duties
under this section.

4. The office shall submt a copy of the artificial intelligence
i nventory to the governor, the tenporary president of the senate, and
t he speaker of the assenbly.

* NB Repealed July 1, 2028

* NB There are 2 § 103-f's

8§ 104. Advisory council for technology. 1. There shall be within the
of fice, an advisory council for technology. The director of the office
shall serve as chair of the council. The council shall be conposed of a
m ni rum of nine information resource nanagenent directors or their
equi val ent appointed by the governor. The governor's appoi ntnents shal
be selected fromstate agencies. In addition, one shall be appointed
upon reconmendation of the tenporary president of the senate and one
shal | be appoi nted upon the reconmendati on of the speaker of the
assenbly.

2. The nenbers of the council shall receive no conpensation for their
services, but shall be allowed their actual and necessary expenses
incurred in the perfornmance of their duties.



8 105. Functions, powers and duties of the council. The council shal
have the followi ng functions, powers and duti es:

1. To review and comment on all rules and regul ati ons of the office;

2. To provide guidance and support to the office in the devel opnent of
any statew de plan for the further devel opment and i nprovenent of the
state's technol ogy acqui sitions;

3. To reconmend surveys and reports to be conpleted by the director to
carry out all of the objectives and purposes of this article; and

4. To perform such other acts as may be assigned by the chairperson of
the council which are necessary or appropriate to carry out the
functions of the council.

8§ 106. Responsibility to respond to the freedom of information |aw for
certain data. Where the office receives a request for another agency's
data which is in the possession of the office because it adm nisters,
operates or nanages a statew de technol ogy program the office wll
transmt, within five days, in witing the request to the agency that
owns the data with a copy of this |aw and send a copy of the transmitta
to the requester. Upon receiving the forwarded request, the agency nust
conply with article six of the public officers lawas if it had
initially received the request. The tine periods for responding to a
request as required by article six of the public officers | aw conmence
when the agency receives the request fromthe office.

8§ 106-a. Health care proxy information. Any state agency, board,
bureau, authority, comm ssion, division, or other governnental entity
perform ng a governmental or proprietary function for the state that
mai ntains a public website and has a significant public interaction in
the field of public health shall, in consultation with the office of



i nformati on technol ogy services and the departnent of health, create a
link on their honepage to the health care proxy information on the
departnment of health's website. A state agency, board, bureau,

authority, comm ssion, division, or other governnental entity performng
a governnental or proprietary function for the state which determ nes
that creating such link would create a financial hardship or which do
not have a significant public interaction in the field of public health
shall be exenpted fromthe provisions of this section.

8§ 106-b. Use of biometric identifying technology in schools. 1. As
used in this section:

a. "bionmetric identifying technol ogy" shall nmean any tool using an
aut omat ed or sem -automated process that assists in verifying a person's
identity based on a person's bionetric infornmation.

b. "bionetric information" shall nean any neasurabl e physical,
physi ol ogi cal or behavioral characteristics that are attributable to a
person, including but not limted to facial characteristics, fingerprint
characteristics, hand characteristics, eye characteristics, vocal
characteristics, and any other characteristics that can be used to
identify a person including, but are not limted to: fingerprints;
handprints; retina and iris patterns; DNA sequence; voice; gait; and
facial geonetry.

c. "facial recognition” shall nean any tool using an automated or
sem - aut omat ed process that assists in uniquely identifying or verifying
a person by conparing and anal yzi ng patterns based on the person's face.

2. a. Except as authorized in paragraph b of this subdivision, public
and nonpublic elenmentary and secondary schools, including charter
school s, shall be prohibited from purchasing or utilizing bionetric
i dentifying technol ogy for any purpose, including school security, until
July first, two thousand twenty-two or until the comm ssioner of
education aut horizes such purchase or utilization as provided in
subdi vision three of this section, whichever occurs |ater.



b. Schools nmay utilize bionetric identifying technology for the
foll owi ng purposes: (i) fingerprint identification of prospective school
enpl oyees where utilized for the purpose of conpliance with a provision
of the education law or the regul ati ons of the conm ssioner of education
or (ii) to exclusively identify enployees that have consented in witing
to the use of such technology or in the case of enpl oyees represented
under article fourteen of the civil service |aw, where the enpl oyee
organi zati on representing such enpl oyee has consented in witing to the
use of such technol ogy.

3. a. The conmi ssioner of education shall not authorize the purchase
or utilization of bionetric identifying technology, including but not
limted to facial recognition technology, wthout the director first
issuing a report prepared in consultation with the state education
department, naking reconmendations as to the circunmstances in which the
utilization of such technology is appropriate in public and nonpublic
el enentary and secondary school s, including charter schools, and what
restrictions and gui delines should be enacted to protect individual
privacy, civil rights, and civil liberty interests. Such report shall be
made public and presented to the governor, the tenporary president of
the senate, and the speaker of the assenbly, and shall consider,
eval uate and present reconmendati ons concerni ng:

i. the privacy inplications of collecting, storing, and/or sharing
bi ometric informati on of students, teachers, school personnel and the
general public entering a school or school grounds;

ii. the potential inmpact of the use of bionetric identifying
technol ogy on student civil liberties and student civil rights,
including the risks and inplications of the technology resulting in
false facial identifications, and whether the risks of false facial
identifications differs for different subgroups of individuals based on
race, national origin, gender, age and other factors, and any ot her
reasonabl e accuracy concerns with respect to technol ogy;

iii. whether, and under what circunstances, such technol ogy may be



used for school security and the effectiveness of such technology to
protect students and school personnel;

i v. whether, and under what circunstances and in what nanner,
i nformati on collected nay be used by schools and shared with students,
parents or guardi ans, outside agencies including | aw enforcenent
agencies, individuals, litigants, the courts, and any other third
parties;

v. the length of tine bionmetric informati on may be retai ned and
whet her, and in what manner, such infornmation nay be required to be
per manent |y destroyed;

vi. the risk of an unauthorized breach of bionetric i nformati on and
appropri ate consequences therefor;

vii. expected mai ntenance costs resulting fromthe storage and use of
facial recognition images and other bionetric information, including the
cost of appropriately securing sensitive data, perform ng required
updates to protect agai nst an unauthorized breach of data, and potenti al
costs associated with an unauthorized breach of data;

viii. analysis of other schools and organizations, if any, that have
i npl enmented facial recognition technol ogy and ot her bionetric
i dentifying technol ogy prograns;

I X. the appropriateness and potential inplications of using any
exi sting databases, including but not limted to, |ocal |aw enforcenent
dat abases, as part of bionetric identifying technol ogy;

X. whether, and in what manner such bionetric identifying technol ogy
shoul d be assessed and audited, including but not limted to, vendor
dat asets, adherence to appropriate standards of algorithm c fairness,
accuracy, and other performance netrics, including with respect to
subgroups of persons based on race, national origin, gender, and age;

Xi . whether, and in what manner, the use of such technol ogy shoul d be



di scl osed by signs and the like in such schools, as well as conmuni cated
to parents, guardi ans, students, and district residents; and

Xii. existing legislation, including but not limted to section two-d
of the education law, that nay be inplicated by or in conflict with
bi ometric technology to ensure the nmintenance of records related to the
use of such technol ogy, protect the privacy interests of data subjects,
and avoi d any breaches of data.

b. The director, in consultation with the comm ssioner of educati on,
shall consult with stakeholders and other interested parties when
prepari ng such report. The state education departnent, the division of
crimnal justice services, |aw enforcenent authorities and the state
uni versity of New York and the city university of New York shall, to the
extent practicable, identify and provide representatives to the office
of information technology, at the request of the director, in order to
participate in the devel opnent and drafting of such report.

4. The director shall, via schedul ed public hearings and ot her
outreach met hods, seek feedback fromteachers, school adm nistrators,
parents, individuals with expertise in school safety and security, and
i ndividuals with expertise in data privacy issues and student privacy
i ssues, and individuals with expertise in civil rights and civil
|l iberties prior to making such reconmendati ons.

8§ 107. Severability. The provisions of this article shall be severable
and if any portion thereof or the applicability thereof to any person or
circunstances shall be held to be invalid, the remainder of this article
and the application thereof shall not be affected thereby.

ARTI CLE |
| NTERNET SECURI TY AND PRI VACY ACT
Section 201. Short title.
202. Definitions.
203. Model internet privacy policy.



204. Col lection and discl osure of personal information.

205. Access to personal infornation.

206. Exceptions.

207. Constructi on.

208. Notification; person w thout valid authorization has
acquired private information.

209. Notification of a breach of the security of the systemor a
breach of network security; shared data.

210. Cybersecurity protection.

8§ 201. Short title. This article shall be known and rmay be cited as
the "internet security and privacy act".

8§ 202. Definitions. As used in this article, the followi ng terns shal
have the foll owi ng nmeani ngs:

1. "Collect” shall mean to store information, including via cookie
technol ogy, for purposes of retrieval at a later tinme to initiate
comuni cation with or make determ nations about the person who is the
subj ect of such infornmation.

2. "Disclose" shall nean to reveal, release, transfer, dissem nate or
ot herwi se conmuni cate information orally, in witing or by electronic or
ot her nmeans, other than to the person who is the subject of such
i nf or mati on.

3. "Internet"” shall mean a system of |inked conputer networks,
international in scope, that facilitate data transm ssion and exchange.

4., "Ofice" shall nmean the state office of information technol ogy
servi ces.

5. "Personal information" shall nean any information concerning a
nat ural person which, because of nane, numnber, synbol, nark or other
identifier, can be used to identify that natural person.



6. "State agency" shall have the sanme neaning as the nmeaning given to
"agency" under subdivision one of section ninety-two of the public
of ficers | aw

7. "State agency website" shall nmean an internet website operated by
or for a state agency. Such termshall include those websites operated
on behal f of state agencies by other public or private entities, but
shall not include any portions of the internet outside the control of
the state agency.

8. "User" shall nean any natural person who uses the internet to
access a state agency website.

§ 203. Model internet privacy policy. 1. The office shall adopt rules
and regulations in conformty with the provisions of this article, and
specify a nodel internet privacy policy for state agencies that nmaintain
state agency websites. Such nodel privacy policy shall include, but not
be limted to, the follow ng el enents:

(a) a statenment of any information, including personal infornation,
the state agency website will collect with respect to the user and the
use of the information;

(b) the circunstances under which information, including personal
i nformation, collected may be discl osed,

(c) whether any information collected will be retained by the state
agency, and, if so, the period of tinme that such information will be
ret ai ned,

(d) the procedures by which a user may gain access to the collected
i nformati on pertaining to that user;

(e) the nmeans by which information is collected and whet her such
col l ection occurs actively or passively;

(f) whether the collection of information is voluntary or required,
and the consequences, if any, of a refusal to provide the required
i nformation; and

(g) the steps being taken by the state agency to protect the
confidentiality and integrity of the information.



2. Each state agency that maintains a state agency website shall adopt
an internet privacy policy which shall, at a m ninmum include the
i nformation required by the nodel internet privacy policy. Each state
agency shall post its internet privacy policy on its website. Such
posting shall include a conspicuous and direct link to such privacy

policy.

3. The nodel internet privacy policy specified by the office shal
al so be nmade avail able at no charge to other public and private
entities.

8§ 204. Collection and disclosure of personal information. No state
agency shall collect personal information concerning a user through a
state agency website, or disclose personal information concerning a user
to any person, firm partnership, corporation, limted liability conpany
or other entity, including internal staff who do not need the
information in the performance of their official duties pursuant to a
state agency purpose neeting the requirenments of subdivision one of
section two hundred six of this article, unless such user has consented
to the collection or disclosure of such personal information. For the
pur poses of this section, the voluntary disclosure of personal
information to a state agency by a user through a state agency website,
whet her solicited or unsolicited, shall constitute consent to the
collection or disclosure of the information by the state agency for the
pur poses for which the user disclosed it to the state agency, as
reasonably ascertainable fromthe nature and terns of the disclosure.

8§ 205. Access to personal information. Except as otherw se provided by
|l aw, a state agency shall provide users with access to all personal
i nformati on pertaining to such user which has been collected through its
state agency website. Access to such personal information and the
opportunity to request correction or amendnment of such personal
i nformati on shall be provided to users in the nmanner provided for access
to and correction or anmendnent of personal information under section



ninety-five of the public officers aw. A state agency shall provide a
user access to such personal information via the internet when such
access is feasible and only if that access can be provided in a secure
manner .

8§ 206. Exceptions. Notw thstanding section two hundred four of this
article, a state agency may col |l ect or disclose personal information if
the collection or disclosure is:

1. necessary to performthe statutory duties of the state agency that
collected or is collecting the personal information, or necessary for
that agency to operate a program authorized by |aw, or authorized by
state or federal statute or regul ation

2. made pursuant to a court order or by |aw,
3. for the purpose of validating the identity of the user; or

4. if the information is used solely for statistical purposes and is
in a formthat cannot be used to identify any particul ar person.

8§ 207. Construction. Nothing in this article shall abridge public
access to information available or permtted by any other provision or
rule of law, including without limtation article six of the public
officers law. Nothing in this article shall authorize the collection or
di scl osure of information the collection or disclosure of which is
prohi bited or restricted by any other provision of |aw, including
without limtation article six-A of the public officers law. Nothing in
this article shall alter the obligations of state agencies and users
pursuant to article six-A of the public officers |aw

8§ 208. Notification; person w thout valid authorization has acquired
private information. 1. As used in this section, the followi ng terns
shal | have the follow ng neanings:



(a) "Private information"” shall nmean either: (i) personal informtion
consisting of any information in conbination with any one or nore of the
foll owi ng data el enments, when either the data el ement or the conbination
of personal information plus the data elenent is not encrypted or
encrypted with an encryption key that has al so been accessed or
acquired:

(1) social security nunber;

(2) driver's license nunber or non-driver identification card nunber;

(3) account nunber, credit or debit card nunber, in conbination with
any required security code, access code, password or other information
whi ch woul d permit access to an individual's financial account;

(4) account nunber, or credit or debit card nunmber, if circunstances
exi st wherein such nunmber could be used to access to an individual's
fi nanci al account w thout additional identifying information, security
code, access code, or password; or

(5) bionetric information, neaning data generated by el ectronic
measur enents of an individual's unique physical characteristics, such as
fingerprint, voice print, or retina or iris inmage, or other unique
physi cal representation or digital representation which are used to
aut henticate or ascertain the individual's identity; or

(ii) a user nane or e-nmil address in conbination with a password or
security question and answer that would permt access to an online
account.

"Private information" does not include publicly avail able infornmation
that is lawfully nade available to the general public fromfederal
state, or |ocal government records.

(b) "Breach of the security of the systent shall nean unauthorized
acqui sition or acquisition without valid authorization of conputerized
data whi ch conprom ses the security, confidentiality, or integrity of
personal information maintained by a state entity. Good faith
acqui sition of personal information by an enpl oyee or agent of a state
entity for the purposes of the agency is not a breach of the security of
the system provided that the private infornmation is not used or subject
t o unaut hori zed di scl osure.

In determ ni ng whet her information has been acquired, or is reasonably
bel i eved to have been acquired, by an unauthorized person or a person



wi t hout valid authorization, such state entity may consi der the
foll owi ng factors, anobng ot hers:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a | ost or stolen conputer or
ot her device containing information; or

(2) indications that the information has been downl oaded or copied; or

(3) indications that the information was used by an unaut hori zed
person, such as fraudul ent accounts opened or instances of identity
t heft reported.

(c) "State entity" shall nean any state board, bureau, division
comm ttee, commi ssion, council, departnent, public authority, public
benefit corporation, office or other governmental entity performng a
governnmental or proprietary function for the state of New York, except:

(1) the judiciary; and

(2) all cities, counties, municipalities, villages, towns, and other
| ocal agenci es.

(d) "Consuner reporting agency" shall nean any person which, for
nonetary fees, dues, or on a cooperative nonprofit basis, regularly
engages in whole or in part in the practice of assenbling or eval uating
consuner credit information or other information on consuners for the
pur pose of furnishing consuner reports to third parties, and which uses
any neans or facility of interstate commerce for the purpose of
preparing or furnishing consuner reports. A list of consuner reporting
agenci es shall be conpiled by the state attorney general and furnished
upon request to state entities required to make a notification under
subdi vision two of this section.

2. Any state entity that owns or |icenses conputerized data that
i ncludes private information shall disclose any breach of the security
of the systemfollow ng discovery or notification of the breach in the
security of the systemto any resident of New York state whose private
i nformati on was, or is reasonably believed to have been, accessed or
acquired by a person without valid authorization. The discl osure shal
be made in the nost expedient time possible and without unreasonabl e
del ay, consistent with the legitimte needs of |aw enforcenent, as
provi ded in subdivision four of this section, or any neasures necessary
to determine the scope of the breach and restore the integrity of the



data system The state entity shall consult with the state office of

i nformati on technol ogy services to determ ne the scope of the breach and
restoration neasures. Wthin ninety days of the notice of the breach,
the office of information technology services shall deliver a report on
t he scope of the breach and recommendations to restore and i nprove the
security of the systemto the state entity.

(a) Notice to affected persons under this section is not required if
t he exposure of private informati on was an i nadvertent disclosure by
persons authorized to access private information, and the state entity
reasonably determ nes such exposure will not likely result in msuse of
such information, or financial or enotional harmto the affected
persons. Such a determ nation nust be docunented in witing and
mai ntai ned for at |least five years. If the incident affected over five
hundred residents of New York, the state entity shall provide the
witten determination to the state attorney general within ten days
after the determ nation.

(b) If notice of the breach of the security of the systemis nmade to
af fected persons pursuant to the breach notification requirenents under
any of the following |laws, nothing in this section shall require any
additional notice to those affected persons, but notice still shall be
provided to the state attorney general, the departnment of state and the
of fice of information technol ogy services pursuant to paragraph (a) of
subdi vi si on seven of this section and to consuner reporting agencies
pursuant to paragraph (b) of subdivision seven of this section:

(i) regulations pronul gated pursuant to Title V of the federal
Gramm Leach-Bliley Act (15 U . S.C. 6801 to 6809), as anended fromtine to
time;

(ii) regulations inplenmenting the Health Insurance Portability and
Accountability Act of 1996 (45 C.F.R parts 160 and 164), as anended
fromtinme to tine, and the Health Information Technol ogy for Econom c
and Cinical Health Act, as anended fromtinme to tineg;

(iii) part five hundred of title twenty-three of the official
conpil ati on of codes, rules and regul ations of the state of New York, as
anended fromtine to tinme; or

(iv) any other data security rules and regul ations of, and the
statutes adm nistered by, any official departnent, division, conmm ssion
or agency of the federal or New York state governnent as such rul es,



regul ati ons or statutes are interpreted by such departnent, division,
commi ssi on or agency or by the federal or New York state courts.

3. Any state entity that nmintains conputerized data that includes
private informati on which such agency does not own shall notify the
owner or licensee of the informati on of any breach of the security of
the systemimediately follow ng discovery, if the private information
was, or is reasonably believed to have been, accessed or acquired by a
person wi thout valid authorization.

4. The notification required by this section nmay be delayed if a | aw
enf orcenment agency determ nes that such notification inpedes a crimnal
i nvestigation. The notification required by this section shall be nade
after such | aw enforcenent agency determ nes that such notification does
not conprom se such investigation

5. The notice required by this section shall be directly provided to
the affected persons by one of the foll ow ng nethods:

(a) witten notice;

(b) electronic notice, provided that the person to whomnotice is
requi red has expressly consented to receiving said notice in electronic
formand a | og of each such notification is kept by the state entity who
notifies affected persons in such form provided further, however, that
in no case shall any person or business require a person to consent to
accepting said notice in said formas a condition of establishing any
busi ness rel ati onship or engaging in any transaction;

(c) telephone notification provided that a | og of each such
notification is kept by the state entity who notifies affected persons;
or

(d) Substitute notice, if a state entity denonstrates to the state
attorney general that the cost of providing notice would exceed two
hundred fifty thousand dollars, or that the affected class of subject
persons to be notified exceeds five hundred thousand, or such agency
does not have sufficient contact information. Substitute notice shal
consist of all of the follow ng:

(1) e-mail notice when such state entity has an e-mail address for the
subj ect persons;



(2) conspicuous posting of the notice on such state entity's web site
page, if such agency mai ntains one; and
(3) notification to nmjor statew de nedia.

6. Regardl ess of the nethod by which notice is provided, such notice
shall include contact information for the state entity making the
notification, the tel ephone nunbers and websites of the relevant state
and federal agencies that provide information regarding security breach
response and identity theft prevention and protection information and a
description of the categories of information that were, or are
reasonably believed to have been, accessed or acquired by a person
wi t hout valid authorization, including specification of which of the
el enents of personal information and private information were, or are
reasonably believed to have been, so accessed or acquired.

7. (a) In the event that any New York residents are to be notified,
the state entity shall notify the state attorney general, the departnent
of state and the state office of information technol ogy services as to
the timng, content and distribution of the notices and approxi nate
nunber of affected persons and provide a copy of the tenplate of the
notice sent to affected persons. Such notice shall be made w t hout
del aying notice to affected New York residents.

(b) I'n the event that nore than five thousand New York residents are
to be notified at one tine, the state entity shall also notify consuner
reporting agencies as to the timng, content and distribution of the
noti ces and approxi mate nunber of affected persons. Such notice shall be
made wi t hout delaying notice to affected New York residents.

8. The state office of information technol ogy services shall devel op
update and provide regular training to all state entities relating to
best practices for the prevention of a breach of the security of the
system

9. Any covered entity required to provide notification of a breach,
i ncludi ng breach of information that is not "private information" as
defined in paragraph (a) of subdivision one of this section, to the
secretary of health and human services pursuant to the Health I nsurance



Portability and Accountability Act of 1996 or the Health Infornmation
Technol ogy for Economic and Cinical Health Act, as anmended fromtine to
time, shall provide such notification to the state attorney general

wi thin five business days of notifying the secretary.

10. Any entity listed in subparagraph two of paragraph (c) of
subdi vi sion one of this section shall adopt a notification policy no
nore than one hundred twenty days after the effective date of this
section. Such entity nmay develop a notification policy which is
consistent with this section or alternatively shall adopt a |ocal |aw
which is consistent with this section.

8§ 209. Notification of a breach of the security of the systemor a
breach of network security; shared data. 1. The office shall, within
twenty-four hours of either being notified of or receiving evidence of a
breach of the security of the system or a breach of network security,
as defined in paragraphs (a) and (b) of subdivision three of this
section, notify the chief information officer, the chief information
security officer, and where appropriate, the cyber security coordi nator
of any state entity with which it shares data, provides networked
services or shares a network connecti on whose data, services or
connection is reasonably suspected to be affected by any such breach.

2. The office shall provide the chief information officer, the chief
i nformati on security officer, and where appropriate, the cyber risk
coordi nator of any state entity, who has been notified pursuant to
subdi vi sion one of this section, with its plan for renedi ation of the
breach and future protection of such data and network.

3. For purposes of this section:

(a) "Breach of the security of the systent shall have the sane neaning
as defined in paragraph (b) of subdivision one of section two hundred
eight of this article.

(b) "Breach of network security" shall mean unauthorized access to or
access without valid authorization of a conmputer network which
conprom ses the security, confidentiality, or integrity of such network.



(c) "State entity" shall have the sane neaning as provi ded by
par agraph (c) of subdivision one of section two hundred eight of this
article.

§ 210. Cybersecurity protection. 1. Definitions. For purposes of this
section, the following ternms shall have the foll ow ng neanings:

(a) "Breach of the security of the systent shall have the sane neaning
as such termis defined in section two hundred eight of this article.

(b) "Data subject" nmeans any natural person about whom personal
i nformati on has been collected by a state agency.

(c) "Information systent neans a discrete set of information resources
organi zed for the collection, processing, naintenance, use, sharing,

di ssem nation, or disposition of infornmation.

(d) "State agency-nmintai ned personal information” neans personal
informati on stored by a state agency that was generated by a state
agency or provided to the state agency by the data subject, a state
agency, a federal governnental entity, or any other third-party source.
Such termshall also include personal information provided by an adverse
party in the course of litigation or other adversarial proceeding.

(e) "State agency" shall have the sane neaning as such termis defined
in section one hundred one of this chapter.

2. Data protection standards. The director shall issue policies and
standards for:

(a) protection against breaches of the security of the infornmation
systens and for personal information used by such information systens;

(b) data backup

(c) information systemrecovery;

(d) secure sanitization and del etion of data,;

(e) vulnerability nanagenment and assessnent; and

(f) annual workforce training regarding protection agai nst breaches of
the security of the system as well as processes and procedures that
shoul d be followed in the event of a breach of the security of the
system

3. Information systeminventory. (a) No |later than two years after the



effective date of this section, each state agency shall create, then
mai ntain, an inventory of its information systens.

(b) Upon witten request fromthe office, a state agency shall provide
the office with the state agency-maintai ned information systens
i nventories required to be created or updated pursuant to this
subdi vi si on.

(c) Notwi thstandi ng paragraph (a) of this subdivision, the state
agency-nmai ntai ned i nformation systens inventories required to be created
or updated pursuant to this subdivision shall be kept confidential, as
di scl osure of such information would jeopardize the security of a state
agency's information systens and i nformation technol ogy assets and,
further, shall not be made avail able for disclosure or inspection under
the state freedomof information |aw.

4. I ncident managenent and recovery. (a) No |ater than eighteen nonths
after the effective date of this section, each state agency shall have
created an incident response plan for incidents involving a breach of
the security of the systemthat render an information systemor its data
unavail abl e, and incidents involving a breach of the security of the
systemthat result in the alteration or deletion of or unauthorized
access to, personal infornmation.

(b) Such incident response plan shall include, but not be limted to,
a procedure for situations where infornmation systens have been adversely
affected by a breach of the security of the system as well as a
procedure for the recovery of personal information and information
syst ens.

(c) Beginning January first, two thousand twenty-eight and on an
annual basis thereafter, each state agency shall conplete at |east one
exercise of its incident response plan. Upon conpletion of such
exerci se, the state agency shall docunent the incident response plan's
successes and shortconmings in an incident response plan exercise report.
The incident response plan and any incident response plan exercise
reports shall be kept confidential, as disclosure of such information
woul d jeopardi ze the security of a state agency's information systens
and information technol ogy assets, and, further, shall not be nade
avail abl e for disclosure or inspection under the state freedom of
i nformation | aw.



5. No private right of action. Nothing set forth in this section shal
be construed as creating or establishing a private cause of action.

ARTI CLE |11
ELECTRONI C SI GNATURES AND RECORDS ACT

Section 301. Short title.

302. Definitions.

303. Electronic facilitator.

304. Use of electronic signatures.

305. Use of electronic records.

306. Admissibility into evidence.

307. Exceptions.

308. Personal privacy protection.

309. Use of electronic records and signatures to be voluntary.

8§ 301. Short title. This article shall be known and rmay be cited as
the "el ectronic signatures and records act".

8§ 302. Definitions. For the purpose of this article:

1. "Electronic" shall nean of or relating to technol ogy havi ng
electrical, digital, nagnetic, wireless, optical, electromgnetic, or
simlar capabilities.

2. "Electronic record" shall nean information, evidencing any act,
transaction, occurrence, event, or other activity, produced or stored by
el ectroni c means and capabl e of being accurately reproduced in forns
percepti bl e by human sensory capabilities.

3. "Electronic signature"” shall nean an el ectronic sound, synbol, or
process, attached to or logically associated with an electronic record
and executed or adopted by a person with the intent to sign the record.



4. "Person" shall mean a natural person, corporation, trust, estate,
partnership, incorporated or unincorporated associati on or any ot her
| egal entity, and al so includes any departnent, agency, authority, or
instrunmentality of the state or its political subdivisions.

5. "CGovernnental entity" shall mean any state departnent, board,
bureau, division, conm ssion, commttee, public authority, public
benefit corporation, council, office, or other governnental entity or
of ficer of the state having statew de authority, except the state
| egi sl ature, and any political subdivision of the state.

8§ 303. Electronic facilitator. 1. The office of information technol ogy
services shall be the electronic facilitator and adm nister this
article. In addition to the authority, duties and responsibilities set
forth in article one of this chapter, the electronic facilitator shal
have the authority, duties and responsibilities granted in this article.

2. The electronic facilitator shall have the follow ng functions,
powers, and duties:

(a) To pronulgate rules and regul ati ons consistent with the provisions
of this article. In developing rules and regul ations, the electronic
facilitator shall seek the advice of the attorney general, the state
conptroller, the director of budget, governnent and private entities and
i ndividual s as the electronic facilitator deens appropriate.

(b) To cooperate with governnment and private entities and individuals
in order to assist in the devel opnent and inplenentation of this
article.

(c) To devel op guidelines for the inprovenent of business and conmerce
by el ectronic nmeans. Such guidelines shall identify preferred technol ogy
standards relating to security, confidentiality and privacy of
el ectroni c signatures and el ectronic records.

8§ 304. Use of electronic signatures. 1. The electronic facilitator
shal | establish rules and regul ati ons governing the use of electronic
signatures and authentication. The electronic facilitator shall not



establish rules or regulations that seek to apportion fault or inpose or
limt liability relating to the use of electronic signatures.

2. In accordance with this section unless specifically provided
ot herwi se by law, an electronic signature may be used by a person in
lieu of a signature affixed by hand. The use of an el ectronic signature
shall have the sane validity and effect as the use of a signature
af fi xed by hand.

8§ 305. Use of electronic records. 1. In accordance with rules and
regul ati ons pronul gated by the electronic facilitator, government
entities are authorized and enpowered to produce, receive, accept,
acquire, record, file, transmt, forward, and store information by use
of electronic neans. If any such governnent entity uses electronic
records, it nust also ensure that anyone who uses the services of such
governnment entity may obtain access to records as permtted by statute,
and recei ve copies of such records in paper formin accordance with fees
prescri bed by statute. No person shall be required to submt or file any
record electronically to any governnent entity except as otherw se
provi ded by |aw. Governnment entities that obtain, store, or utilize
el ectronic records shall not refuse to accept hard copy, non-electronic
fornms, reports, and ot her paper docunents for subm ssion or filing
except as otherw se provided by | aw

2. A governnent entity shall have the authority to di spose of or
destroy a record in accordance with the arts and cultural affairs |aw,
regardl ess of format or nedia.

3. An electronic record shall have the sane force and effect as those
records not produced by el ectronic neans.

4. The director shall study how el ectroni c docunents and the
nmechani sms and processes for obtaining access to and reading el ectronic
data can be created, nuaintained, exchanged, and preserved by the state
in a manner that encourages appropriate governnent control, access,
choice, interoperability, and vendor neutrality. The study shal



consider, but not be limted to, the policies of other states and
nat i ons, nmanagenent qui delines for state archives as they pertain to

el ectroni c docunents, public access, expected storage |life of electronic
docunents, costs of inplenentation, and savings. The director shal
solicit conments regardi ng the creation, maintenance, exchange, and
preservation of el ectronic docunents by the state from stakehol ders,
including but not limted to, the office of the state conptroller, the
office of the attorney general, the state archives, and the state

hi storian. The director shall also solicit coments from menbers of the
public. The director shall report findings and recomendations to the
governor, the speaker of the assenbly, and the tenporary president of
the senate on or before January fifteenth, two thousand eight.

8§ 306. Admissibility into evidence. In any |egal proceeding where the
provi sions of the civil practice |aw and rules are applicable, an
el ectronic record or electronic signature nmay be admtted i nto evi dence
pursuant to the provisions of article forty-five of the civil practice
| aw and rules including, but not limted to section four thousand five
hundred thirty-nine of such | aw and rul es.

8§ 307. Exceptions. This article shall not apply:

* 1. To any document providing for the disposition of an individual's
person or property upon death or inconpetence, or appointing a fiduciary
of an individual's person or property, including, without [imtation,
wills, trusts, decisions consenting to orders not to resuscitate, and
powers of attorney, with the exception of: (a) contractual beneficiary
designations; (b) the registration of naking, anending, or revoking an
anatom cal gift under section forty-three hundred ten of the public
health |l aw; (c) docunents and forns authorizing or accepting funeral,
cenetery and crenation services; and (d) the execution of a valid power
of attorney for the purpose of transferring a salvage certificate of
title and the execution of an odoneter and damage di scl osure statenent
in connection with such title whenever a loss in connection with a
private autonobile is determ ned by an insurer to be a total |oss or
constructive total |oss under section three thousand four hundred twel ve



of the insurance | aw.

* NB Effective until Decenmber 12, 2027

* 1. To any document providing for the disposition of an individual's
person or property upon death or inconpetence, or appointing a fiduciary
of an individual's person or property, including, without [imtation,
wills, unless such will is executed pursuant to part six of article
three of the estates, powers and trusts law, trusts, decisions
consenting to orders not to resuscitate, and powers of attorney, wth
t he exception of: (a) contractual beneficiary designations; (b) the
regi stration of maki ng, anmending, or revoking an anatom cal gift under
section forty-three hundred ten of the public health Iaw, (c) docunents
and fornms authorizing or accepting funeral, cenetery and crenation
services; and (d) the execution of a valid power of attorney for the
pur pose of transferring a salvage certificate of title and the execution
of an odometer and danage di sclosure statement in connection with such
title whenever a loss in connection with a private autonobile is
determ ned by an insurer to be a total |oss or constructive total |oss
under section three thousand four hundred twelve of the insurance |aw.

* NB Effective Decenber 12, 2027

2. To any negotiable instrunents and other instrunents of title
wherei n possession of the instrument is deemed to confer title, unless
an el ectronic version of such record is created, stored or transferred
pursuant to this article in a manner that allows for the existence of
only one unique, identifiable and unalterable version which cannot be
copied except in a formthat is readily identifiable as a copy.

3. To any other docunment that the electronic facilitator has
specifically excepted, pursuant to the rules and regul ations of the
el ectronic facilitator, fromthe application of this article.

8§ 308. Personal privacy protection. 1. Any information reported to the
el ectronic facilitator by a governnent entity in connection with the
aut hori zation of an electronic signature shall continue to be wthheld
frompublic disclosure if such informati on was withheld from public
di scl osure by such governnent entity. Electronic records shall be



considered and treated as any other records for the purposes of the
freedomof information law as set forth in article six of the public
officers law and the personal privacy protection |law as set forth in
article six-A of the public officers |aw

2. A person or an entity that acts as an authenticator of electronic
signatures shall not disclose to a third party any personal infornmation
reported to it by the electronic signatory other than the information
necessary to authenticate the signature unless the disclosure is nmade
pursuant to a court order or statute, or if the information or data is
used solely for statistical purposes in aggregate form For purposes of
this section, "personal information" shall nean data that identifies a
specific person, including but not limted to home and work addresses,

t el ephone nunber, e-mail address, social security nunber, birthdate,
gender, marital status, nother's mai den nanme, and heal th dat a.

8§ 309. Use of electronic records and signatures to be voluntary.
Nothing in this article shall require any entity or person to use an
el ectronic record or an electronic signature unless otherw se provi ded
by | aw.

ARTI CLE |V
AUTOVATED EMPLOYMENT DECI SI ON- MAKI NG | N STATE GOVERNVENT
Section 401. Definitions.
402. Di scl osure of automated enpl oynment deci si on-naking tools
used by state agenci es.
402-a. Disclosure of automated enpl oynent deci sion-nmaking tools
used by covered entities.

8§ 401. Definitions. For the purpose of this article:

1. "Automated enpl oynent deci sion-making tool" shall nean any software

that uses algorithnms, conputational nodels, or artificial intelligence
techni ques, or a conbination thereof, to naterially autonmate or repl ace



human deci si on- maki ng regardi ng enpl oynent, including but not limted to
wages and ot her conpensation, hiring, selection for recruitnent,

di scipline, pronotion, and term nation. "Autonated enpl oynment

deci si on-maki ng tool" shall not include any software used primrily for
basi ¢ conmputerized processes, such as cal cul ators, spellcheck tools,

aut ocorrect functions, spreadsheets, electronic comruni cations, or any
tool that relates only to internal managenent affairs such as ordering
of fice supplies or processing paynents, and that do not nmaterially
affect the rights, liberties, benefits, safety or welfare of any

i ndi vidual within the state.

2. "State agency" shall mean any departnent, public authority, board,
bureau, comm ssion, division, office, council, conmttee or officer of
the state. Such terns shall not include the |egislature or judiciary.

* 3. "Covered entity" shall nean any county, city, town, village,
school district, board of cooperative educational services, county
vocati onal education and extension board, district corporation, the
state university of New York, the city university of New York, or
comunity col |l ege.

* NB Repealed July 1, 2028

8§ 402. * Disclosure of automated enpl oynent deci sion-naking tools used
by state agencies.

* NB Effective until July 1, 2028

* Di scl osure of automated enpl oynent deci si on-nmaki ng tools.

* NB Effective July 1, 2028
Any state agency that utilizes an automated enpl oynent deci si on-maki ng
tool, as defined in section four hundred one of this article, shal
publish a list of such automated enpl oynment deci si on-naking tools on
such state agency's website no later than the thirtieth of Decenber next
succeedi ng the date on which the anendnents nmade to this section by a
chapter of the laws of two thousand twenty-four take effect, and
annual ly thereafter. Such disclosure shall include:

1. a description of the automated enpl oynent deci si on-maki ng t ool
utilized by such state agency;



2. the date that the state agency use of such automated enpl oynent
deci si on- maki ng t ool began;

3. a summary of the purpose and use of such automated enpl oynent
deci si on- maki ng tool; and

4. any other information deened rel evant by the agency.

* § 402-a. Disclosure of automated enpl oynent deci si on-making tools
used by covered entities. To the extent feasible, any covered entity
that utilizes an autonated enpl oynent deci sion-nmeki ng tool, shal
publish a list of such automated enpl oynment deci si on-naking tools on
such covered entity's website no later than the thirtieth of Decenber
next succeeding the date on which this section shall have becone a | aw,
and annually thereafter. To the extent feasible, such disclosure shal
i ncl ude:

1. a description of the automated enpl oynent deci si on-nmaki ng t ool
utilized by such covered entity;

2. the date that the covered entity use of such automated enpl oynent
deci si on- maki ng t ool began;

3. a summary of the purpose and use of such automated enpl oynent
deci si on- maki ng tool; and

4. any other information deened rel evant by the covered entity.
* NB Repealed July 1, 2028

* ARTI CLE V
AUTOVATED DECI SI ON- MAKI NG | N GOVERNMENT AGENCI ES
Section 501. Definitions.
502. Disclosure of autonated decision-naking tools by governnent
agenci es.



503. | npact assessnents.
504. Subm ssion to the governor and | egislature.
* NB Repealed July 1, 2028

* § 501. Definitions. For the purpose of this article:

1. "Automated decision-making tool" shall nean any software that uses
al gorithnms, conputational nodels, or artificial intelligence techniques,
or a conbination thereof, to automate, support, or replace human
deci si on- maki ng. "Aut omat ed deci si on-maki ng tool" shall not include any
software used primarily for basic conputerized processes, such as
cal cul ators, spellcheck tools, autocorrect functions, spreadsheets,
el ectroni c comuni cations, or any tool that relates only to internal
managenent affairs such as ordering office supplies or processing
paynments, and that do not materially affect the rights, liberties,
benefits, safety or welfare of any individual within the state.

" Aut omat ed deci si on-maki ng tool s" shall not include "autonated
enpl oynment deci si on-maki ng tool s" as defined in section four hundred one
of this chapter

2. "Meani ngful human revi ew' neans review, oversight and control of
t he aut onat ed deci si on- maki ng process by one or nore individuals who
understand the risks, limtations, and functionality of, and are trained
to use, the automated deci sion-making tool and who have the authority to
i ntervene or alter the decision under review, including but not Iimted
to the ability to approve, deny, or nodify any decision recommended or
made by the automated tool.

3. "CGovernnent agency" shall mean: (a) the state or civil division
thereof; (b) a county, city, town or village; (c) a school district,
board of cooperative educational services, vocational education and
ext ensi on board or a school district as enunerated in section one of
chapter five hundred sixty-six of the I aws of nineteen hundred
si xty-seven, as anended; (d) the state university of New York; (e) the
city university of New York; (f) a public inprovenent or special
district including police or fire districts; (g) a public authority,



commi ssion or public benefit corporation; or (h) any other public
corporation, agency, instrunentality or unit of governnent which
exerci ses governnental power under the laws of this state.

* NB Repealed July 1, 2028

* § 502. Disclosure of automated deci sion-making tools by governnent
agenci es. Any government agency that utilizes an autonated
deci si on-maeki ng tool, as defined in section five hundred one of this
article, shall publish a |ist of such automated deci sion-maki ng tools on
such governnment agency's website no later than the thirtieth of Decenber
next succeeding the date on which this section takes effect, and
annual ly thereafter. Such disclosure shall include:

1. a description of the autonmated decision-making tool utilized by
such gover nnent agency;

2. the date that the governnent agency use of such autonated
deci si on- maki ng t ool began;

3. a summary of the purpose and use of such automated deci si on- naki ng
tool ; and

4. any other information deened rel evant by the agency.
* NB Repealed July 1, 2028

* § 503. I|npact assessnents. 1. Governnent agencies seeking to utilize
or apply an autonat ed deci sion-nmeking tool permtted under section five
hundred two of this article with continued and operational neani ngful
human revi ew shall conduct or have conducted an inpact assessment
substantially conpleted and bearing the signature of one or nore
i ndi vi dual s responsi bl e for meani ngful human review for the |awful
application and use of such autonated deci sion-naking tool. Foll ow ng
the first inpact assessnent, an inpact assessnent shall be conducted in
accordance with this section at | east once every two years. An inpact
assessnent shall be conducted prior to any naterial change to the



aut omat ed deci si on-nmaki ng tool that nmay change the outcone or effect of
such tool. Such inpact assessnents shall include:

(a) a description of the objectives of the automated deci si on-naki ng
t ool ;

(b) an evaluation of the ability of the autonated deci sion-nmaking tool
to achieve its stated objectives;

(c) a description and eval uation of the objectives and devel opnent of
t he aut omat ed deci si on- nmaki ng i ncl udi ng:

(i) a summary of the underlying al gorithns, conputational nobdes, and
artificial intelligence tools that are used within the autonated
deci si on- maki ng tool; and

(ii) the design and training data used to devel op the automated
deci si on- maki ng t ool process;

(d) testing for:

(i) accuracy, fairness, bias and discrimnation, and an assessnent of
whet her the use of the automated deci si on-nmaki ng tool produces
discrimnatory results on the basis of a consuner's or a class of
consuners' actual or perceived race, color, ethnicity, religion,
national origin, sex, gender, gender identity, sexual orientation,
famlial status, bionmetric information, |awful source of incone, or
disability and outlines mtigations for any identified performance
di fferences in outcomes across rel evant groups inpacted by such use;

(ii) any cybersecurity vulnerabilities and privacy risks resulting
fromthe depl oynent and use of the autonated decision-naking tool, and
t he devel opnent or existence of safeguards to mtigate the risks;

(iii) any public health or safety risks resulting fromthe depl oynent
and use of the automated deci si on-naking tool;

(iv) any reasonably foreseeable m suse of the autonated
deci si on-maki ng tool and the devel opnent or existence of safeguards
agai nst such m suse;

(e) the extent to which the depl oynent and use of the autonmated
deci si on-maki ng tool requires input of sensitive and personal data, how
that data is used and stored, and any control users nay have over their
data; and

(f) the notification nmechanismor procedure, if any, by which
i ndi vidual s i npacted by the utilization of the automated deci si on-naki ng
tool may be notified of the use of such automated deci si on-naki ng tool



and of the individual's personal data, and infornmed of their rights and
options relating to such use.

2. Notwi thstanding the provisions of this article or any other law, if
an i npact assessnent finds that the automated deci si on-nmaki ng tool
produces discrimnatory or biased outconmes, the governnent agency shal
cease any utilization, application, or function of such autonated
deci si on-maki ng tool, and of any information produced using such tool.

* NB Repealed July 1, 2028

* 8§ 504. Submission to the governor and |egislature. 1. Each inpact
assessnment conducted pursuant to this article shall be subnmitted to the
governor, the tenporary president of the senate, and the speaker of the
assenbly at least thirty days prior to the inplenentation of the
aut omat ed deci sion-making tool that is the subject of such assessnent.

2. (a) The inpact assessnent of an automated deci si on-maki ng t ool
shall be published on the website of the rel evant governnent agency.

(b) If the governnment agency nakes a determi nation that the disclosure
of any information required in the inpact assessnment would result in a
substanti al negative inpact on health or safety of the public, infringe
upon the privacy rights of individuals, or significantly inpair the
governnment agency's ability to protect its information technol ogy or
operational assets, such government agency may redact such information
provi ded that an explanatory statenent on the process by which the
gover nment agency nmade such determ nation is published along with the
redact ed i npact assessnent.

(c) I'f the inpact assessnment covers any autonated deci sion-mnmaki ng tool
that includes technology that is used to prevent, detect, protect
agai nst or respond to security incidents, identity theft, fraud,
harassnment, malicious or deceptive activities or other illegal activity,
preserve the integrity or security of tools, or to investigate, report
or prosecute those responsible for any such malicious or deceptive
action, such governnent agency may redact such information for the
pur poses of this subdivision, provided that an expl anatory statenent on
the process by which the governnment agency nade such determ nation is



publ i shed along with the redacted inpact assessnent.
* NB Repealed July 1, 2028



