§ 2181. COVID- 19 contact tracing; confidentiality. 1. (a) Al contact
tracing informati on shall be kept confidential by any contact tracer,
contact tracing entity, or designated non-governnental entity and may
not be discl osed except as necessary to carry out contact tracing or a
perm tted purpose. A designated non-governnental entity may only act in
relation to contact tracing information as explicitly authorized by this
title.

(b) Where a contact tracer or contact tracing entity discloses contact
tracing information for a permtted purpose, the contact tracer or
contact tracing entity shall make a record of the disclosure, including
to whomit was nmade and when it was made, which shall be part of the
contact tracing infornmation.

(c) Nothing in this title prohibits otherwi se | awful voluntary
reporting, at the discretion of the contact tracer, reasonably and in
good faith: (i) to the statewide central registry under title six of
article six of the social services |law, adult protective services under
titles one and two of article nine-B of the social services |law, or the
justice center for the protection of people with special needs under
article el even of the social services law, or (ii) to a governnental or
non- gover nment al energency reporting system (such as a "911," donestic
vi ol ence or suicide prevention system to prevent immnent risk of
injury to any person.

(d) This title does not limt disclosure to or by, or possession or
use by, the case individual or contact individual who is the subject of
the i nformation.

2. (a) An individual may waive the confidentiality provided for by
this section, only by a witten, informed and voluntary waiver, in plain
| anguage and in a | anguage understandabl e to the individual nmaking the
wai ver, and not part of any other docunent. The waiver shall state the
scope and limt of the waiver. No contact tracer, contact tracing entity
or governmental or non-governnmental entity nay seek or act in reliance
on a waiver to distribute, sell, or otherw se disclose identifiable or
de-identified data to any individual or entity. Provided however,
not hing in this subdivision shall prohibit distribution or disclosure
that is otherwise explicitly authorized by this section. If an
i ndi vidual |acks the capacity to nake a wai ver, an individual authorized



to consent to health care for the individual, or the individual's |ega
representative, may nake the waiver. However, a waiver of
confidentiality is not required to be witten if it is solely for the
pur pose of arrangi ng or providing support for the individual who is the
subj ect of the contact tracing information, provided the consent is

i nformed and voluntary.

(b) A waiver of confidentiality under this section shall only apply
for the purpose of arrangi ng or providing support if the individual who
is the subject of the contact tracing information (or, if the individual
| acks the capacity to provide infornmed consent, an individual authorized
to consent to health care for the individual, or the individual's |ega
representative) provides voluntary inforned consent to the arranging or
provi di ng of the support.

3. A disclosure of contact tracing information authorized under this
section shall be limted in scope as to the identity of any individual,
the information to be disclosed, and the party to which disclosure nmay
be made, and as necessary to achi eve the purpose of the disclosure under
this section, and shall not authorize re-disclosure except as explicitly
authori zed by the terns of the waiver under this section. However, this
section does not bar disclosure of contact tracing infornmation
pertaining to and identifying a case individual or contact individual by
the individual who is identified.

4. (a) This section does not bar otherw se-|lawful disclosure,
possessi on or use of de-identified contact tracing informtion,
i ncl udi ng aggregate contact tracing information. Disclosure, possession
or use under this subdivision shall only be for a public health or
public health research or eval uati on purpose as determ ned by the
commi ssi oner (or the conm ssioner of the New York city departnent of
health and nental hygiene in the case of contact tracing infornmation
coll ected by or under authority of the New York city departnent of
heal th and nental hygi ene or the New York city health and hospitals
corporation), and shall not authorize re-disclosure or other use.

(b) A person or entity may only discl ose, possess or use de-identified
contact tracing information if the person or entity, and the person or
entity to which it is disclosed, maintains technical safeguards and



policies and procedures that prevent re-identification, whether
i ntentional or unintentional, of any individual, as may be required by
t he conm ssioner (or the New York city conm ssioner of health and nental
hygi ene in the case of contact tracing information collected by or under
authority of the New York city departnment of health and nental hygi ene
or the New York city health and hospitals corporation). The comm ssi oner
(or the New York city comm ssioner as the case nmay be) shall require
saf eguards, policies and procedures under this paragraph as the
comni ssi oner deens practicable.

(c) Disclosure, possession and use of de-identified contact tracing
i nformati on under this subdivision shall be only pursuant to approval by
t he conm ssioner (or the New York city conm ssioner of health and nental
hygi ene in the case of contact tracing information collected by or under
authority of the New York city departnment of health and nental hygi ene
or the New York city health and hospitals corporation) specifying the
pur pose, nature and scope of the disclosure, possession and use and
nmeasures to ensure that it will conply with this section and the terns
of the approval.

5. No | aw enforcenent agent or entity or immgration authority shal
be a contact tracer or contact tracing entity or engage in contact
tracing. This subdivision does not bar an individual who is associ ated
with a |law enforcenent entity or immgration authority fromacting only
as a case individual or contact individual. This subdivision does not
prevent a | aw enforcenent agent or entity fromassisting in a permtted
use under paragraph (b) of subdivision el even of section twenty-one
hundred eighty of this title.

6. No contact tracer, contact tracing entity or designated
non- governmental entity nmay provide contact tracing infornmation to a | aw
enforcenment agent, entity or inmmgration authority, or any individual or
entity other than the contact tracing entity fromwhich it received the
i nformati on, except as explicitly authorized by this title. Wthout
consent under subdivision two of this section, contact tracing
i nformati on and any evi dence derived therefromshall not be subject to
or provided in response to any | egal process or be adm ssible for any
purpose in any judicial or adm nistrative action or proceedi ng. However,



this subdivision does not restrict providing information, relating to a
speci fied case individual or contact individual, where and only to the
extent necessary for a permtted purpose.

7. (a) Contact tracing entities shall establish appropriate
adm ni strative, technical and physical safeguards, policies and
procedures that ensure the security of contact tracing informtion under
the entity's jurisdiction. The safeguards, policies and procedures nust
ensure contact tracing information is encrypted and protected at | east
as nmuch as or nore than other confidential information under the
entity's jurisdiction. Al storage of contact tracing information shal
neet the requirenents of this title. The commi ssioner (or the New York
city comm ssioner of health and nental hygiene in the case of contact
tracing informati on collected by or under authority of the New York city
departnment of health and nental hygiene or the New York city health and
hospital s corporation) shall nake regul ati ons as reasonably necessary to
require that contact tracing information possessed, used or under the
control of a contact tracer or contact tracing entity shall be subject
to technical safeguards, policies and procedures for storage,
transm ssion, use and protection of the information. The regul ati ons
shal | prevent possession, use or disclosure of the contact tracing
i nformation not permtted by this title, and shall be at |east as or
nore protective than the safeguards, policies and procedures the
commi ssioner (or the New York city comm ssioner as the case nay be)
provi des for other confidential information.

(b) This paragraph applies to a contact tracer or contact tracing
entity that is a non-governnental individual or entity enployed by or
under contract with a governnmental entity, or an agent thereof. Wthin
si xty days of collecting or receiving the contact tracing informtion,
the entity shall (i) renove information fromits possession or control
and deliver it to the appropriate governnmental contact tracing entity or
a desi gnated non-governnental entity specified by the governnenta
contact tracing entity, retaining no copy of it; (ii) expunge the
information fromits possession or control; or (iii) de-identify the
i nformati on. However, the expungenent or de-identification of
particul ar contact tracing informati on may be postponed for up to
fifteen days after the initial sixty day period while the contact tracer



or contact tracing entity is actively engaged in contact tracing using
that information, provided that the case individual or contact

i ndi vidual to whomit pertains gives voluntary informed consent. The
di scl osure, possession and use of the de-identified contact tracing

i nformati on shall be subject to subdivision four of this section.



