8§ 2169. Vaccine confidentiality. 1. As used in this section, unless
context requires otherw se:

(a) The term "consent” shall nean infornmed, affirmative, and voluntary
aut hori zati on.

(b) The term "de-identified" shall nmean that the information cannot
identify or be nade to identify or be associated with a particul ar
i ndividual, directly or indirectly, and is subject to technical
saf eguards and policies and procedures that prevent re-identification,
whet her intentionally or unintentionally, of any individual.

(c) The term "disclosure"” shall nean rel ease, transfer, provision of,
access to, or divulging in any other manner of information outside the
entity holding the informtion.

(d) The term"imm gration authority" means any entity, officer,
enpl oyee, or governnent enpl oyee or agent thereof charged with or
engaged in enforcenment of the federal Immgration and Nationality Act,
including the United States Inmgration and Custons Enforcenment, United
St at es Departnment of Honel and Security, or United States Custons and
Border Protection, or agent, contractor, or enployee thereof, or any
successor |egislation or entity.

(e) The term "l aw enforcenent agent or entity" neans any government al
entity or public servant, or agent, contractor or enployee thereof,
authorized to investigate, prosecute, or nmake an arrest for a crim nal
or civil offense, or engaged in any such activity, but shall not nean
t he departnent, the comm ssioner, a health district, a county depart nent
of health, a county health comm ssioner, a |ocal board of health, a
| ocal health officer, the departnent of health and nental hygi ene of the
city of New York, or the comm ssioner of the department of health and
mental hygi ene of the city of New York.

(f) The term "personal information" shall mean informtion obtained
fromor about an individual, in connection with their registering for a
vaccination, that directly or indirectly identifies, relates to,
describes, is capable of being associated with, or could reasonably be
linked to a particular individual, household, or personal device.
Information is reasonably |inkable to an individual, household, or
personal device if it can be used on its own or in conbination with
ot her reasonably avail abl e informati on, when such information is held by
t he vaccine navigator, to identify an individual, household, or a



per sonal devi ce.

(g) The term "service attendant to the delivery of immnization" shal
mean facilitating an inmunization appoi ntnment, sending rem nders about
I mruni zation, arranging transportation to or froma vacci ne provider, or
reporting to the departnent, the New York City departnent of health and
mental hygi ene, or other |ocal health agency on whose behal f such
vacci ne navigator is perform ng such services.

(h) The term "use" shall nean, with respect to personal information,
t he sharing, enploynent, application, utilization, exam nation or
anal ysis of such information within an entity that mai ntains such
i nf or mati on.

(i) The term "vaccine navigator" shall mean any person that collects
personal information froman individual in order to register that
i ndi vidual for imrunization or to help that individual register for
i mruni zation, provided the departnent, a |ocal public health agency, or
a person that adm ni sters vaccines or their designees are not vaccine
navi gat or s.

2. (a) Except as provided in paragraph (d) of this subdivision, absent
consent fromthe individual seeking immnization, or if the individual
| acks the capacity to nake health care decisions, an individual
aut hori zed to consent to health care for the individual or the
i ndividual's | egal representative, a vaccine navigator shall not use,

di scl ose, or maintain personal infornmation except as necessary to
provi de services attendant to the delivery of imrunization.

(b) A vaccine navigator may request consent froman individual, or if
the individual |acks the capacity to nake health care deci sions, an
i ndi vi dual authorized to consent to health care for the individual or
the individual's | egal representative, to use, disclose, or maintain the
i ndi vidual's personal information for purposes other than services
attendant to the delivery of imrunization provided that:

(i) a vaccine navigator shall not refuse to provide a service
attendant to the delivery of immnization for an individual who does not
provi de such consent;

(ii) a vaccine navigator shall not relate the price or quality of any
service attendant to the delivery of inmunization to the privacy
protections afforded the individual, including by providing a di scount



or other incentive in exchange for such consent, provided that this

par agr aph does not prohibit the offering of incentives to individuals to
get vaccinated; provided that such incentives shall not be conditioned
on an individual's consent to additional uses, disclosures, or

mai nt enance of their personal infornmation except as necessary to provide
the incentive; and

(iii) a vaccine navigator shall clearly delineate what personal
information i s adequate, relevant, and necessary to provide a service
attendant to the delivery of immunization by clearly and conspi cuously
indicating in any solicitation for the information that all other
requests for personal information are optional.

(c) Except as provided in paragraph (d) of this subdivision:

(i) No vacci ne navigator may provide personal infornmation or otherw se
make personal information accessible, directly or indirectly, to a | aw
enforcenment agent or entity or inmgration authority;

(ii) No vaccine navigator may provi de personal information or
ot herwi se nake personal information accessible, directly or indirectly,
to any other individual or entity, except as explicitly authorized by
this title; and

(iii) Wthout consent under this subdivision, personal infornmation and
any evidence derived therefromshall not be subject to or provided in
response to any | egal process or be adm ssible for any purpose in any
judicial or adm nistrative action or proceeding unless provided in
response pursuant to warrants, court-ordered subpoenas, adm nistrative
subpoenas, or grand jury subpoenas.

(d) (i) This section does not bar otherw se | awful disclosure,
possessi on or use of information pertaining to services attendant to the
delivery of imrunization, including aggregate information, that is
de-identified. Disclosure, possession or use under this subparagraph
shall only be for a public health or public health research purposes.

(ii) A vaccine navigator may only possess or use de-identified
i nformati on pertaining to services attendant to the delivery of
i mruni zation if the vacci ne navi gator maintains technical safeguards and
policies and procedures that prevent re-identification, whether
i ntentional or unintentional, of any individual, as may be required by
t he conm ssioner (or the New York city conm ssioner of health and nental
hygi ene, in the case of information collected by or under authority of



the New York city departnment of health and nental hygi ene. The

commi ssioner (or the New York city comm ssioner as the case nay be)
shal | require safeguards, policies and procedures under this paragraph
as the comm ssioner deens practicable.

(iii) Disclosure, possession and use of de-identified information
under this subdivision shall be only pursuant to approval by the
commi ssi oner (or the New York city comm ssioner of health and nent al
hygi ene in the case of information collected by or under authority of
the New York city departnment of health and nental hygi ene) specifying
t he purpose, nature and scope of the disclosure, possession and use and
nmeasures to ensure that it will conply with this section and the terns
of the approval.

(e) A vaccine navigator that nmintains personal information shal
establish appropriate adm nistrative, technical, and physi cal
saf equards, policies, and procedures that ensure the security of that
personal information. The safeguards, policies, and procedures nust be
appropriate to the volune and nature of the personal infornmation
mai nt ai ned and the size, revenue, and sophistication of the vaccine
navi gat or and nust ensure that personal information is encrypted and
protected at | east as nuch as or nore than other confidential
information in the vaccine navigator's possession. The conm ssi oner or,
in the city of New York, the conm ssioner of the departnent of health
and nmental hygi ene may nake regul ati ons as reasonably necessary to
require that personal information possessed, used, or under the control
of a vacci ne navigator shall be subject to technical safeguards,
policies, and procedures for storage, transm ssion, use, and protection
of the information. The regul ati ons nust take into account the different
si zes, revenues and sophistications of different vacci ne navigators, as
wel | as the volunme and nature of the personal information they naintain.

(f) Nothing in this section shall limt a vaccine navigator that has a
pre-existing service provider-client, provider-patient, or famli al
relationship or a friendship with an individual from processing that
i ndi vidual's personal information as previously agreed to in the course
of the pre-existing relationshinp.

3. Vaccine providers. A vaccine provider shall not delay or condition
the provision of any service attendant to the delivery of inmunization



by inviting or requiring an individual seeking vaccination to conplete
an application for a custonmer discount card or account or share personal
information that will be stored outside of a record protected under the
federal Health Insurance Portability and Accountability Act of 1996, its
i npl ementing regul ati ons, or section eighteen of this chapter for

pur poses other than services attendant to the delivery of imunization,
or by engaging in any other activity unrelated to the provision of such
a service that the conm ssioner designates by regul ation.



