8§ 716. Protection of critical infrastructure; comercial aviation,
petrol eum and natural gas fuel transmission facilities and pipelines.
1. Notw thstandi ng any ot her provision of |aw, the conm ssioner of the
di vi si on of honel and security and energency services shall conduct a
review and anal ysis of measures being taken by any ot her agency or
authority of the state or any political subdivision thereof and, to the
extent practicable, of any federal entity, to protect the security, and
cyber security, of critical infrastructure related to conmerci al
avi ation fuel, petroleumand natural gas transmi ssion facilities and
pipelines in this state which are not |ocated upon the prem ses of a
comercial airport. As deened appropriate by such conm ssioner, the
di vi si on of honel and security and energency services shall have the
authority to physically inspect the prem ses and review any audits or
reports related to the security of such critical infrastructure,
including audits or reports conducted at the request of any other agency
or authority of the state or any political subdivision thereof or, to
the extent practicable, of any federal entity. The operators of such
comercial aviation fuel, petroleumor natural gas transm ssion
facilities and pipelines shall, in conpliance with any federal and state
requi renents regardi ng the dissem nation of such information, provide
access to the conm ssioner of the division of honeland security and
energency services to such audits or reports regardi ng such critical
i nfrastructure provided, however, that exclusive custody and control of
such audits and reports shall remain solely with the operators of such
comercial aviation fuel, petroleumor natural gas transm ssion
facilities and pipelines. For the purposes of this article, the term
"critical infrastructure" has the neaning ascribed to that termin
subdi vision five of section eighty-six of the public officers |aw.

2. (a) On or before Decenber thirty-first, two thousand el even, and
every five years thereafter, the comm ssioner of the division of
honel and security and energency services shall report to the governor,
the tenporary president of the senate, the speaker of the assenbly, the
public service comm ssion, and the operator of any such affected
comercial aviation fuel, petroleumor natural gas transm ssion facility
or pipeline. Such report shall review the security nmeasures bei ng taken
regarding critical infrastructure related to comercial aviation fuel,



petrol eum or natural gas transm ssion facilities and pipelines, assess
the effectiveness thereof, and include reconrendati ons to the
| egi sl ature, the public service comm ssion, or the operator of a
comercial aviation fuel, petroleumor natural gas transm ssion facility
or pipeline, or any appropriate state or federal regulating entity or
agency if the conm ssioner of the division of honeland security and
energency services determ nes that additional nmeasures are required to
be i npl ement ed, considering anong ot her factors, the unique
characteristics of each comercial aviation fuel, petroleum or natural
gas transm ssion facility or pipeline.

(b) Before the receipt of such report identified in paragraph (a) of
t hi s subdi vi si on, each recipient of such report shall devel op
confidentiality protocols, which shall be binding upon the recipient who
i ssues the protocols and anyone to whomthe recipient shows a copy of
the report, in consultation with the conmm ssioner of the division of
honel and security and energency services for the maintenance and use of
such report so as to ensure the confidentiality of the report and al
i nformati on contai ned therein, provided, however, that such report and
any information contained or used in its preparation shall be exenpt and
not nmade avail able pursuant to article six of the public officers |aw
The conmi ssioner of the division of honmeland security and energency
services shall also develop protocols for his or her office related to
t he mai nt enance and use of such report so as to ensure the
confidentiality of the report and all information contained therein. On
each report, the conm ssioner of the division of honeland security and
energency services shall promnently display the follow ng statenent:
"this report may contain information that if disclosed could endanger
the life or safety of the public, and therefore, pursuant to section
seven hundred el even of the executive law, this report is to be
mai nt ai ned and used in a manner consistent with protocols established to
preserve the confidentiality of the informati on contained herein in a
manner consistent with | aw'.

(c) The public service conm ssion shall have the discretion to
require, through regulation or otherw se, that the reconmendati ons of
t he conm ssioner of the division of honmeland security and energency
services be inplenented at an affected conmercial aviation fuel,
petrol eum or natural gas transm ssion facility or pipeline.



(d) The division of honmeland security and energency services shall
recei ve necessary appropriations for the performance of its duties
pursuant to this section.



