8 714. Protection of critical infrastructure; storage facilities for
hazar dous substances. 1. Notwi t hstandi ng any other provision of |aw and
subject to the availability of an appropriation, the comm ssioner of the
di vi si on of honel and security and energency services shall conduct a
review and anal ysis of neasures being taken by the owners and operators
of facilities identified pursuant to paragraph (b) of subdivision tw of
this section to protect the security, and cyber security, of critical
infrastructure related to such facilities. The conm ssioner of the
di vi si on of honel and security and energency services shall have the
authority to review all audits or reports related to the security of
such critical infrastructure, including all such audits or reports
mandat ed by state and federal |aw or regulation, including spil
prevention reports and risk managenent plans, audits and reports
conducted at the request of the departnent of environnmental conservation
or at the request of any federal entity, or any other agency or
authority of the state or any political subdivision thereof, and reports
prepared by owners and operators of such facilities as required in this
subdi vi si on. The owners and operators of such facilities shall, in
conpliance with any federal and state requirenents regarding the
di ssem nation of such information, provide access to the comm ssioner of
the division of honeland security and energency services to such audits
and reports regarding such critical infrastructure provi ded, however,
excl usive custody and control of such audits and reports shall renain
solely with the owners and operators of such facilities to the extent
not inconsistent with any other |Iaw. For the purposes of this section,
the term"critical infrastructure" has the neaning ascribed to that term
i n subdivision five of section eighty-six of the public officers |aw.

2. To effectuate his or her duties pursuant to this section and
identify risks to the public, the comm ssioner of the division of
honel and security and energency services shall:

(a) within six nmonths of the effective date of this section, in
consultation with the comm ssioner of environnmental conservation, the
commi ssi oner of health, and such representatives of the chem cal
i ndustry and hi gher education as nay be appropriate, prepare a list that
identifies toxic or hazardous substances, including but not limted to
t hose substances |isted as hazardous to public health, safety or the



environnment in regul ati ons pronul gated pursuant to article thirty-seven
of the environmental conservation |aw, as well as those substances for
whi ch the state possesses insufficient or limted toxicological

i nformati on but for which there exists prelimnary evidence that the
substance or the class of chemcals with simlar physical and chem cal
properties to which it belongs has the potential to cause death, injury,
or serious adverse effects to human health or the environnent, based on
the severity of the threat posed to the public by the unauthorized

rel ease of such substances. Such list will be pronmulgated in accord with
the provisions of the state admi nistrative procedure act;

(b) upon conpletion of the |ist required pursuant to paragraph (a) of
this subdivision, but no | ater than one hundred twenty days after such
date, in consultation with the conm ssioner of environnental
conservation, the comm ssioner of health and such representatives of the
chem cal industry and any state, |ocal and nunicipal officials as may be
appropriate, identify facilities, including facilities regul ated
pursuant to title nine and title eleven of article twenty-seven and
article forty of the environnental conservation |aw, but excluding
facilities that hold liquified petroleumgas for fuel at retail sale as
described in section 112(1)(4)(B) of the Cean Air Act (42 U S. C
section 7412(r)(4)(b)) and those facilities that are defined as "water
suppliers” in subdivision one of section eleven hundred twenty-five of
the public health lIaw, which because of their storage of or relationship
to such substances identified pursuant to paragraph (a) of this
subdi vi si on pose risks to the public should an unauthorized rel ease of
such hazar dous substances occur; and

(c) require such facilities identified pursuant to paragraph (b) of
thi s subdivision, as the commi ssioner so determ nes, to prepare a
vul nerability assessnent of the security neasures taken by such
facilities to prevent and respond to the unauthorized rel ease of
hazar dous substances as nay be stored therein, which assessnents the
commi ssi oner of the division of honeland security and emergency services
shall review and consider in Iight of the seriousness of the risk posed
and vulnerability of such facility and, where appropriate, make
reconmendati ons with respect thereto.

3. (a) On or before June first, two thousand five, the comm ssioner of



t he division of honeland security and energency services shall nake a
prelimnary report to the governor, the tenporary president of the
senate, the speaker of the assenbly, the conm ssioner of environnental
conservation, the conm ssioner of health and the chief executive officer
of any such affected facility or his or her designee, and on or before
Decenber thirty-first, two thousand five, and not later than three years
after such date, and every five years thereafter, the conm ssioner of
t he division of honeland security and energency services shall report to
t he governor, the tenporary president of the senate, the speaker of the
assenbly, the conm ssioner of environnmental conservation, the
comm ssi oner of health and the chief executive officer of any such
affected facility or his or her designee. Such report shall reviewthe
security measures being taken regarding critical infrastructure related
to such facilities, assess the effectiveness thereof, and include
recommendations to the legislature, the departnent of environnental
conservation or the departnment of health if the comm ssioner of the
di vi si on of honel and security and energency services determ nes that
addi ti onal measures are required to be inplenented.

(b) Before the receipt of such report identified in paragraph (a) of
t hi s subdi vi si on, each recipient of such report shall devel op
confidentiality protocols which shall be binding upon the recipient who
i ssues the protocols and anyone to whomthe recipient shows a copy of
the report in consultation with the comm ssioner of the division of
honel and security and energency services, for the mai ntenance and use of
such report so as to ensure the confidentiality of the report and al
i nformati on contai ned therein, provided, however, that such protocols
shal | not be binding upon a person who is provided access to such report
or any information contained therein pursuant to section eighty-nine of
the public officers law after a final determi nation that access to such
report or any information contained therein could not be denied pursuant
to subdivision two of section eighty-seven of the public officers |aw
The conmi ssioner of the division of honmeland security and energency
services shall also develop protocols for such division related to the
mai nt enance and use of such report so as to ensure the confidentiality
of all sensitive information contained in such report. On each report,
t he conm ssioner of the division of honmeland security and energency
services shall promnently display the follow ng statenent: "This report



may contain information that if disclosed could endanger the life or
safety of the public, and therefore, pursuant to section seven hundred
el even of the executive law, this report is to be maintained and used in
a manner consistent with protocols established to preserve the
confidentiality of the information contained herein in a manner
consistent with law "

(c) The departnent of environnental conservation shall have the
discretion to require that recommendati ons of the comm ssioner of the
di vi si on of honel and security and energency services be inplenented by
any owner or operator of a hazardous substances storage facility as
defined in this section.



