8§ 711-c. Cybersecurity incident reviews. 1. Definitions. As used in
this section, the terns cybersecurity incident, cyber threat, cyber
threat indicator, defensive neasure, information system nunici pal
corporation, public authority, ransom paynent and ransomware attack
shal | have the sanme nmeaning as such terns are defined in article
ni net een- C of the general nunicipal |aw

2. The conm ssioner, or their designees, shall review each
cybersecurity incident report and notice and expl anati on of ransom
payment submitted pursuant to sections nine hundred ninety-five-b and
ni ne hundred ninety-five-c of the general nunicipal |aw to assess
potential inpacts of cybersecurity incidents and ransom paynents on the
health, safety, welfare or security of the state, or its residents.

3. The comm ssioner, or their designees, my work with appropriate
state agencies, federal |aw enforcenent, and federal honel and security
agenci es to provide municipal corporations and public authorities with
reports of cybersecurity incidents and trends, including but not limted
to, to the maxi num extent practicable, related contextual infornmation,
cyber threat indicators, and defensive neasures. The comm ssioner may
coordi nate and share such reported informati on with nunici pa
corporations, public authorities, state agencies, and federal |aw
enforcenment and honel and security agencies to respond to and mtigate
cybersecurity threats.

4. Such reports, assessnents, records, reviews, docunents,
reconmendat i ons, gui dance and any information contained or used in its
preparation shall be exenpt from disclosure under article six of the
public officers |aw

5. No later than forty-eight hours after receiving a cybersecurity
i ncident report containing a request for advice and/or technical
assi stance fromthe division pursuant to subdivision one of section nine
hundred ni nety-five-b of the general municipal |aw, the comm ssioner or
t he conmi ssioner's designees shall acknow edge recei pt of such request.
As soon as possible after receiving such a request, the comm ssioner or
t he conm ssioner's designees, subject to the comm ssioner's discretion



in prioritizing the division's response to the nunicipal corporation's
or public authority's cybersecurity incident report, shall provide
advice to the requesting nunicipal corporation or public authority and,
to the extent practicable, provide technical assistance.



