§ 2-d. Unauthorized release of personally identifiable information. 1.
Definitions. As used in this section the following terns shall have the
fol | owi ng neani ngs:

a. "Building principal"” nmeans a building principal subject to annual
performance eval uati on revi ew under the provisions of section three
t housand twel ve-c, section three thousand twelve-d, or section three
t housand twel ve-e of this chapter.

b. "Cl assroomteacher"” neans a teacher subject to annual performance
eval uation review under the provisions of section three thousand
twel ve-c, section three thousand twelve-d, or section three thousand
twel ve-e of this chapter

c. "Educational agency" nmeans a school district, board of cooperative
educati onal services, school, or the education departnent.

d. "Personally identifiable information,"” as applied to student data,
means personally identifiable infornmation as defined in section 99.3 of
title thirty-four of the code of federal regulations inplenmenting the
fam |y educational rights and privacy act, section twelve hundred
thirty-two-g of title twenty of the United States code, and, as applied
to teacher or principal data, neans "personally identifying infornmation”

as such termis used in subdivision ten of section three thousand
twel ve-c of this chapter

e. "School" neans any public el enentary or secondary school, universal
pre- ki ndergarten program aut hori zed pursuant to section thirty-six
hundred two-e of this chapter, an approved provider of preschool special
education, any other publicly funded pre-kindergarten program a school
serving children in a special act school district as defined in section
four thousand one of this chapter, an approved private school for the
education of students with disabilities, a state-supported school
subject to the provisions of article eighty-five of this chapter, or a
st at e- operat ed school subject to the provisions of article eighty-seven
or eight-eight of this chapter



f. "Student" neans any person attending or seeking to enroll in an
educat i onal agency.

g. "Eligible student” means a student eighteen years or ol der.

h. "Parent"” nmeans a parent, |egal guardian, or person in parental
relation to a student.

i. "Student data" neans personally identifiable information from
student records of an educational agency.

j. "Teacher or principal data" neans personally identifiable
i nformati on fromthe records of an educational agency relating to the
annual professional performance reviews of classroomteachers or
principals that is confidential and not subject to rel ease under the
provi sions of section three thousand twelve-c of this chapter.

k. "Third party contractor" shall mean any person or entity, other
t han an educati onal agency, that receives student data or teacher or
principal data from an educati onal agency pursuant to a contract or
other witten agreenent for purposes of providing services to such
educati onal agency, including but not limted to data nmanagenent or
storage services, conducting studies for or on behalf of such
educati onal agency, or audit or evaluation of publicly funded prograns.
Such term shall include an educational partnership organi zation that
recei ves student and/or teacher or principal data froma school district
to carry out its responsibilities pursuant to section two hundred
el even-e of this title and is not an educational agency as defined in
paragraph ¢ of this subdivision, and a not-for-profit corporation or
ot her non-profit organi zation, other than an educational agency.

2. Chief privacy officer. a. The conm ssioner shall appoint a chief
privacy officer within the departnent for a termof three years, which
may be renewed for three-year terns thereafter. The chief privacy
of ficer shall be qualified by training or experience in state and
federal education privacy |laws and regul ations, civil |iberties,

i nformati on technol ogy, and information security. The chief privacy



of ficer shall report to the conm ssioner on matters affecting privacy
and the security of student, teacher, and principal data.

b. The functions of the chief privacy officer shall include, but not
be limted to:

(1) pronoting the inplenentation of sound information practices for
privacy and security of student data or teacher or principal data;

(2) assisting the conm ssioner in handling instances of data breaches
as well as assisting the conm ssioner in due process proceedi ngs
regardi ng any all eged breaches of student data or teacher or principal
dat a;

(3) providing assistance to educational agencies within the state on
m ni nrum st andards and best practices associated with privacy and the
security of student data or teacher or principal data,;

(4) fornmulating a procedure within the departnent whereby parents,
students, teachers, superintendents, school board nenbers, principals,
and ot her persons or entities the chief privacy officer determnes is
appropriate, may request information pertaining to student data or
teacher or principal data in a tinely and efficient nmanner;

(5) assisting the conm ssioner in establishing a protocol for the
subm ssi on of conplaints of possible breaches of student data or teacher
or principal data;

(6) maki ng recommendati ons as needed regarding privacy and the
security of student data on behalf of the departnent to the governor,

t he speaker of the assenbly, the tenporary president of the senate, and
the chairs of the senate and assenbly education conmttees; and

(7) issuing an annual report on data privacy and security activities
and progress, the nunmber and disposition of reported breaches, if any,
and a summary of any conplaint submitted pursuant to subparagraph five
of this paragraph.

c. The chief privacy officer shall have the power to:

(1) access all records, reports, audits, reviews, docunents, papers,
reconmendati ons, and other materials nmintai ned by an educati onal agency
that relate to student data or teacher or principal data,;

(2) to review and conment upon any departnment program proposal,
grant, or contract that involves the processing of student data or



teacher or principal data before the conm ssioner begins or awards the
program proposal, grant, or contract; and
(3) any other powers that the comm ssioner shall deem appropriate.

3. Parents bill of rights for data privacy and security. a. A parents
bill of rights for data privacy and security shall be published on the
website of each educational agency and shall be included with every
contract an educational agency enters into with a third party contractor
where the third party contractor receives student data or teacher or
princi pal data.

b. The parents bill of rights for data privacy and security shal
state in clear and plain English terns that:

(1) A student's personally identifiable informtion cannot be sold or
rel eased for any commercial purposes;

(2) Parents have the right to inspect and review the conplete contents
of their child' s education record;

(3) State and federal |aws protect the confidentiality of personally
identifiable information, and saf eguards associated with industry
standards and best practices, including but not limted to, encryption,
firewalls, and password protection, nmust be in place when data is stored
or transferred,

(4) A conplete list of all student data elenents collected by the
State is available for public review at (insert website address here) or
by witing to (insert nailing address here); and

(5) Parents have the right to have conpl aints about possi bl e breaches
of student data addressed. Conplaints should be directed to (insert
phone nunber, enmail and nailing address here).

c. The parents bill of rights for data privacy and security shal
i ncl ude supplenmental information for each contract an educational agency
enters into with a third party contractor where the third party
contractor receives student data or teacher or principal data. Such
suppl enmental information shall be devel oped by the educational agency
and shall include:

(1) the exclusive purposes for which the student data or teacher or
principal data will be used;



(2) how the third party contractor will ensure that the
subcontractors, persons or entities that the third party contractor wl|
share the student data or teacher or principal data with, if any, wll
abi de by data protection and security requirenents;

(3) when the agreenent expires and what happens to the student data or
teacher or principal data upon expiration of the agreenent;

(4) if and how a parent, student, eligible student, teacher or
principal may chall enge the accuracy of the student data or teacher or
principal data that is collected; and

(5) where the student data or teacher or principal data will be stored
(described in such a manner as to protect data security), and the
security protections taken to ensure such data will be protected,

i ncl udi ng whet her such data will be encrypted.

d. The chief privacy officer, with input from parents and ot her
education and expert stakehol ders, shall devel op additional el enents of
the parents bill of rights for data privacy and security. The
commi ssi oner shall promul gate regul ations for a coment period whereby
parents and ot her nenbers of the public may submt comrents and
suggestions to the chief privacy officer to be considered for inclusion.
The parents bill of rights for data privacy and security shall be
conpleted within one hundred twenty days after the effective date of
this section.

4. Data collection transparency and restrictions. a. The depart nent
shall pronote the | east intrusive data collection policies practicable
t hat advance the goals of inproving acadenm c achi evenent, enpoweri ng
parents with informati on and advanci ng efficient and effective school
operations while mnimzing the collection and transm ssion of
personal ly identifiable informtion.

b. The chief privacy officer shall devel op, regularly update and nake
publicly available on the departnment's website and through such
addi tional methods as may facilitate accessibility an inventory and
under st andabl e description of the student, teacher and principal data
el enents collected with an expl anation and/or |egal or regulatory
authority outlining the reasons such data el enents are collected and the



i nt ended uses and di scl osure of the data.

c. Except as otherw se specifically authorized by |aw, the departnent
shall only collect personally identifiable information relating to an
educati onal purpose.

d. The departnment may only require districts to submt personally
identifiable information, including data on disability status and
student suspensions, where such release is required by |aw or otherw se
aut hori zed under the fam |y educational rights and privacy act, 20
U S.C. section 1232g, and the personal privacy protection |aw.

e. Except as required by law or in the case of educational enroll nent
data, school districts shall not report to the departnment the foll ow ng
student data el enents:

(1) juvenile delinquency records;

(2) crimnal records;

(3) medical and health records; and

(4) student biometric infornmation.

f. Personally identifiable information naintained by educati onal
agenci es, including data provided to third-party contractors and their
assi gnees, shall not be sold or used for marketing purposes.

g. Parents shall have the right to inspect and review their child's
educational record including any student data stored or naintained by an
educati onal agency. The departnent shall devel op policies for school
districts that:

(1) provide for annual notification to parents of their right to
request student data;

(2) ensure security when providing student data to parents, including
that only authorized individuals receive such data; and

(3) specify a reasonable anmount of time in which school districts
shoul d respond to such requests.

5. Data security and privacy standards. a. The conmm ssioner, in
consultation with the chief privacy officer, shall pronul gate



regul ati ons establishing standards for educational agency data security
and privacy policies and shall devel op one or nore nodel policies for
use by educational agencies. The conm ssioner shall seek the input of
experts, including those fromsecurity, cyber-security and fields in
addition to education that have experience with personal data
protection, in devel opi ng such standards and poli cies.

b. The standards for data security and privacy policies shall include,
but not be limted to:

(1) data privacy protections, including criteria for determ ning
whet her a proposed use of personally identifiable information would
benefit students and educational agencies, and processes to ensure that
personal ly identifiable information is not included in public reports or
ot her public docunents;

(2) data security protections, including data systens nonitoring, data
encryption, incident response plans, limtations on access to personally
identifiable information, safeguards to ensure personally identifiable
information is not accessed by unauthorized persons when transnitted
over communi cation networks, and destruction of personally identifiable
i nformati on when no | onger needed; and

(3) application of all such restrictions, requirenents and saf eguards
to third-party contractors.

c. Followi ng pronul gati on of regul ations by the comm ssi oner pursuant
to paragraph a of this subdivision each educational agency shall ensure
that it has a policy on data security and privacy in place that is
consistent with applicable state and federal |aws and applied to student
data and, where applicable, to teacher or principal data. Such policy
shal | be published on the educational agency's website, if it exists,
and notice of such policy shall be provided to all officers and
enpl oyees of the educational agency.

d. As applied to student data, such policy shall provide al
protections afforded to parents and persons in parental relationships,
or students where applicable, required under the fam |y educati onal
rights and privacy act, 20 U S.C section 1232g, where applicable the
i ndividuals with disabilities education act, sections fourteen hundred,



et seq. of title twenty of the United States code, and the federal
regul ati ons i nplenenting such statutes. Each educational agency shal
ensure that it has in place provisions in its contracts with third party
contractors or in separate data sharing and confidentiality agreenents
that require that confidentiality of the shared student data or teacher
or principal data be naintained in accordance with federal and state | aw
and the educational agency's policy on data security and privacy.

e. Each educational agency that enters into a contract or other
witten agreenent with a third party contractor under which the third
party contractor will receive student data or teacher or principal data
shal | ensure that such contract or agreenment includes a data security
and privacy plan that outlines how all state, federal, and |ocal data
security and privacy contract requirenents will be inplenented over the
life of the contract, consistent with the educational agency's policy on
data security and privacy. Such plan shall include, but shall not be
limted to, a signed copy of the parents bill of rights for data privacy
and security, and a requirenent that any officers or enployees of the
third party contractor and its assignees who have access to student data
or teacher or principal data have received or will receive training on
the federal and state | aw governing confidentiality of such data prior
to receiving access.

f. Each third party contractor that enters into a contract or other
witten agreenent with an educati onal agency under which the third party
contractor will receive student data or teacher or principal data shall:

(1) limt internal access to education records to those individuals
that are determned to have legitinate educational interests;

(2) not use the education records for any other purposes than those
explicitly authorized in its contract;

(3) except for authorized representatives of the third party
contractor to the extent they are carrying out the contract, not
di scl ose any personally identifiable information to any other party:

(i) without the prior witten consent of the parent or eligible
student; or

(ii) unless required by statute or court order and the party provides
a notice of the disclosure to the departnment, district board of



education, or institution that provided the information no |ater than
the tine the information is disclosed, unless providing notice of the
di sclosure is expressly prohibited by the statute or court order;

(4) maintain reasonable adm nistrative, technical and physical
safeguards to protect the security, confidentiality and integrity of
personal ly identifiable student information in its custody;

(5) uses encryption technology to protect data while in notion or in
its custody from unauthorized disclosure using a technol ogy or
nmet hodol ogy specified by the secretary of the United States departnent
of health and human services in guidance issued under Section
13402(H) (2) of Public Law 111-5.

6. Breach and unaut hori zed rel ease of personally identifiable
information. a. Each third party contractor that receives student data
or teacher or principal data pursuant to a contract or other witten
agreenent with an educational agency shall be required to notify such
educati onal agency of any breach of security resulting in an
unaut hori zed rel ease of such data by the third party contractor or its
assignees in violation of applicable state or federal |aw, the parents
bill of rights for student data privacy and security, the data privacy
and security policies of the educational agency and/or binding
contractual obligations relating to data privacy and security, in the
nost expedi ent way possi ble and w thout unreasonabl e delay. The
educati onal agency shall, upon notification by the third party
contractor, be required to report to the chief privacy officer any such
breach of security and unauthorized rel ease of such data. The chi ef
privacy officer shall, upon belief that such breach and unauthori zed
rel ease constitutes crimnal conduct, report such breach and
unaut hori zed rel ease to | aw enforcenent in the nost expedi ent way
possi bl e and wi t hout unreasonabl e del ay.

b. I'n the case of an unauthorized rel ease of student data, the
educational agency shall notify the parent or eligible student of the
unaut hori zed rel ease of student data that includes personally
identifiable information fromthe student records of such student in the
nost expedi ent way possi ble and w thout unreasonable delay. In the case
of an unaut hori zed rel ease of teacher or principal data, the educational



agency shall notify each affected teacher or principal of the
unaut hori zed rel ease of data that includes personally identifiable
informati on fromthe teacher or principal's annual professional
performance review in the nost expedi ent way possible and wi thout
unr easonabl e del ay.

c. In the case of notification to a parent, eligible student, teacher
or principal under paragraph b of this subdivision due to the
unaut hori zed rel ease of student data by a third-party contractor or its
assignee, the third-party contractor shall pronptly reinburse the
educati onal agency for the full cost of such notification.

d. Each violation of a third party contractor pursuant to paragraph a
of this subdivision shall be punishable by a civil penalty of the
greater of five thousand dollars or up to ten dollars per student,
teacher, and princi pal whose data was rel eased, provided that the latter
anount shall not exceed the maxi num penalty under paragraph (a) of
subdi vi si on six of section eight hundred ninety-nine-aa of the general
busi ness | aw.

e. If the chief privacy officer determnes that a third party
contractor or its assignee, in violation of applicable state or federal
| aw, the data privacy and security policies of the educational agency
provi ded by such educational agency to the third party contractor and/or
bi ndi ng contractual obligations relating to data privacy and security,
has rel eased any student data or teacher or principal data received from
an educational agency to any person or entity not authorized by law to
recei ve such data pursuant to a | awmful subpoena or otherw se, the chief
privacy officer, after affording the third party contractor with notice
and an opportunity to be heard, shall be authorized to:

(1) order that the third party contractor be precluded from accessing
student data or teacher or principal data, as applicable, fromthe
educati onal agency fromwhich the contractor obtained the data that was
i nproperly disclosed for a fixed period of up to five years; and/or

(2) order that a third party contractor or assignee who know ngly or
reckl essly allowed for the unauthorized rel ease of student data or
teacher or principal data be precluded from accessing student data or



teacher or principal data fromany educational agency in the state for a
fixed period of up to five years; and/or

(3) order that a third party contractor or assignee who know ngly or
recklessly allowed for the unauthorized rel ease of student data or
teacher or principal data shall not be deenmed a responsi bl e bidder or
of ferer on any contract with an educati onal agency that involves the
sharing of student data or teacher or principal data, as applicable for
pur poses of the provisions of section one hundred three of the general
muni ci pal | aw or paragraph ¢ of subdivision ten of section one hundred
sixty-three of the state finance |aw, as applicable, for a fixed period
of up to five years; and/or

(4) require the third party contractor to provide training at the
contractor's expense on the federal and state |aw governing
confidentiality of student data and/or teacher or principal data and the
provisions of this section to all its officers and enpl oyees with access
to such data, prior to being permtted to receive subsequent access to
such data fromthe educational agency fromwhich the contractor obtained
the data that was inproperly disclosed or fromany educational agency;
and/ or

(5) if it is determned that the unauthorized rel ease of student data
or teacher or principal data on the part of the third party contractor
or assignee was inadvertent and done wi thout intent, know edge,
reckl essness or gross negligence, the conm ssioner nay determ ne that no
penalty be issued upon the third party contractor.

7. Inplenmentation and enforcenent. a. The conmm ssioner, in
consultation with the chief privacy officer, shall pronul gate
regul ati ons establishing procedures to inplenent the provisions of this
section, including but not limted to procedures for the subm ssion of
conplaints fromparents and/or persons in parental relation to students,
cl assroom teachers or building principals, or other staff of an
educati onal agency, meking allegations of inproper disclosure of student
data and/ or teacher or principal data by a third party contractor or its
of ficers, enployees or assignees that nmay be subject to the sanctions
set forth in subdivision six of this section. Upon receipt of a
conplaint or other information indicating that such an inproper
di sclosure by a third party contractor may have occurred, the chief



privacy officer shall be authorized to investigate, visit, exam ne and
i nspect the third party contractor's facilities and records and obtain
docunmentation from or require the testinony of, any party relating to
the all eged i nproper disclosure of student data or teacher or principal
dat a.

b. Except as provided under paragraph d of subdivision six of this
section, each violation of any provision of this section by a third
party contractor or its assignee shall be punishable by a civil penalty
of up to one thousand dollars; a second violation by the sane third
party contractor involving the sane student data or teacher or principal
data shall be punishable by a civil penalty of up to five thousand
dol I ars; any subsequent violation by the sane third party contractor
i nvol ving the sane student date or teacher or principal data shall be
puni shabl e by a civil penalty of up to ten thousand dollars. Each
violation of this subdivision shall be considered a separate violation
for purposes of civil penalties and the total penalty shall not exceed
t he maxi num penal ty under paragraph (a) of subdivision six of section
ei ght hundred ni nety-ni ne-aa of the general business |aw.

c. Nothing contained in this section shall be construed as creating a
private right of action against the departnent or an educational agency.

d. Nothing in this section shall limt the adm nistrative use of
student data or teacher or principal data by a person acting exclusively
in the person's capacity as an enpl oyee of an educational agency or of
the state or any of its political subdivisions, any court or the federal
governnment that is otherw se required by |aw.



