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SENATOR THOMAS: Good norni ng, everyone, and
wel come to the first joint hearing of the Senate
conmittees on Consumer Protection, and, |nternet
Technol ogy.

| amjoined by the Chair of Internet and
Technol ogy, Ranki ng Menber -- |'msorry,

D ane Savi no.

And | have Senator John Liu here with ne as
wel | .

We are holding this hearing because there has
been nmaj or data breaches and wi despread m suse and
unaut hori zed sharing of consuners' personal data.

In this nodern age we live in data is gold.

Qur apps need it, our websites need it. It
makes our lives easier by allowi ng us to comrunicate
better and conduct business faster.

But there is an unexpected cost to this, and
that is our personal information, and howit is now
traded like a cormmodity without our know edge.

Legal notices in apps we use everyday are
only intended to disclose the positive uses of
personal information collected, but they take |ong
to read and is even |longer to understand.

The positive uses of data by conpanies

i ncl ude needi ng personal information to deliver a
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package or a charge for a service.

Sone data is used for research and
devel opnent of new products and i nproving services.

Sonmetimes it's used for fraud prevention or
cybersecurity purposes.

In reality, some of the information being
gathered is al so being shared in ways we cannot even
i magi ne.

Data use results in discrimnation
differential pricing, and even physical harm

Low i nconme consuners may get charged nore for
products on-line because they live far away from
conpetitive retailors.

Heal t h-i nsurance conpani es coul d charge
hi gher rates based on your food purchases or
information fromyour fitness tracker.

A victimof domestic violence nmay even have
real -time location-tracking information sold to
their attacker.

These are sinply unaccept abl e uses of
peopl e' s dat a.

We cannot get around the fact that we are
living in a data-driven world, and things need to
change.

That's why we are here today for this




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

heari ng.

W will hear fromexperts fromindustry,
government, and advocates about what a strong set of
standards shoul d | ook Iike.

We can give New Yorkers their privacy rights
and al l ow our econony to thrive.

" m | ooking forward to gathering the guidance
fromall five panels today.

And I"'mgoing to nowyield ny tinme to
Senat or Savi no.

SENATOR SAVI NO Thank you, Senator Thonmas.

And |'m happy to join Senator Thomas and
Senat or Liu; Senator Thomas, of course, Chair of the
Consuner Conmittee, at this joint hearing.

As he said, we're here to discuss online
privacy, and what role the Legislature and the
government should have in it.

As we all know, the Internet and technol ogy
reaches into all facets of our |ives these days, and
into many comrittees in the Legislature.

Wi le the particular pieces of |egislation
we' re discussing today are in the Consuner Affairs
Commttee, they are of interest to the Internet and
Technol ogy Committee. As you all know, we now have

a new Senate standing comrttee.
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The governnent is probably a decade behind in
begi nning to exam ne sonme of these issues and help
devel op public policy around them

And it's inportant that we have hearings |ike
this, taking testinony fromexperts who can hel p us
devel op sound public policy to regulate in a smart
way; not overreach, not stym e devel opnent, but
really delve into what we should and shouldn't do on
t he governnent side.

So | look forward to hearing fromyou today
as we begin to tackle these conplicated issues, like
data privacy, and how it affects all of us.

Thank you.

SENATOR THOMAS: Senator Liu, do you have...

SENATOR LIU. | will thank you,

M. Chai r man.

And | will only say, | amvery happy to see
that this hearing is taking place.

| want to thank Chairs Thomas and Savino for
convening this. Online privacy is a big issue, and
it's getting bigger.

| hear it fromny constituents. | hear it
from pretty nmuch, everybody.

It's a fact of life now, that we have to be

worri ed about our online privacy, our information
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that is online, and, certainly, when the information
i s being bought and sold, as Senator Thonas

nmenti oned, often w thout our know edge.

So | look forward to hearing these experts,
and helping to craft legislation that will help al
New Yor kers.

Thank you.

SENATOR THOMAS: W th that being said, we
have the first panel here.

Forgive me if | slaughter any of your nanes.

W have fromthe Retail Council of New York
State, Ted Potrikus;

W have from TechNET, Christine Fisher;

We have from Tech New York City;
Zachary Hecht;

And fromthe Internet Association, ny good
old friend, John O sen.

Al right, so, rules before we start here.

The entire panel, you know, is given
20 mi nutes; so each of you have five mnutes to,
basi cally, you know, talk about your testinony.

You don't have to read, you can summari ze.
And then all three of us, and nore, can ask you
guesti ons.

Al right?
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So with that being said, you know, just
start; whoever wants to start, may start.

ZACHARY HECHT: Chai rman Thonas,

Chai rwoman Savi no, and nenbers of the two
commttees, thank you for calling this exploratory
hearing, and for the opportunity to testify.

My name is Zachary Hecht, and I'mthe policy
director at Tech NYC

In my testinmony today, I'Il voice support for
S5755, the SHI ELD Act; and al so detail our
opposition to S5642, nom nally, the New York Privacy
Act .

Wil e the SH ELD Act woul d serve to benefit
New Yor kers, S5642 woul d negatively inpact
New Yor kers and have serious repercussions for
New Yor k's econony.

Tech NYC is a nonprofit coalition, with the
m ssi on of supporting the technology industry in
New Yor k through increased engagenent between our
nore than 750 nenber conpani es, New York governnent,
and the community at |arge.

Tech NYC works to foster a dynam c, diverse,
and creative ecosystem ensuring New York is the
best place to start and grow technol ogy conpani es,

and the New Yorkers benefit fromthe resulting
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i nnovat i on.

As technol ogy proliferates and plays an
increasing role in our everyday lives, there has
been a growi ng international conversation around
data privacy and security.

We wel cone this conversation, as protecting
consuners is not only the right thing to do, but
al so an increasingly crucial conmponent of comerci al
success.

Privacy is beconming a core business function
for many technol ogy conpani es, and a nunber of
researchers at conpanies and in academ a are
devel opi ng privacy-enhanci ng t echnol ogi es.

Advances in encryption, federated | earning,
secure nmultiparty conmputation, differential privacy,
and ot her areas, allow technol ogy conpanies to
continue offering innovative services while ensuring
privacy.

And while many technol ogy conpanies are
commtted to ensuring data privacy and data
security, it is also clear that governnent has an
inmportant role to play in protecting consuners.

The technol ogy industry, and, our society,
nore broadly, are facing real questions how data is

col |l ected, used, and shared.
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These are hard questions to which there are
Nno easy answers.

The Internet and digital technol ogi es have
fundanmental | y changed the way we live our lives, and
nowis the time for the public sector and private
sector to cone together to find a path forward.

Recently, there have been two notable efforts
ai med at increasing consuner-data privacy, both
outside the context of the U S. federal governnent.

The first of these is the EU s GDPR, and
that's a conprehensi ve data-privacy regul ation
appl ying to businesses in the EU and busi nesses
col l ecting or processing the data of EU residents.

This has been in effect for over a year, and
while it should serve as an inportant framework for
future regulation, there have al so been a nunber of
uni nt ended consequences and i ssues.

And the second recent effort to regul ate data
privacy is the CCPA, which attenpts to regulate a
set of privacy rights for California residents.

CCPA was signed into law in 2018, but is not
effective until 2020.

In light of all of the recent conversation,
we woul d like to comrend the New York State Senate

for considering how to best protect New Yorkers, and
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voi ce our support for S5575, the SHI ELD Act.

The SHI ELD Act will hel p hei ghten
data-security requirenents and protect New York
residents fromsecurity breaches.

However, we do have serious concerns about
S5642, and caution against its advancenent.

Wil e we recogni ze the need for increased
dat a- privacy regul ation, these types of regul ations
shoul d generally be enacted on the federal |evel.

Sinmply put: The Internet transcends state
borders, and a state-by-state patchwork of
regul ati ons creates a conpl ex conpliance reginme, and
makes it difficult, if not inpossible, for snall
conpani es to conpete.

The U S. Senate is actively discussing and
drafting privacy legislation, and may issue a
bi parti san proposal very soon.

New York should allow the federal governnent
to take the | ead here.

Beyond the fundanmental issue of
stat e-by-state approach to privacy, S5642 contains a
nunber of ill-advised provisions.

It copies neasures from GDPR and CCPA, but
does nothing to aneliorate the shortconm ngs of those

regulations, and it results in substantial negative




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

13

consequences for tech conpani es and non-tech
conmpani es and i ndi vi dual New Yorkers.

Sonme of the negative consequences are:

Hi gh-conpl i ance costs for businesses of all
types and sizes;

Decreased econom c growth for New York

| ncreased online security risks;

And chilling effects on free speech and free
expr essi on.

In the remainder of ny testinony |I'Il break
t hese down qui ckly.

S5642 woul d require al nost every business to
spend a significant anount of resources and noney on
conpl i ance.

The litany of new consuner rights established
woul d require businesses to fundanental ly rework
their internal processes and establish new systens
to accept and fulfill consumer-data requests.

Complying with S5642 will necessitate
significant upfront and ongoi ng costs, and nany
busi nesses nay pass these on to consuners, Some nay
stop offering certain services, and others may be
forced to cl ose.

After GDPR was into effect, there were

billions of dollars in conpliance costs for
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busi nesses in the United States.

S5642 doesn't just require conpliance from
the |l argest conpanies. It essentially applies to
any business using digital technology to serve or
reach their customers, including, small bagel shops
on Long Island that use e-mail marketing, or small
startups that have one enpl oyee.

And the difficulty in costs of conpliance in
this legislation will benefit |arge conpani es and
di sadvant age snmal | busi nesses, negatively inpacting
conpetition and innovati on.

The |l arge conpanies will be able to hire
conpliance staff and spend significant resources
rewor ki ng products and services, while snall
busi nesses will not be able to do the sane.

Again, we can | ook to what's happened in
Eur ope since GDPR was i npl enent ed.

OFF- CAMERA SPEAKER: That is tine.

JOHN OLSEN:. Good nor ni ng.

My name is John Osen. 1'mthe director of
state governnent affairs for the northeast region.

| want to thank Chairs Thomas and Savi no, and
Senator Liu, for allowing nme to testify today.

| A's missionis to foster innovation, pronote

econoni ¢ growt h, and enpower people through the free
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and open I nternet.

The Internet creates unprecedented benefits
for society.

And as the voice of the world' s | eading
| nt ernet conpani es, we ensure stakehol ders
under stand these benefits.

(I'ndi scernible) is that understanding as
critical to the functionality and vitality of our
conpani es, and in consuner trust; trust in the
servi ces our conpanies provide and trust in the
handl i ng of data our users generate.

It is IA's belief that consuners have a right
to meani ngful transparency and full control over the
data they provide with respect to the collection,
use, and sharing of that data.

Consuners shoul d have the ability to access,
correct, delete, and transfer their data from one
service to another.

| Ais here today to coment on proposed
| egislation, and to provide insight fromefforts in
other states, as well as at the federal |evel,
regardi ng consuner privacy, and the inpacts it has
on business in general, and not just I|nternet-based
busi nesses.

| want to first address the proposed New York
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Privacy Act, Senate Bill 5642, by Chair Thonmas.

Inits current form Internet Association is
opposed to the passage of the bill.

Upon review, this bill appears to define
provisions fromthe California Consuner Privacy Act
and the European Ceneral Data Protection Regul ation,
and creates a new concept in state | aw known as
"The Data Fiduciary."

| A has significant concerns with the way this
| egislation is structured.

The association's prinmary concerns are as
foll ows:

The bill creates highly conplicated and

probl ematic definitions for "opt in," "personal

data," "sale,"” and "privacy risk," that captures
al nost every aspect of the interaction between a
busi ness and a consuner.

Opt-in requirenents apply not just in sale or
sharing of personal data, but also the collection
and processing of data that is performed by al nost
every business in 2019.

This law wi Il have infornmed consent applied
to nearly all interactions taking place online. It

woul d fundanental ly alter New Yorkers' user

experience, and, to an even greater degree, in what
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i s being experienced in the European Uni on under
GDPR.

In addition, it is inportant to note that
nei t her CCPA nor GDPR have a bl anket opt-in
requi renent for all data processing.

CCPA, instead, allows users to opt-out of the
sal e of their personal information.

The "data fiduciary" concept is unprecedented
inits scoped, and when conmbined with the
requi renent that fiduciary duties with regard to
privacy risk supersede duties and obligations to
shar ehol ders and owners of private or
publicly-traded conpanies, raises significant
First Anendnent concerns.

Conmpliance with the requirenents of this
provi sion, coupled with the ability for private
residents to initiate | egal action agai nst conpanies
in violation of data-fiduciary obligations, would
bankrupt small businesses, and |ikely sone |arger
busi nesses.

User trust is fundanental to the success of
| nt ernet conpani es, and responsi bl e data practices
are critical for earning and keepi ng user trust.

Any conpany processing personal data shoul d

do so responsibly, acting as a good steward, by
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taking steps to ensure that data is handled in a
manner that conforns to consumers' reasonable
expect ati ons.

However, enshrined in state | aw, requirenents
mandated in Senate Bill 5642 would create an
entirely new experience for New York residents while
doing little to preserve consuner privacy.

This bill would cause significant conpliance
i ssues for all businesses, wthout exception,

t hroughout New York's econony, and would create a
conpetitive advantage for businesses outside of
New Yor k' s borders.

In addition, it would create a new regine, in
requiring consumers to review notices, and consent
to the collection and processing of their data, by
every website, business, online platform et cetera,
creating a negative online experience for users.

| magi ne t he mandat ed cooki e-notice consent
ban required in Europe greatly nultiplied here in
New Yor k.

It is inmportant to place the concept with
consuner-data privacy in the context of harm The
col l ection and sharing of personal data that does
not include health or financial information has

beconme an essential tool for businesses, |arge and
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small, to grow their custonmer base, tailor their
advertising, and provi de neani ngful feedback to
CONSUNers.

However, when consuners' private information
is inadvertently exposed, or when a significant
breach of cybersecurity occurs, it is essential for
consuners to be properly inforned as to the |evel of
i npact of a breach.

That is why | A supports the passage of the
attorney general's proposed SH ELD Act, Senate
Bill 5575A, that would require any business that
owns or |icenses conputerized data to disclose the
security breach of a systemfollow ng discovery or
notification of a breach.

| A woul d encourage the inclusion of a
threshold for affected parties that is in line with
ot her state breach laws, as well as establishing a
standard for notification, access, and acquisition
of private information.

| A recogni zes the need to update New York's
dat a- breach | aws, and this |egislation wuld ensure
t hat New York consuners receive tinely notification
and help to prevent private information from
remai ni ng exposed to potential identity theft and

fraud.
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Thank you for your tine, and |'m happy to
answer any questions your comittees may have.

CHRI STI NA FI SHER: Good nor ni ng.

My name is Christina Fisher. | amthe
executive director for the northeast for TechNET.

TechNET is a national bipartisan organization
of technol ogy CECs. W advocate at the 50-state and
federal |evel on policies to advance the innovation
econony.

| thank you for the opportunity to testify
t oday.

Before | get into details on sone of the
proposed | egislation that's currently before the
New York Legislature, | would like to provide sone
context, specifically in regards to the General Data
Protection Regul ation, also known as "CDPR, " that
was passed one year ago in Europe.

TechNET bel i eves that there are inportant
| essons | earned from GDPR, and the process that was
undertaken in Europe, and think that those could be
very helpful in informng the New York State
Legi slature as you consider legislation this year.

First and forenost, GDPR enhances the
portability of consuner data while allow ng

consuners to also correct and delete their data.
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This is an inportant concept that our mnenbers
support, and is very -- it's sonething that should
be considered here in the United States as well.

However, there are several |essons |earned
that we would like to continue to rem nd the
Commttee to avoid as we consider |egislation here.

First and forenost, is to avoid unintended
consequences.

The easiest way to do this is to allow for
time and thoughtful consideration and deliberation
around t hese conpl ex and t houghtful discussions.

The European Union allowed for a two-year
del i berati on between the enactnment and when the
regul ati ons would be in effect.

That allows for businesses to understand the
regul ations, and allow themto conply, and for
countries to be able to nmake sure that their
busi nesses woul d be able to conply.

By contrast, in California, the CCPA was
hastily passed to avoid a problematic ball ot
initiative. And, as a result, there were severa
uni nt ended consequences in that piece of
| egislation. And the effective date of that wll
al | ow busi nesses very little time to conply with the

new | aw.
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Additionally, as you' ve already heard here
today, there is going to be a dramatic inpact on the
startup and smal | - busi ness econony in Europe.

Startups have little noney to invest in
conpl i ance.

Since GDPR s enactnent, investnent has
dropped 40 percent in Europe.

Additionally, in the United States, an
aver age busi ness of 500 enpl oyees costs about
$83,000 in their first year to conply with
regul ati on.

That pales in conmparison to the 3 mllion
t hat conpani es have to spend to conply with GDPR

Anot her inportant |esson |learned fromGDPR is
that it provides for a national standard.

The EU has one continent-w de standard that
recogni zes for the cross-border data fl ows.

This is an inportant goal, and one that the
United States should al so be consi deri ng.

In -- individual state laws could result in
the fragnented Internet while providing consuners
with different online experiences.

Consuners in New York should be provided with
t he sane online experiences as their -- as a

resident in other states, such as California or
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Fl ori da or Washi ngt on.

| think that those are -- should be hel pful
in informng the discussion, but I would also |ike
to briefly touch on two of the bills before the
Legislature this year.

TechNET is strongly supportive of the
SH ELD Act. W believe it is the npst reasonable
and bal anced approach to updating the data-breach
| aws here in New York

In my witten testinony, we have offered sone
suggested i nprovenents to that |egislation.

TechNET is al so strongly opposed to the
New York Privacy Act, as witten.

As | nentioned, these are very inportant
topics that require a |lot of thought and
del i berati on.

And the tech conmunity would like to continue
to work with the Legislature on those topics in the
future.

Thank you.

TED POTRI KUS: Good norning, Chairs Thonas
and Savi no, Senator Liu.

My nanme is Ted Potrikus, and |'m president
and CEO of the Retail Council of New York State here

i n Al bany.
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Thank you for the opportunity to be here.

We all shop.

We all know that, when you get online,
sonmebody is watching, and we're all trying to figure
out what you want as custoners.

What retailers, large and small, have | earned
over time is that custoners, generally, wll be
happy to share an e-nmail address, first and | ast
name, and/or a mailing address in exchange for
i nstant di scounts, coupons, reduced or free
shi pping, or other types of loyalty prograns, such
as VIP points, airline mles, and the I|ike.

Fewer are willing to share a phone nunber for
calling or texting, realtinme |ocation data, or
all owing offers from other nerchants.

Fewer still, very few we found, are eager to
share information |ike a social -nedia account,
credit card nunbers, driver's |license nunber, or
bi onetric data, regardl ess of the size of the
benefit that they m ght receive.

We al so know t hat shoppers will wal k.

If a retailor mshandl es or msuses the data
t he custonmers have given freely, they' Il |ose the
busi ness.

In short, retailors use consuner data for the




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

25

princi pal purpose of serving their custoners as they
wi sh to be served

Retail ors' use of personal information is not
an end in itself, but, primarily, a neans to achi eve
t he goal of inproved custoner service.

This differentiates retailors' principal use
of data from businesses, including service
provi ders, data brokers, and other third parties,
unknown to the consuner, whose principal business is
to noneti ze consuner data by collecting, processing,
and selling it to other parties as a
busi ness-t o- busi ness servi ce.

Such data practices are the profit center of
the big data industries, whose products are the
consuners thensel ves rather than the goods sold to
CONSUNers.

As you consider privacy |egislation, we hope
you Wi Il recogni ze the fundanental differences in
consuner - dat a usage between two categories of
busi ness:

First-party businesses, such as retailors,
whi ch sell goods or services directly to consuners,
and use their data to facilitate sal es, provide
personal i zati on, recomendati ons, and customer

servi ce;
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And third-party businesses, which process and
traffic in consunmers' personal data, very often
wi t hout consuners' know edge of who is handling
their data, and for what purpose.

The FTC, in 2009, explained in a staff report
on online advertising, the distinct differences they
found between first- and third-party uses of data,
particul arly regardi ng consunmers' reasonabl e
expectations, their understandi ng of why they
receive certain advertising, and their ability to
regi ster concerns with or avoid the practice.

The FTC basically said, that the consumer is
likely to understand why he or she receives targeted
recommendati ons or advertising in the case of
first-party sharing, but not in the case of third.

G ven the gl obal nature of the topic at hand
and the inescapable truth of jurisdictional limts,
the Retail Council agrees, fundanentally, that
matters of consuner privacy are best addressed at
t he federal |evel

We al so acknowl edge that Congress does not
al ways nove at a pace acceptable to New York State;
and, therefore, recognize the appropriateness of
your hearing today and the bills your commttees

consider on the matter of consumer privacy.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

27

Wth that in mnd, we offer a few genera
princi ples we believe are essential to any
di scussi on on potential |egislation.

Anmong t hem

The preservation of consunmer awards and
benefits that we all want;

Mai ntai n transparency in consumner choi ce;

| ndustry neutrality;

Data security of breach notification at the
strongest |evel.

As for the legislation currently before the
state Legislature, we'll junp right into the pool
wi th our coll eagues here at the table.

The SHI ELD Act, the attorney general's office
has been great working with us over the past few
years on comng up with sonething, and that's a good
bill.

We are very concerned about the New York
Privacy Act that has just come in, for the reasons
that were expressed here.

And, not withstanding our opposition as it's
currently drafted, we appreciate the opportunity to
work with you.

And | know that the retailors that are

menbers of the council will be happy to work
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constructively with you on that, and any ot her
| egi sl ation, going forward.

So, thank you for the tine today.

SENATOR SAVINO  So --

OFF- CAMERA SPEAKER:  Two- mi nut e bal ance.

SENATOR SAVI NO.  Huh?

OFF- CAMERA SPEAKER: Good job. Two ninutes'
bal ance.

SENATOR SAVI NO.  Excel |l ent.

So thank you all.

SENATCR THOVAS: You could talk for two nore
m nutes -- no.

SENATOR SAVINO  Thank you all for your
t esti nony.

Hal fway through | said to Senator Thonas,
| said, I'"'mnoticing a thene.

W like the SHI ELD Act. W don't like the
Data Privacy Act.

So | just have a question for all four of
you, because | -- in listening to you, you talked
about the difficulty of conplying with the Data
Privacy Act -- with the New York Privacy Act; the

conpl i ance problenms that would exist, the costs

associ ated, the burden it would place on busi nesses.

But the question | have is:
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Isn't it true that, in 2017, after the
departnment of financial services, working with
i ndustry professionals and others, rel eased new
rul es on February 16th; after two rounds of feedback
fromindustry and the public, instituted regul ations
around the ever-growi ng threat posed to financial
systens by cybercrim nal s?

And now we are design -- they were designed
to ensure businesses effectively protect their
custoners' confidential information from cyber
attacks, including conducting regular security-risk
assessnments, keeping audit trails of asset use,
provi di ng defensive infrastructures, maintaining
policies and procedures for cybersecurity, and
creating an incident-response plan.

And all of those requirenents are in place
for people who do business with the State and/or
including, but not limted to, State-chartered
banks, |icensed | enders, private |enders, foreign
banks licensed to operate in New York State,
nort gage conpani es, insurance conpani es, Sservice
provi ders.

So | think the question I'msaying is: Al
of those entities could figure out how to do what,

essentially, is included in the New York Privacy
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Act, why couldn't everybody do that?

Most of what Senator Thomas wants to do, as
| understand it, is enshrined in the regs that were
adopted by DFS for these institutions, because of
t he concerns about cybersecurity and data breaches,
and the protection of people's infornmation.

How nuch bi gger woul d the burden be for
everybody else, if they've already figured it out
for those institutions, if you can answer that?

ZACHARY HECHT: So | think one of the
distinctions here is between data security and data
privacy.

The cybersecurity regulations, |I'mless
famliar with them but, as | understand them
conpani es are responsible for putting plans into
pl ace for protecting cybersecurity. And they were
gi ven sone |l atitude with how t hose plans woul d | ook;
there were specific requirenents.

And | think that mrrors closely to what the
SHI ELD Act is doing, to sonme extent, and there is
the notification of the attorney general.

But the data privacy -- the New York Privacy
Act is distinct, and it would require conpanies to
rewor k dat abase systens, it would require themto

rework internal processes, that could conflict with
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their business nodels. And it gives less latitude
to the conpanies, and it's a bit different in scope
than the security regul ations.

SENATOR SAVINO So -- maybe -- so is there a
di fference between protecting customers
confidential information and protecting their data?

JOHN OLSEN:  Well, | think --

SENATCR SAVINO And that's an actual --
| mean, | don't know the answer to that.

JOHN OLSEN: -- yeah, no, you have a pretty
good poi nt.

What | woul d point out, though, is, in the
Data Privacy Act, there is a provision that allows
for the private right of action, which is not found
in DF (sic) regs.

When you conbine that with certain

definitions, including "personal data," "privacy

risk,” and "opt-in," which is affirmative consent to
t he use of processing, collection, and sal e of data,
and then you enpower the, you know, regul ar

Joe Public to then go after a conpany that does not,
you know, consider their privacy risk and their
fiduciary duties, | think what you're running into

is alot of problematic litigation, in the interest

of trying to decide whether or not, you know, that
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person has a legitimte case or not.

When you enshrine in state | aw these ki nds of
provi sions, you're running the risk of giving a | ot
of , you know, individual residents the power to
financially hurt conpani es.

Wth the DFS regs, this is a State entity
that is taking the step to require businesses to
update their cybersecurity neasures, and to have, at
| east at, you know, sone |level, a floor for the
protection of sensitive data.

This, essentially, would enpower the
residents to deternmine what is a, you know, positive
user experience when dealing with specific websites
or conpani es that handle their personal data.

SENATOR SAVINO And, certainly, a private
right of action is a weapon, | understand that.

But, the violations that DFS has put in place
for the fines, as a result of violations, are pretty
steep too.

So, up to $250,000, or, up to 1 percent of
total banking assets. So it's not insignificant
there either.

But | hear your point on it.

At this point I'lIl hand it over to

Senat or Thonms.
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Thank you.

SENATOR THOMAS: All right. | believe
Senat or Liu has a couple of questions.

SENATOR LIU. (M crophone turned off.)

Thank you, M. Chair.

| want to say fromthe outset that,
unfortunately, as you know, we have a |lot of --

(M crophone turned on.)

Thank you, M. Chair.

| want to say fromthe outset that, as you
know, we have |ots of things going on today, so
| will probably have to | eave after this panel and
head over to the other neeting.

But | do appreciate this panel's input.

| support Senator Thomas's bill, the privacy
bill.

| understand, | think the nmain argunent is,
that you feel this kind of regulation is nore
appropriate at the federal |evel.

But as M. Potrikus nentioned, Congress is
sonetinmes slow to act. So sonetines states,
especially -- we like to think, especially the State
of New York, acts before, and perhaps gets Congress
to nove a little quicker, and nmaybe they'l|l adopt

many of the provisions that we envision here in
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New Yor k.

So ny quick question to you, and |I'm asking
for a succinct answer, is, if Senator Thomas's bil
were to be enacted at the federal |evel:

What woul d be -- what -- would you have
serious m sgivings about such a bill at the federal
| evel ?

O, would you largely think it's in the right
di rection, maybe sonme tweaks here and there?

TED POTRIKUS: | will start with that.

| think we would oppose it at the federal
level as well.

One of the concepts that was brought up was
that, the new definition of "data fiduciary," which
in the couple of weeks that we've had to take a | ook
at this -- at this bill, I know that that's raised a
ot of alarmwithin the retail industry, as to what
that ultimately nmeans, and the level of liability
that that puts in front of retailors, particularly
when it's conmbined with the private right of action
t hat was brought up

So | think, as currently drafted, the answer
to that would be, yes, we'd have simlar concerns at
t he federal |evel

SENATOR LIU.  Ckay. | nean, just to be
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clear, please don't say "as it's currently drafted,"
because, obviously, you know, no bill goes fromits
original draft formto passage unscat hed.

So ny question was: Largely speaking, are we
on the right track with this |egislation?

Maybe sonme tweaks need to be made here and
t here?

O are there nore than tweaks that need to be
made in order for this to make sense federally --
national ly?

Are there significant chunks that need to be
over haul ed, or elimnated, or other things that
we're m ssing, that should be inplenented as part of
a national |aw?

JOHN OLSEN. Succinctly, yes.

There is --

SENATOR LIU.  "Yes," what, just to be clear?

JOHN OLSEN:. Yes, we have to take out quite a
bit of this bill.

Wth all due respect to the Senator, this
bill is unworkabl e.

What we're seeing with GDPR, which a | ot of
this is borrowed from is significant conpliance
i ssues and great cost.

Ameri cans need an Anerican privacy | aw.
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This borrows from a European nodel that
was you know, first conceived and vetted over
four years, and then debated for another four years,
before it went into inplenentation.

After one year, GDPR is, in sone respects,
effective, but is very conpliance-heavy.

The attenpt in California with the CCPA has
good concepts, but needs a lot of work, still, in
the current |egislative process before it can be a
wor kabl e nodel as wel | .

So, in respect to the Privacy Act here in
New York, to apply it at the federal |evel, would
al nost exponentially increase all the problens that
we woul d see in New York

| think what you'd have is significant
conpl i ance concerns.

And, al so, you know, generally, the concept
of data fiduciary, you know, coupled with privacy
risk, is going to fundanentally alter a user
experi ence.

We could have it at the state |level or we
could have it at the national |evel.

But what we're seeing with GDPR i s,
nonconpl i ance sites just don't show up in search

results. O, you have notices that are, you know,
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basically mandated for every website you visit, that
says, Do you want your information shared?

It's an opt-out in the European concept.

This concept, it's an opt-in; it's an
affirmati ve consent.

And you're -- if you do not consent, you're,
under this bill, not obligated to having altered
user experience, but, that is open to
i nterpretation.

So if you were to inplenent this bill with
the private right of action, you' re, essentially,
enpoweri ng anyone in the United States to then say,
My experience with, you know, Conpany A has been not
to nmy satisfaction, so | amgoing to seek |egal
action.

SENATOR LI U.  Thank you, M. d sen.

How about the other two experts?

ZACHARY HECHT: So | think if it was a
federal bill, it also would be very problematic.

And still going beyond the conpliance costs,
| think we can understand that it is very costly,
and that is sonething we are very concerned about.

But goi ng beyond that, there are significant
First Anmendnent concerns with the parts of the bil

that are taken from GDPR




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

38

There's a different constitutional framework
there. And if you bring sonme of that over here,
you'l | have free-speech and free-expression
concerns.

And if you look at the "data fiduciary"
concept, which is relatively new, it's been witten
about quite a lot in the -- you know, in academ a,
the "data fiduciary"” concept |ooks to address the
Fi rst Anendment concerns of CDPR and sort of be an
al ternative.

So, here, you're taking the data fiduciary
and you're putting it alongside the things that are
recogni zed First Anendnent concerns about.

And then the way that the data fiduciary is
set up here, there would be concerns because
publicly-traded conpanies have a fiduciary duty to
t heir sharehol ders.

So, would this new fiduciary responsible
supersede that? How woul d t hose work together?

And then the way that the data fiduciary is
descri bed here is quite broad.

A lot of the legal work that tal ks about data
fiduciary says that it's a very -- in certain
context, it needs to be narrowy franed.

And this is very broad.
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So | think if it was federal, that would be
the First Amendnent concerns and free-speech
concerns.

CHRI STINA FI SHER. W woul d al so be opposed
toit at the federal level, for nmany of the sane
reason that ny coll eagues here have al ready
expressed.

We have very serious concerns with the
fiduciary concept in a private right of action.

So, at a federal level, it would be serious
wor K.

SENATOR LI U Ckay.

Well, thank -- M. Chairnman, thank you.

| appreciate the responses fromthese
i ndi vi dual s.

| know that the Chairman and his staff
convened this hearing, and put together the panels.

My -- ny inpression fromthis panel is that
you nostly represent industry and business.

And there's a | ot of enphasis on the cost to
t he busi nesses, to the corporations, which, of
course, we have to consider.

But on the other hand, and | suspect we'll
hear fromother people a little bit later, froma

consuner point of view, there's been a |ot of
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information taken from consuners, a |lot of |oss of
privacy.

And busi ness and the corporate sector has
profited significantly fromthat consuner
i nformati on.

So, any kind of regulation that seeks to
protect consumers will inpose some kind of cost on
busi ness.

So to say that, you know, it's going to be a
m nimal cost if we inpose sonme kind of a regulatory
regime, whether it be at the state |l evel or the
federal level, that -- that's a given, because we're
trying to protect consuners.

And that's always going to require businesses
and the corporate sector to give up sone of their
huge profits that they've al ready been getting for
many years at this point.

So | just want to, hopefully, help frane the
di scussi on there.

But | appreciate your input, and | know we
| ook forward to working with you.

SENATOR THOVAS: All right, my turn.

So just like Senator Liu and Senator Savino
said, | nean, the two bills that are in the

Legi sl ature right now about privacy, one being the
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SHI ELD Act, and one being the New York Privacy Act,
both are ny bills.

And you |ike one, and not the other.

So |, technically, w n, because you guys like
at | east one.

Al right, so getting to the New York Privacy
Act, right, so how woul d you defi ne "personal data"?

JOHN OLSEN: That's a bit of a | oaded
guesti on.

| would start with the | ess broader
definition. You know, | don't want to get into
detai |l about what would constitute an appropriate
definition.

| nmean, what we've seen in other states, you
know, other state attenpts, what we're seeing in --
with the California law, is there definitely needs
to be consideration for certain conponents,
especially when it cones to things |like Internet
prot ocol address, or sonething |ike that.

You know, there's some significant concerns
wi th, when you use that as a marker, what exactly
are you giving, you know, the ability to, like a
househol d, say?

Because "a househol d" doesn't necessarily

just nmean a famly. It could nmean roomrates, or
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perfect strangers, that are sharing one nodem

So your Internet protocol address is,
essentially, tied to that nodem And now you're
enpowering certain people to have access to your
personal information; or to say, you know, because
t heir personal experience, based on that set of
personal data, was different, now, you know,
what ever conpany was providing a service is under
the gun to explain whether or not they believe they
were in violation of the fiduciary duty.

So | think there's a concern there with
certain definitions.

TED POTRI KUS: And | think, fromthe
retailors' perspective, and, Senator Liu, you
poi nted out, you know, the need to | ook at this from
a consuner perspective, and how the shopper, in our
case, would define "personal information," just
t hi nki ng about what we found over the years, working
with, and getting information from the people who
shop in our stores, or on our websites, it's what
they're willing -- what they're willing to share
wi th us.

And | nentioned that briefly in our
testinmony, and it's in our witten testinony, about

the |l evel of confort that a shopper generally has.
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You know, they'll share nane, nuailing address,
sonetimes the e-mail address.

The farther you go on the ranp toward nore
granul ar personal data, the less willing the
consuner seens to be to share that regardl ess of
what benefit they get.

| think -- | think sometinmes this has to be
| ooked at as a bal ance: What's "personal
information," and what are we as consuners willing
to give; and in exchange, what do we get?

Agai n, just speaking on the retail-industry
si de:

Do you get VIP points?

Do you get discounts?

Do you get reduced or free shipping?

Do you get speedi er shipping?

What's -- what's on the other side of that
equation for the shopper?

And | think, as we, as an industry, try to
figure out what "personal data" neans, and "personal
information,"” it's, how do you strike that bal ance
wi th your shopper? that we find.

SENATOR THOVAS: The ot her two experts, any
comment s?

CHRI STI NA Fl SHER: | would not be able to
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offer a definition for you today, but |I would like
to continue to offer the opportunity to continue to
work with you.

| think sonething worth noting, is that this
bill has a ot of really conplex topics.

And | think there's a lot that needs to be
di gested, and a | ot nore conversations that needs to
be had around this topic.

And | think the technol ogy community is nore
than willing to be at the table, continue to have
t hose conversati ons.

And | think that there is a balance that can
be struck between protecting consumer privacy while
al so allowi ng consuners to be able to enjoy the
onl i ne experiences that they expect from conpani es.

ZACHARY HECHT: Echoi ng what ny fell ow
panelists said, and then also just keeping in mnd
that there needs to, at sonme point, be harnonization
bet ween the definitions that exist internationally.

So you have to | ook at what happened in
Europe. And anything in the United States has to
look a little bit like that, even if there's some
t weaks.

It makes sense for conpliance.

SENATOR THOMAS: From readi ng the New York
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Privacy Act, do you believe that ny definition of
what "personal data,"” is it too broad? is it too
narr ow?

Do you have a coment on that?

TED POTRIKUS: "Il officially punt.

"1l get back to you on that one.

SENATOR THOVAS: All right.

Al right, I'll go to the next question.

Since we talked a | ot about GDPR, GDPR relies
on opt-in consent, where users have to explicitly
choose to share data, while bills in the
United States generally allow for opt-out consent,
where users have to explicitly w thdraw consent.

Wiy is opt-in consent, that nakes it easier
for the consuner to nmake an informed choi ce about
the data, not a better approach?

JOHN OLSEN: | don't think it's, you know,
not a better approach.

| think what you're conmbining it with is the
probl em

You know, the affirmative consent for the
col l ection, processing, or sale of data is where we
get into the issues of, just what is a conpany
allowed to get froma consuner to operate their

busi ness npdel ?
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It's not sinply about cost.

It's really about how the platformfunctions.

You know, in respect to certain services that
are provided to consuners for free -- search

engi nes, mappi ng, geol ocation services, things |ike

that -- you know, certain data needs to be
exchanged.
And if a person just says, |I'mopting in or

|"mopting out, how they determ ne whether they want
t hose services or not could be subject to what
they're opting in or opting out of as far as

per sonal dat a.

The definitions matter when you tal k about,
what -- you know, what is a reasonabl e expectation
for a user when they access a website?

If they're not affirmatively consenting, then
no information is even coll ect ed.

So how do you nake a determ nation about how
to best tailor services to that individual if
they're not opting in to your business?

TED POTRIKUS: | would agree with everything
t hat John just said.

Simply, the consumer experience that people
expect when they go to a retailer's website, you

know, | think we're all trained now to get
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recommendat i ons based on things that we' ve | ooked at
before, or, you get coupons based on things that
you' ve purchased before.

And that's the sort of information that
| think John is tal king about with protecting, the
opportunity to still have that.

And, if we had to make changes to the
website, you could be upending that entire process.

And | think it |eaves customers a little bit
in the lurch, not knowi ng what they've said yes to,
what they've said no to.

ZACHARY HECHT: So -- and as you heard, so
opt-in has -- creates sonme concerns around the
delivery of the service.

But beyond that, what are we actually getting
at with opt-in?

| f you go to Europe right now, and there's
the opt-in framework, you go, and there's a little
notice in the bottomof your screen. You flick it
away, you hit "yes," and that's what "opt-in" is.

There are some other frameworks that it could
be, you know, put forward in.

But, if that's what we're going for, and then
there are all the concerns with, is that really the

best way forward for consumer privacy?
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SENATCR THOVAS: So based off of what al
four of you have just said, it's just a matter of
t he user experience; right?

Opting in kind of changes the entire website
experi ence, et cetera.

That's what we're comng at here, if we opt
in versus opting out.

Ri ght ?

Ckay.

Al right, next question: G ven how persona
information is like gold today, should a conpany
benefit from consuners' data to the detrinent of a
consuner ?

It's a yes or no.

ZACHARY HECHT: | nean, what's "the
detrinment” of the consuner? So what are we defining
t hat as?

| know in the bill you establish "privacy
ri sk as a set of things.

But it's --

SENATOR THOMAS: For exanpl e, financial |oss
to a user, enbarrassnent, or fear.

JOHN OLSEN: | actually want to explore that
concept of enbarrassnent.

Can you expound on that a little bit, when
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you' re tal king about privacy risk?

There's sone curious definitions with privacy
risk.

The "physical harm" "psychol ogi cal harm"
that, you know, | get that, |oss of finances.

The "enbarrassnment or altered experience,"”
I'ma little confused.

So | just -- where you were going with that,
| m curious.

SENATOR THOVAS: Just in terns of, Iike,
phot ogr aphs.

Li ke Facebook, for exanple, yes, they have
t hese privacy protocols.

But what if another party, another partner of
theirs, uses it to the detrinment of the user?

Ki nd of mani pulating themin a way.

Kind of figuring out what their enptions are,
and then targeting themw th ads.

That's what |'mkind of getting at here.

JOHN OLSEN. Ckay.

| nean, it's a strange approach.

| think what we really need to do is to have
a | ot nore stakehol der input about what is inpactful
to a consuner.

Al so, what is a consunmer willing to give up
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if they're no longer allowed to use these services
as they normally did?

You know, the exchange of personal
i nformati on, personal data, is the relationship with
t hese conpani es.

There was a study done by "The Econom st"
that essentially said, you know, if you were to be
paid for the services that you were receiving for
free, to not use them anynore, what is the actual
val ue?

And for search engines, it was in the tens of
t housands of dollars. For mapping services, it was
in the thousands of doll ars.

So you're tal king about a | ot of value
provided to a consuner for the exchange of persona
i nformati on.

When you tal k about privacy risk with that
personal information, be it a photograph or not,
| think you' re asking conpanies to really specul ate
on individual enotion, and, you know, just their
general outl ook.

And | think the biggest issue is, whether we
want this litigated in the courts when it conmes to
the private right of action, where | said:

| suffered enbarrassnment. This conpany owes ne
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noney.

And now you leave it up to a judge to say,
wel |, yeah, you have a case here, or, no, you don't.

You know, | think that's the real concern
when you enpower peopl e through these definitions,
and then provision of private right of action, to
then say, |'ve suffered enbarrassnent.

| mean, where is the line drawn as far as
what the conpany's liability is?

That's, | think, what we need to continue the
conversation about.

SENATOR THOVAS: That doesn't really answer
nmy question, but (indiscernible cross-talking).

ZACHARY HECHT: So | think that we will say
that, we need to be in a place where the use of data
does not go to the detrinment of the consuner when
the "detrinent"” is defined as sone of these clearly
delineated | egal, you know, definitions we've had.

So, financial harm there are already sone
protections in place.

There are sone federal data-protection
framewor ks that protect financial information.

And things of that nature are inportant, and
conpani es should not be using data to the detrinent

of those.
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But when you get to sone of the other
definitions, | think, you know, "inconveni ence of
time," some of the -- you know, you have, "alters

i ndi vidual 's experiences,” that's |ess cl ear what
we' re tal king about there.

And if we're tal ki ng about the deliverance of
ads and things of that nature, there are free-speech
concerns and comerci al - speech concerns there.

And we have to be very careful with how we go
t hrough those definitions.

TED POTRIKUS: | think I would just add that,
as you're looking at this with some subjective
concepts, it's -- that's where we start to get into
the thing that we were referring to in our witten
testinmony about the first-party users and the
third-party users.

| do know, in the case of a first-party user,
all it takes is one msstep and they' ve | ost the
cust oner.

So | think, as far as, to your question, you
know, the financial harm there are standards for
t hat .

Some -- somewhere there are no specific
definitions. And trying to put a subjective concept

into an objective set of rules | think is the
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chal | enge.

SENATOR THOVAS: (kay.

| just want to nove on to the next question.

There have been countless instances where
conpani es exposed private information to third
parties, and decided not to disclose it to the
publi c.

Shoul d a state | aw establish that there be
di scl osure once a breach occurs?

JOHN OLSEN:  Yeah, | think that's the
SHI ELD Act.

That's why this is the commbnsense approach
to addressing a real issue when it cones to consumner
data and private information.

If there is a breach, then there shoul d be,
you know, a significant disclosure in a tinely
manner .

So that's why we support the SHI ELD Act.

SENATOR THOMAS: Anyone el se?

Same t hing?

ZACHARY HECHT: Agreed.

SENATOR THOVAS: (kay.

Shoul d di sclosure be limted to situations
where there is nmeasurabl e harnf

TED POTRI KUS: | think if -- |'"mnot an
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expert here, but I'lIl take a shot at it, just froma
consuner standpoint, al nost.

| think the key is, making sure that the
notice is for a reason, because, you know, every
year you get those things that says, This is not a
bill, or, This is just our annual privacy notice.

"' mnot sure that people read them anynore.
It's like too many signs on the road.

And if you start to get a notice every tine
there is a breach of, you know, is it one?

Does -- does one set of data/does one
person's data constitute a breach? you know, | think
you get into the situation where the inpact of the
notice is dimnished.

So | think there -- it has to be for a reason
in order for it to be effective, and to really -- to
make sure that the consuners pay attention to it in
a way that we would want themto.

SENATOR THOVAS: What are the reasons a
conpany needs to hold on to information for extended
periods of tinme?

ZACHARY HECHT: It depends on the context
that we're tal king about, and what ki nd of
i nformati on.

If it's financial information, and you are an
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e-commerce platform it mght be so that customer
can conme back and, once again, go through your
system or, it's held in a separate place in an
encrypted manner.

But it depends on the context that we're
tal ki ng about .

JOHN OLSEN: | think | egal obligations,
ongoing litigation, or anything like that, and there
are certain retention periods that are standard
policy.

| think, for the nbst part, you know, many
conpanies just retain information in case of
litigation.

SENATOR THOMAS: |Is there a standard hol di ng
time for personal data, for exanple, that is, you
know, used industry-w de?

JOHN OLSEN:  Not uniforny.

SENATOR THOMAS: No, not unifornmy.

JOHN OLSEN: | think it would be conpany to
conpany.

SENATOR THOMAS: |s there an average tine
they hold the information for?

TED POTRI KUS: |'mnot sure that there would

be. You know, it is going to vary from conpany to

conpany.
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But it cones down to the -- if we go back, we
tal ked about this this norning, with the custoner
experience on the website.

And, again, let's talk about a retailer
website.

You know, do you want to enter your password?

Do you want to put in your credit card
number ?

How nuch do you want to enter each tine?

And | think that that's up to the individua
cust omer .

But | think as long as you're -- as long as
you're going back to that website, or visiting it,
buying fromit, using it, that's how long they'll
keep the information.

SENATOR THOMAS: Woul d you say, like, holding
that data for a long tine | eaves a conpany to a
breach?

For exanple, let's say you' re shopping on
Amazon, and, | get it, you know, you're storing that
credit card information on Amazon.

And, should there be a tinme limt in which
Amazon says, Al right, we're going to keep this
information for, like, six nonths, for exanple, and

then you have to reenter it in order to purchase
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again; this a way, avoiding a security breach, for
exanpl e?

You know, because, what hackers want are
those credit card information, the nanmes, the
addr esses.

So holding it for a long tinme would open them
up to a breach, in a way, because they know t hat
there's gold there.

Do you think holding it for a short period of
time, and then asking the user, "hey, enter this
i nformati on agai n because your information has
expired,” would kind of enhance the security?

ZACHARY HECHT: |'m not sure.

| don't think it would.

So if a conpany is holding on to it for a
specific anmount of tine already, |I'mnot sure that
t hen del eting, and having the custonmer sinply
reenter it as soon as they go back, |essens the
target.

And conpani es are keeping it in a secure --
general ly, and, according to sonme of the |aws that
we are tal king about today, they keep it in secure
dat abases and in secure systens.

So if a customer is then submtting that

information again, it opens up for increased ri sk,
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potentially.

SENATOR THOVAS: (kay.

We're seeing children's privacy being
vi ol at ed.

You know, a |ot of kids use Facebook, they
use I nstagram

And, recently, there was news about,
| believe, the Amazon device listening in to
children's conversations, and parents trying to
delete it, but they couldn't be del et ed.

Shoul d there be a right to del ete?

JOHN OLSEN: | think the right to delete is
nore of a European concept.

You know, as Zach has alluded to previously,
there is some First Anendnent issues when you talk
about the right of deletion.

| can speak for a lot of ny nenbers, that
there are already policies for the deletion of data
upon request .

To mandate in state law, | think runs into
certain First Amendnent issues, to the point about,
you know, children's privacy.

| and ny nmenbers strongly support |egislation
regul ation that, you know, strictly enforces the

ability for children to be protected.
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But we cannot, you know, mandate certain
things that run afoul of Anmerican val ues and
concepts.

SENATOR THOMAS: Shoul d there be even greater
privacy for those under 18 years of age?

JOHN OLSEN. | don't know what "greater
privacy" neans.

| think we, again, need to all be at the
table to tal k about what these concepts, and, you
know, at what |evels are appropriate, especially in
the state |evel.

ZACHARY HECHT: So | think the specific age,
there's sonme conversation over it.

But | -- there's already a federal franework.
It's called "The Children's Online Protection
Privacy Act." And that applies to children under
t he age of 13.

So there's already a higher standard there.

And if we're tal ki ng about some of the
i ncidents you were tal king about on sone the
devices, | think we also need to | ook to where the
tech ecosystemis noving, and where conpani es are
nmoving. And those are things |ike federated
| ear ni ng.

So that would be, in the case of the
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i stening device that you tal ked about, or the hone
assi stant, where there would be no actual data
sharing. It would just be locally.

And that it would then pull insights, and
then go to the conpany. But there would be no
personal ly identifiable information shared.

You've got things like differential privacy,
where there is noise added to the data.

And we see a lot of the tech industry noving
there at this point.

So we need to al so keep those in mnd when
we're legislating this space.

SENATOR THOMAS: Let's go into targeted
adverti sing.

Can soneone explain to me how an online
conpany targets users with ads?

TED POTRI KUS: | think in the case of the

retailors specifically, and 1'lIl go back to what we

referred to in our testinony,

the first-party users

and the third-party users,

the first-party users/the

retailors will take your browsing, your buying, and
that's where you start to see, you know, the
advertising when you get back, or the e-mail that

you get back, fromthe place that you just shopped,

t hat, suddenly, you know, even though you just spent
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a few hundred dollars on the website, please cone
and spend nore, we have nore coupons for you.

But this is howthey do it: They take your
experience, and they get right back in touch with
you.

| think what differentiates, in large part,
that first party versus the third, is the ability to
directly contact the retailer and say, knock it off.

You know, where you can go back to the store
that you were just working with, and sayi ng:

| don't want this.

O, keep it comng, | do want this. | want
nore coupons. | want nore advertisenents, to let ne
know when lawn furniture is going to go on sale, or
Wi nter jackets are going to go on sale.

So | think that puts a lot of the control, in
t hat case, in the hands of the consuner.

How an ad shows up on "The New York Post"
website, when | was wal ki ng down the street,

t hi nki ng about a bicycle. And | turn on ny conputer
and | see an ad for a bicycle, I'"'mnot quite sure.

SENATOR THOMVAS: Anyone el se?

ZACHARY HECHT: | think it's inportant to
keep in mind that there are different nodels of

serving ads.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

62

There are contextual advertisenents, which
are not based necessarily on your individual
denogr aphi c.

And then there are other personal ad
servi ces.

But there is a variety of nodels out there.

SENATOR THOVAS: (kay.

In your -- in all of your testinony, you
tal ked about how the data fiduciary has not been
used anywhere.

But there is a federal law -- | nean, a
federal bill, actually, the Data Care Act, which was
i ntroduced in 2018, that tal ks just about, you know,
this duty of loyalty, whereby you think of the user
versus, you know, the profit-making schenmes of the
conpany.

You tal k about how, you know, we should | ook
to the federal governnent to push forward with
privacy, because, to try to conply with every
state's different privacy rules would be very
conplicated and difficult.

Do you believe if -- in the federal
government, if they were to enact a data fiduciary,
woul d you agree with it then?

ZACHARY HECHT: So just to echo what | said
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before, the fiduciary concept has conflicts with the
fiduciary duty to the sharehol der.

And t hen beyond that, | think the federal
bill is rmuch nore narrowWy defined than your
Privacy Act.

So that's sonething to al so keep in m nd.

JOHN OLSEN: Yeah, | am supportive of
Senat or Schatz's bill because of its narrow scope,
and because it does not, you know, require certain
things, like, fiduciary duties to sharehol ders being
superseded by, you know, consideration of privacy
risks to New York residents, or, in the case of a
federal law, United States residents.

So | think if we're tal king about data
fiduciary as a concept, the nore narrow and focused
it is, the nore supportive we woul d be.

SENATOR THOVAS: All right.

| heard a | ot about the negatives of the
New York Privacy Act.

Do you like anything about mnmy bill?

[ Laught er. ]

OFF- CAMERA SPEAKER: Say "the sponsor.™

ZACHARY HECHT: The sponsor.

SENATOR THOMAS: Oh, thank you, Zach.

You're ny favorite now.
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JOHN OLSEN:  No, | think there are sone
concepts that are workabl e.

You know, it's, the devil is in the details.

And it's a conmon phrase, but it really does
mean a | ot when it conmes to privacy | aw

This is a very conplex issue, and, you know,
we wel cone the opportunity to be talking with you.

| am here to provide insight and gui dance,
but we need to, you know, think about what | anguage
is actually put in a bill.

| nmean, we need to work, you know, nore
cl osel y.

SENATOR THOMAS: So you're basically saying,
if we narrow the definitions down, and, basically,
you know, narrow the "data fiduciary" definition as
well, this would be a workable bill?

JOHN OLSEN: | think if you take out private
right of action; if get nore specific on, you know,
the harmor privacy risk; and you really, you know,
bear down on what exactly you're, you know,
requiring New York businesses to conply with, then
we coul d have the start of a conceptual bill.

SENATOR THOMVAS: Anyone el se?

TED POTRI KUS: No, | would say that, that

what we |ike about it is the fact that you' re taking




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

65

the tine today to have this hearing, and to include
us at the table, and to not just nove forward with
sonmet hing, and you're taking this tine to listen to
us, and to listen to everybody el se who will be on
t he panel s today.

You know, without that, then we can't go with
you to that public-policy goal that you've
establ i shed.

Because you' ve brought us here now, you know,
i ke everyone here has said, we're happy to be here,
and we' Il work with you on it as you try to get to
this point that you want to get to with your goa
for the public policy.

SENATOR THOMVAS: Thank you all.

Any questions?

Al right.

Panel one is dism ssed.

ZACHARY HECHT: Thank you.

SENATOR THOMAS: All right, the second panel

has assenbl ed.

Again, | would |ike to apol ogize if
| slaughter anyone's nanme. It doesn't |ook |ike
conplicated nanes, but if | do, | apol ogi ze.

So Panel 2, we have:

From New York Law School, Ari Ezra Wal dman.
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He's is a professor there, excellent;

Center for Denocracy and Technol ogy, we have
Joseph Jerone;

Institute for Public Representation, from
CGeorgetown University Law Center, we have
Li ndsey Barrett;

And we have, from MSR Strategies, Mary Ross,
a co-author of the CCPA. Excellent.

Al right, so rules again:

The panel has 20 m nutes; so each of you have
5 mnutes to -- basically, to open up and sumari ze
your testinony.

We have your testinmony in front of us, we can

read it. So if you want to sumarize, so we can ask

you questions, this will nove a | ot quicker.
Al right?
So I'll let any/either one of you start.
Go ahead.

ARl EZRA WALDVAN: Great, thank you.

Thank you for inviting us here today, and
t hank you for having this hearing.

My name is Ari Waldman. |'ma professor, as
peopl e up here like to say, downstate.

But it's a pleasure and honor to be here.

The -- in ny witten testinmony | go into
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detail about what's wong with the current system
t he need for substantive rules, the need to bl end
procedure with substance.

And, the "information fiduciaries" concept,
| am one of those guys, as the panel -- one of the
nmenbers of the panel nentioned yesterday, who has
witten about this, and formed the basis for the
"information fiduciaries" concept.

And | also talk in nmy witten testinony about
one thing that | think is mssing fromthe New York
Privacy Act, which is this concept of privacy by
desi gn.

So, first, briefly, 1'lIl talk alittle bit
about those concepts, and then feel conpelled to
respond to a couple of things that we heard about
last -- in our |ast panel.

The "information fiduciaries" idea is based
on this idea that we entrust our data with third
parties, these conpanies that are using our
information for profit.

There's been sone tal k that the
"information fiduciaries" concept is way too broad,
but, really, what it inposes are three sinple
things: Duties of care, duties of confidentiality,

and duties of |oyalty.
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"Duties of care" are -- can be boiled down
to, are reasonable responsibilities, are re -- are
responsibilities to take reasonable steps to secure
i ndi vi dual dat a.

The "reasonabl eness” | evels are taken
directly fromtort law that we all learn from day
one in | aw school.

"Duties of confidentiality" are about keeping
our information -- keeping our information
pur pose-oriented and m ni m zed.

So | like to use the words fromthe CGDPR
Purpose limtation and data m nim zati on.

"Purpose limtation" is this idea that you
only collect information for a specific purpose,
not -- and you can't use it for different purposes,
because users can't consent to nultiple purposes.

And you only -- and "data mnimzation" is
the idea that you only collect so nuch information
as is necessary for that particul ar purpose.

And that's what "confidentiality" is about.

The bi ggest thing about the
"information fiduciaries" concept is duties of
| oyalty, which essentially say, as you noted
earlier, that conpani es cannot act |ike con nen.

They cannot bene -- use our data to our detrinent.
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Whet her that's financial |oss, enbarrassnent,
fear, anxiety, and so forth, all of these, also,
laid out by fiduciary concepts in tort |aw

So these aren't so far afield from-- as
sonme -- as some mght make us feel

"Privacy by design," however, which is
outside the Privacy Act, and | think should be
inside, is this idea that conpani es shoul d be
required to consider privacy issues fromthe ground
up, as opposed to tacking that on at the end.

And we can talk nmore in detail during the
guesti on- and- answer session, or, in ny witten
testinmony | discuss what that neans nore
specifically.

Wth respect to some of the ideas that we
heard in our previous panel, | think it's inportant
to set the record straight.

The nenbers of the previous panel talked a
| ot about the costs of regulation, but didn't cite
any evidence that the GDPR or the CCPA has actually
rai sed costs.

And to suggest that one is better for snaller
conmpani es versus |arger conpanies, |'mnot sure
where we get this idea that all small conpanies are

doi ng great things.
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Smal | conpani es can steal our data and harm
us as well.

The conpanies (sic) that created a flashlight
app, that also collected our GPS data, was a very
smal | conpany.

The previous panel also talked a | ot about
supporting the SH ELD Act, which is, basically, a
security act, but security is only one small part of
privacy.

They tal ked a | ot about customers wanting to
gi ve over information for conveni ence, or for snall
benefits, but they don't tal k about the dark
patterns that websites use in order to illicit or
mani pul ate us into disclosing.

They tal ked a | ot about wanting a federal |aw
as opposed to a state |aw.

Not only do states play a large role here,
but then the nmenbers of the panel opposed a proposed
federal |aw.

So it really nmeans that, |I'mnot sure that
t he people that they represent want any federal, or
any, type of privacy |aw

And they tal ked about providing the services
for free

But as we all know, nothing in this world is
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free.

They're -- the -- instead of giving up our
dol lars or our pennies, we give up our information,
and it's not free, to suggest that all of these
contexts, all of these platfornms, are really for
free.

They tal ked about -- they tal ked about the
power that individuals, or the control that
i ndi viduals, have to just tell a first party -- a
first-party data collector that they don't want to
use -- they don't want their information used in
that -- in the ways that they have been.

But they don't talk about all the cognitive
bi ases that prevent us from saying no to those
compani es.

And, finally, they tal ked very dism ssively
about everyday New Yorkers trying to effectuate
their rights in court.

But, without seat -- without private rights
of action, we would not have gotten seatbelts, or
si de-i npact protection, in our cars.

So | think there are quite a few things that
we need to -- that we -- that are in this bill that
woul d actual ly protect New Yorkers.

LI NDSEY BARRETT: Thank you.
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Uhm hi, I"'mLindsay. | ama staff attorney
and teaching fellow at the Institute for Public
Representati on at Geor get own.

| have witten on consuner privacy |aw and
Fourth Amendnent, and a little bit on information
fiduciaries (indiscernible) with Ari's work and
ot her.

Today | hope to make four main points a
little nore succinctly than | had originally
anti ci pat ed.

But, first, that privacy is ripe for
regul ation by New York State. And this bill is an
i mportant step for protecting people fromdigital
expl oi tati on.

Second: Privacy rights are civil rights.

Lax | aws, enabling abusive practices, have a
di sproportionate inpact on vul nerable groups. And
any effective privacy | aw nust be based on that
under st andi ng.

Third: Meani ngful access, correction,
del etion, and transparency rights for individuals
are necessary for any conprehensive privacy |aw, but
i nsufficient wthout meani ngful enforcenent
capabilities to nake industry take them seriously.

Finally: Characterizing data collectors as
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information fiduciaries can go a | ong way towards
correcting the inbal ance of power between conpanies
and the consuners they surveil.

|"mnmental ly surveying what to cut.

So as technol ogy has made our |ives easier
and nore col |l aborative, it's al so capable of naking
t hem nore vul nerabl e and nore unfair.

Peopl e struggle to get even a vague sense of
what information conpani es coll ect about them and
how it's being used, through difficulty in
under st andi ng the data ecosystem and meki ng i nforned
privacy choices, is primarily due to two things:

The rapaci ousness of an extractive ecosystem
of commercial surveill ance unencunbered by any real
ri sk of punishnent for bad conduct, and, the
usel essness of notice and choice as a met hod of
privacy governance, which provides neither notice
nor meani ngful choi ce.

Wiile the privacy |aws we have rest on
consent, privacy settings and privacy policies do a
terrible job of obtaining informed and neani ngf ul
consent .

The idea that people are enpowered to protect
t hensel ves onli ne when a conpany announces its data

col l ection and use practices in convol uted
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boi |l erpl ate has proven to be a fiction, both due to
the limtations of what privacy policies can really
acconplish and the cognitive Iimtations of human
bei ngs.

Most peopl e don't understand the invasive
potential of the technology they use, and the
privacy policies they encounter do a poor job of
expl ai ning the risks.

Mor eover, people encounter far too many
privacy policies to nake reading thema feasible
deci si on.

The result is opaque disclainers that no one
under stands and no one reads, purporting to foster
i nformed privacy deci sion-maki ng, when the result is
anyt hi ng but.

Choice -- and Ari touched on this -- but
choice is also a msnonmer when consuners barely have
any.

Conpani es also rely on sel ective disclosures
and mani pul ati ve product architectures to constrain
the little choice that consunmers do have.

Many conpanies rely on dark patterns or
product design cues deliberately crafted to overcone
t he user's consci ous decision-naking to the benefit

of the service operator and the detrinment of the
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user, coaxing themto share nore noney than they
i ntended, stay on the platformfor |onger, or spend
nore noney.

Peopl e are caj ol ed, badgered, and mani pul at ed
into giving up their personal data.

It's no wonder that so many of them are
resigned to the prospect of it being m sused.

Agai nst this backdrop, we have tech conpanies
t hat have taken the lack of regulatory constraints
around the collection and uses of data and run with
it.

Qur sectoral privacy laws are so cagily
defined, that nany of the exploitive practices today
fail to fall under their anbit.

As congressional nonentumto pass a
conprehensi ve privacy |law slows, State action in
this arena is even nore vital to ensure that people
are protected fromdigital exploitation.

Any effective privacy | aw nust approach
privacy as a basic civil right.

The fact that the oceans of data collected
about each of us are used to fuel algorithmc
deci si on- maki ng neans that privacy isn't just an
i ssue of desiring solitude. |It's a question of

basic fairness, and of limting the bias and
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di scrim nation that data collection can otherw se
fuel .

Weak privacy | aws al so di sproportionately
di sadvant age t he poor.

Conpani es shoul d not be able to offer
privacy-protected versions of a product for a fee,
and privacy-invasive product for free, anynore than
they should be allowed to offer |ead-free paint for
a higher price than paint |aced with poison.

It's coercive.

And basi c consuner protection should not be
only available to the people who can afford them

Privacy is not just a right to be let al one.

It's a civil right, and nust be treated |ike
one.

And |' m deeply encouraged by the way the
New York Privacy Act responds to that reality with
its broad definition of "privacy risks" and its
constraints on profiling.

And, of course, you have ny testinony, and
| can give exanples, especially your questions about
the child protection.

That was our conplaint, and very happy you
mentioned it.

Defining data collectors as fiduciaries is a
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hel pful step towards correcting the anti-consuner
skew of the privacy ecosystem

One of the biggest problens of a sectoral
system of regul ation, and the narrow definitional
scope of nmobst U S. privacy laws, is that the default
presunption is that a conmpany owes nothing to its
users beyond adhering to narrow y-defined duties and
prohi bitions.

In a regulatory system where the vast
majority of data practices aren't covered, the
standard operating procedure is, collect first, ask
guestions | ater, which encourages invasive
col l ection practices and unfair uses of data.

Establ i shing duties of loyalty and care, as
this bill does, shifts that presunption

The responsibilities are carefully delineated
inthe bill, but by creating broader duties,
exploitative uses of the data that aren't
specifically defined in the bill may still be
covered by it, rather than al nost certainly being
exenpt ed.

Most of us are largely resigned to the power
that well-resourced conpani es have over us and to
t he expansi ve wi ndow t hat they have into our

lives --
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SENATOR THOMAS: Li ndsey --

LI NDSEY BARRETT: -- but we shouldn't have to
be.

And |' m done.

[ Laught er. ]

SENATOR THOVAS: All right.

Let's go, Joseph.

JOSEPH JEROVE: Am | on? Can everybody hear
me?

SENATOR THOVAS: Yeah.

JOSEPH JEROMVE: Chai r per sons Thonas and
Savi no, thank you very much for giving nme the
opportunity to testify today.

My nanme is Joseph Jerone.

| speak on behalf of the Center for Denocracy
and Technol ogy, a 25-year-old non-profit,
non- partisan, technol ogy advocacy organi zati on based
i n Washi ngton, D.C.

The goal of ny testinony today is to echo
what ny fellow panelists are saying, but also to
explain to you why privacy is inmportant, and the
urgent need for New York to limt conpanies
abilities to use and abuse our data.

Unr egul at ed data processing has real-world

i npacts that extend far beyond headlines about
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Facebook, or, really, just generalized concerns
about online ad tracking.

There are a few areas where New York can
really help to curtail unfair and discrimnatory
cor por at e behavi ors.

First: "Take it or leave it" privacy
polici es di sadvantage | owi nconme Anericans.

The irony of "notice and choice"” is that it
really, as Lindsey nentioned, gives people very
little choice about how they share personal
i nformati on.

Not using an app or service is not a real
opti on.

And this option is especially stark for
| ow-i ncome Americans who rely on nobile
t echnol ogi es, and often don't have the tine or the
noney to shop for better privacy protections.

Low i nconme custoners are | east able to pass
up incentive progranms, |like grocery store loyalty
cards.

These prograns feed into data brokers, that
then profile and score peopl e based on inconplete
information. And this affects people's
opportunities in ways that no one can under st and.

You asked a question about adverti sing.
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People can't really explain what's goi ng on.

Second: Conmercial surveill ance technol ogi es
t ake advant age of power i nbal ances.

Residents in New York City -- in a New York
City apartment building found thensel ves needing a
smart phone app just to get into the building s
| obby, elevator, or nmilroom

Five tenants had to go to court, just to
enter their apartnments using good ol d-fashi oned
keys.

New privacy | aws conpensate for these power
i mbal ances by creating costs to cavalier data
practices.

Third: | think I ocation data sharing, in
particular, is exploitive, and it raises legitimte
saf ety consi derati ons.

| want to stop and enphasi ze | ocation data
for a nonent here.

The reality is, that conpani es have been
utterly careless in how they collect, share, and
even sell our |ocation information.

This information ends up in the hands of
stal kers, aggressive debt collectors, and, yes, the
wat chf ul eyes of |aw enforcenent, and it's used to

har ass peopl e.
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Their recourse is |limted.

The National Network to End Donestic Viol ence

advi ses abuse survivors who are concerned about

phone tracking, to sinply turn their phones off.

No one should have to make the choi ce bet ween

using a cell phone and being safe from stal ki ng.

The reality here, is that the burden of
privacy cannot fall on consuners.

We need clear rules for what conpanies can
and cannot do with data.

My organi zati on, CDT, we support a federa
solution to these probl ens.

But the reality is, as Congress del ays and
del ays, states nust step into the breach.

And New York woul d not be an outlier here.

The California Consunmer Privacy Act is also
not an outlier.

It joined state laws in Illinois, Vernont,
and Massachusetts that provide meani ngful privacy
protections.

New York now has the opportunity to seize
this nmonment, to shape the national conversation
about what conpanies can do with our data.

What shoul d a meani ngful privacy regul ation

have?
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Let nme offer five suggestions.

First: It nust offer the ability for
i ndi vidual s to access, correct, delete, and port
personal information.

Second: It should require reasonabl e data
security measures, and nake conpani es responsi bl e
for how they handl e i nfornmation.

Third, and this is where things get harder:
It should include explicit use limtations,
particularly around the repurposing and secondary
use of sensitive data.

Ceol ocation is a good exanple of this.

Fourth: It should deal with data-driven
discrimnation and civil rights abuses.

And, finally: It has to provide for strong
enf orcement .

| f you do not have strong enforcenent, the
nost carefully drafted privacy | aw on the books w ||
not acconplish anyt hi ng.

It is inmportant that these conponents are not
wat ered down by definitions or provisions that
underm ne the rule.

Lack of clarity invites corporate mal feasance
and exploitation, and overbroad exceptions create

| oophol es that swall ow wel | -i ntended privacy
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protections.

That expl ai ns why you are hearing so much
about the need to both narrow the scope of personal
data, and al so explain why you hear people say that
t hey want the broaden the definition of
de-identified data that can be excluded from
protection under the |aw.

| mportantly, the New York Privacy Act
i ncl udes rigorous and neani ngful definitions around
bot h of these things.

However, despite the fundanental problem is
t hat conpani es should just not be put in the
position of deciding what privacy risks they need to
subj ect consuners to.

Despite the fact that this bill's |anguage
around privacy risks draws from an industry proposal
fromlintel, you still saw a trenmendous anount of
pushback on the | ast panel.

The reality is, that rather than giving
busi nesses the discretion to determ ne whether their
data practices are risky or not, we need explicit
limts on what conpanies can and cannot do with
i nformati on.

My organi zati on, CDT, has proposed privacy

legislation that limts certain data-processing
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activities.

Location data is a good exanple of this, and
a good exanple of why restrictions are necessarily.

The New York Privacy Act and the SHI ELD Act
both are great and strong first steps that address
the five conponents | nentioned.

OFF- CAMERA SPEAKER: It's tinme.

JOSEPH JEROVE: And | | ook forward to taking
any of your questions.

SENATOR THOVAS: Mary.

MARY STONE RCSS: (M crophone turned off.)

H, it's an honor and a pleasure to be here,
and | comrend you on the New York Privacy Act.

It's also a particular pleasure for nme, as
| was born and raised in Al bany, and |I'ma proud
graduat e of Shaker Hei ghts.

My name is Mary Stone Ross.

| was one of the original proponents and
co-authors of the initiative that became the
California Consuner Privacy Act.

|"'mno |longer a part of that group, though,
so these are nmy own conmments.

OFF- CAMERA SPEAKER: Can you use the
m crophone?

MARY STONE RCSS: (M crophone turned on.)
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Qur country is becom ng increasingly
pol ari zed by the very technol ogi es that were
supposed to connect us.

As a former CI A counterintelligence officer,
and counsel on the House Intelligence Commttee,
| have a fundanmental understanding of the power of
bi g dat a.

|"ve seen it firsthand used to disrupt
terrorist networks and stop human traffickers, but
|"ve al so seen that power abused by governnents, and
certainly by corporate interests.

Regul ation nust shine a |ight on what data is
col |l ected, and grant consumers control over its use,
and renedies for its msuse, so our personal
i nformati on cannot be used to mani pul ate and divi de
us.

It is possible to draft |egislation that
protects consuners' privacy while balancing a
busi ness's need to collect and use personal
i nformati on.

We acconplished this in California.

The CCPA gives all Californians:

First: The right to find out what's
col l ected about them and about their devices;

Second: The right to opt out of the sale;
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And, third: Increases fines and penalties
for data breaches.

Transparency is the cornerstone of the entire
| aw, and should be the cornerstone of any good
consuner - privacy | egislation.

Today, consuners are consenting to the
col l ection, use, and sale of their personal
information without truly knowi ng what they are
consenting to; not because they are ignorant, but
it's because it is effectively inpossible to be
i nf or med.

As "Atlantic" Reporter Al exis Madrigal found,
readi ng privacy policies you encounter in a year
woul d take 76 wor kdays.

Busi nesses have consi derabl e expertise and
knowl edge about the val ues and uses of our data;
therefore, in order for the consunmer to grant
nmeani ngf ul consent, the business should have the
burden to provide clear disclosures.

Oracle, a data broker, publishes a data
directory of over 40 sources of information that
t hey repackage and sell, including fromall three
credit reporting agencies;

And, Sol ve, who verifies that soneone is a

human fromtheir caption network, which is the
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"“I'"'mnot a robot."

SENATOR THOVAS: Right.

MARY STONE ROSS: Oracle also sells
information fromEvite, the popular online
invitation service.

In the 2017 version of the data directory,
Evite says it uses its network of users, which
i ncl udes consuners who send, but al so consunmers who
receive invitations, including, if someone is
expecting a baby, if they are noving, traveling, or
if they are al cohol enthusiasts.

They are getting around the effective
Children's Online Privacy Protection Act (COPPA) by
collecting informati on about the age and presence of
children in the household fromthe parents, not from
t he children.

Over a year ago, during the canpaign, | was

interviewed by "Deseret News," and used this
exanpl e.

The reporter linked to the Oracle directory.

Evite refused to talk to the reporter, but
pronptly had Oracle renpve their entry.

Evite -- although | have a copy. You have a

copy too. (Indiscernible.)

Evite is hiding their actual business nodel
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from consuners, because they can, and that they know
many consumers woul d be outraged if they found out
what actual |y happens.

Enforcenent is key, and |I'mglad the New York
| aw has robust enforcenent.

Quite frankly, this was a m stake that was
made in the |legislative conpromise in California, as
the CA's Attorney Ceneral O fice, who is nowthe
primary enforcer, predicts, that even with
additional resources, they'll only be able to bring
t hree enforcenent actions per year under the CCPA

It is possible to draft effective privacy
| egi sl ation that does not disrupt legitinate
busi ness interests.

We drafted the CCPA with the understanding
that Silicon Valley and technol ogy busi nesses in
California are inportant to our state's econony and
way of life; but, also, that sone uses of data are,
in fact, good for consuners.

Thus, under the CCPA, we did not place
restrictions on the first-party's collection and use
of personal information.

We consciously crafted the CCPA to protect
| egiti mate busi ness purposes, including fraud

detection, fulfilling orders, and even context ual
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adverti sing.

Privacy, in fact, is good for business and
good for conpetition.

As Johnny Ryan, chief policy and industry
relation officer at Brave Software, a private and
secure browser, noted in his recent congressional
t esti nony:

"Today, Big Tech conpani es create cascading
nonopol i es by | everaging users' data fromone |ine
busi ness to domi nate other |ines of business too.

"This hurts nascent conpetitors, stifles
i nnovati on, and reduces consuner choi ce.

"There are several successful businesses that
of fer privacy-focused alternatives, and regul ation
wi |l encourage nore."

| want to conclude with a note of caution.

Al t hough the legislative deal in California
was struck in good faith, and all parties agreed
t hat some | anguage needed to be cleaned up, there
are over 20 bills making their way in Sacranento
right now to weaken t he CCPA

Thank you for your tine, and | | ook forward
to answering your questions.

SENATOR THOMAS: (M crophone turned off.)

"1l ask the questions.
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So, thank you all for being here, and thank
you for the testinony that you just gave.

(M crophone turned on.)

| know all of you were in the room when
Panel 1 was testifying?

Did all of you hear what they were talking

about ?

Ckay.

So, first question here, right, it's the
first question that | asked themas well: How would

you define "personal data"?

MARY STONE RCSS: | can start.

| think that when you define "persona
information," it has to be nuch broader than what
t hey were tal king about this norning.

| nmean, look, like, this is ne. (Holding up
cell phone.) This follows ne absolutely everywhere.

As we see, as nore and nore people have
| nt ernet things/devices --

We just bought a new di shwasher, and one of
t he options was W - Fi -connect ed.

| don't know why you need a W-Fi-connected
device, unless it's going to | oad and unload itself
for ne.

-- but, there are all of these devices that
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are collecting information, and then transmtting it
back.

So it's very, very inportant that, it's not
just ny name, it's not just my Social Security
nunber, but it enconpasses all of these things.

JOSEPH JEROVE: I n our draft legislation, we
woul d propose a definition largely nodeled after the
Federal Trade Comm ssion, which includes any
information |inked, or reasonably |inkable, by a
business to a specific covered person, or, again,
consumner devi ce.

Again, in the first panel, there was
reticence about broad definitions of "personal
i nformation."

That' s by design.

You absolutely need to have a | aw t hat
broadly covers a | ot of information.

If we're tal king about the New York Privacy
Act specifically I would inagine sone of the
pushback has been around the words "related to."

Conceptual ly, the idea, in a persona
definition of "information related to" could
enconpass everyt hi ng.

That said, we would just caution about

need -- efforts to narrow it pretty extensively,
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because, if you start having a definition that's
just nane, plus sone other stuff, it's not really
getting at the data-driven problens that | think al
of us have identified.

LI NDSEY BARRETT: | would definitely echo
Joe's definition.

| also think the bill did a great job of kind
of encapsul ati ng what Mary was nentioning, that, you
know, there are so many definitions of
information -- or, rather different kinds of
information that can be so revealing about each of
us.

One thing that | would consider in crafting a
definition, is not to just unilaterally exenpt
publicly-available information from covered
information, by virtue of the fact that a | ot of the
information that, you know, data brokers and others
get is frompublic records, and can be pretty rich
in depth, and, uhm -- yeah.

ARl EZRA WALDVAN:  Just, very briefly, | --
| support the CDT's definition.

| would add that, vanguard legislation in
this space should account for the fact that
al gorithnms, based on | arge datasets, can take

seenm ngly innocuous, or non-personal, information,
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and devel op personal informtion.

Wi ch is one of the reasons why | egislation
has noved fromsinple PIl1 (or, personally
identifiable information) which used to be just
nanmes, e-namil addresses, you know, Social Security
nunbers, and financial information, to a far nore
br oader definition.

And | think the New York Privacy Act gets in
that, noves in that direction

We should make it explicit, that using
technol ogi cal tools to devel op personal information
or intimate information, especially information that
keys to protected classes, is also considered -- is
al so going to be considered personal infornmation,
even if the source of it, or the germof it, were
seem ngly innocuous pieces of data.

SENATOR THOMAS: Ari, you actually got into
this in your testinony.

You heard fromthe industry, they were
conpl aining that conplying with these rules wll
make it inpossible for them do business.

Is this a fair concern?

ARl EZRA WALDVMAN:  So we hear the -- we hear
this concern a lot, that regulation will stifle

i nnovation, or will prevent conpanies from doing
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t hei r work.

It's a Republican talking point every tinme a
law i s proposed in pretty much any | egislative
chanber .

There is very little evidence that regul ation
does stifle innovation.

There are several papers, both in the
econonmic and the political science and in |egal

literatures, that prove that there is no evidence of

stifling -- stifling innovation.
Anot her piece that -- that -- another
pi ece -- another piece that that argunent relies on,

is that it's harder for smaller conpanies to neet
conpliance costs than it is for |arger conpanies.

| think that m sses the point that, as | was
arguing earlier, it's not necessarily better that a
conpany is snaller.

Two guys in a garage can invade our privacy
just as insidiously as a 40, 000- person comnpany.

The focus should be on, not the size of the
conpany, but in the purpose of regulation.

Regul ation has the capacity to actually
inspire innovation, inspire the right kind of
i nnovation, or socially-conscious, or innovation in

line with what consuners want.
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If -- sonmeone -- soneone canme to ne when
| was speaking in Brussels sonetine ago, saying
that, Well, if we pass a law like this, we're never
goi ng have anot her Facebook.

And ny response was, "That's great."

[ Laught er. ]

ARl EZRA WALDVAN: | don't want anot her
Facebook that's damagi ng our denocracy, or
endangering the lives of LGBTQ persons by pushing
t hem out of the closet, or endangering the lives of
wonen by all owi ng harassnent to occur.

| f we can pass a | aw t hat enhances the right
type of innovation, then that's great.

LI NDSEY BARRETT: Yeah, I'mgoing to stop
just, you know, nodding along |ike a bobbl ehead to
everything Ari says, but, | would absolutely agree
with all of it.

And, in addition, it's funny that the tal king
points that, nmy God, any law will conpletely kil
innovation in its cradle, you know, that's com ng
fromindustry, and | think they're doing thensel ves
a di sservice.

Like, if we're going to talk about, like, the
creative genius of American innovation, and all of

that, you know, give thema little credit.
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| think that, you know, given -- given | aws
defined like this one is, setting clear boundaries
and saying: No, this is bad, don't do that. This
is okay, go forth

You know, of course, you can inagi ne that
t hey woul d harness that creativity, and respond.

And, you know, regulation would curb out the
exploitive practices and all ow the good ones.

JOSEPH JEROVE: | would just add that we hear
a | ot about how the GDPR is inpossible to conply
Wi th.

| m ght push back and ask, whether these are
costs that conpani es shoul d have been bearing to
begin with.

The GDPR, we shoul d understand, replaced
exi sting data-protection |aws that have been in
Eur ope for 20 years.

Not a whol e | ot changed.

What did change was, suddenly, there were big
fines and nore enforcenment which opened conpanies
eyes.

So, we ought to, again, be asking ourselves,
whet her sonme of these things, |ike privacy by
design, risk assessnents, that the CGDPR tal ks about

as accountability, were things that conpani es should
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have al ready been doi ng.

Now, to the extent we think that that's too
wi shy-washy and does have unfair costs, the
alternative is what CDT is approaching, is that we
just need to nake clear restrictions on stuff you
can and cannot do.

And so, you know, again, I'll give you an
exanpl e.

We keep tal king about the brightest
flashlight app.

Engi ne Advocacy, which is a non-profit
network of startups, told Congress that, you know, a
flashlight app has no clear functional need to
access a user's precise geolocation app to deliver
its service.

That's pretty obvious to, | think, everybody
on this panel.

W don't need to have risk assessnents or
costly privacy attorneys to make that determ nation.

We should just say, in law, that apps don't
need to collect location data they don't need.

MARY STONE ROSS: And | would just add, from
per sonal experience, the opposition canpaign that
formed to oppose the initiative was called the

Conmmittee to Protect California Jobs and Pronote
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| nnovati on.

And -- which was, actually, Google, Anmazon,
AT&T, and Contast, and Verizon, until
Canbri dge Anal yti ca happened. And then Facebook,
and Verizon actually, also dropped out.

But -- so this is a scary tactic.

It's -- as | said in ny testinony, privacy is
actually good for conpetition and good for business.

LI NDSEY BARRETT: And, actually, you can talk
to the conpany, sonebody -- one of you nentioned,
uhm the Brave --

JOSEPH JEROVE: Brave.

LI NDSEY BARRETT: -- the Brave guy.

But, you know, Brave, DuckDuckGo, you know,
there are other conpanies that are rising up in --
you know, and maki ng these busi ness nodel s that do
not rely on just surveilling people for no reason,
and keeping information that will |ikely have bad
ef fect for people.

So it's not inpossible.

SENATOR THOMAS: Li ndsay, in your opening
testinmony, you wanted to tal k about the privacy of
children, so let's get into that.

Shoul d children have a greater privacy when

it cones to these applications that we use on our
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phones and the websites that they use?

LI NDSEY BARRETT: So | think there are two
t hi ngs about kids -- well, there are a | ot of
t hi ngs.

But, first, you know, kids will do better in
an environnent where there are strong protections
for everyone.

You know, kids will do better in an
envi ronment where business is not incentivized to
assume that regulators will never cone knocking on
their doors, and that our laws are so cagily defined
and rarely enforced, that nothing bad will ever
happen to themif they push the boundaries.

So, either way, in a better-regul ated
ecosystem kids will do better.

That said, by virtue of the fact that, you
know, we can tal k about the cognitive limtations of
adul ts that hinder privacy decision-naking, and
that's absolutely correct.

It's even nore so for kids.

You know, kids don't know what they're
encount eri ng.

There's all kinds of interesting research.

You know, Kkids see YouTube, and it's a brand

that they understand, so they say, Ch, no, | don't
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t hi nk YouTube woul d col | ect anyt hi ng.

You know, they trust it.

So there is a need to provide firner
protections for children.

And there's al so, when you' re bal anci ng ki nd
of , you know, different equities of, you know, where
should we draw the line for privacy protections, for
children, it seens |like a pretty easy consensus to
reach, that, you know, kids are nore vul nerable.
They're -- the need to protect them and, you know,
for instance, for a right to delete, nakes nore
sense.

You know, they're -- they're -- and that's
not to undercut the case for why it nakes sense for
adul t s.

But for kids who don't realize what they're
putting online, it's particularly inportant.

And the funny -- the other thing about Kkids,
and COPPA, is, on the books, COPPA is a pretty
decent | aw.

Like, it sets out sone pretty firm
limtations, and gives parents access and del etion
rights.

But the fact is, because it's so

under - enf orced, conpanies don't bother to collect
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So you nentioned our Amazon Echo Dot
conpl ai nt.

Amazon is a giant, behenoth tech conpany.
They have an arny of conpliance | awyers.

They have no reason not to conply wth COPPA,
ot her than the fact that, you know what? The risks
of people bothering them-- rather, not us -- but,
the FTC bot hering them about it, are pretty |ow

So, COPPA' s a great exanple of why it's so
important for privacy |aws to have real enforcenent,
and even things |ike a privacy right of action.

And why it's so great that the New York
Privacy Act does.

SENATOR THOMVAS: Anyone el se?

MARY STONE ROSS: One of the approaches we
t hought about taking was expandi ng COPPA. But then
we decided that privacy is something that's
fundanmental to every single consuner.

And COPPA is a good | aw.

| think, as | nmentioned in ny testinony, the
problemis, conpanies are getting around it by
collecting information about children fromtheir
parents.

So any privacy | aws should address that, and
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make sure that doesn't happen.

And, absolutely, can't talk strongly enough
about the need for true enforcenent.

LI NDSEY BARRETT: And | al so shoul d have
nmenti oned, you asked about rights for mnors
under 18.

You know, COPPA starts at 13.

It's not as though, all of a sudden, your
mental faculties are set in stone perfect at 12.

You know, adults still struggle to manage
their privacy rights, because it's inpossible to do
for -- you know, on an individual basis.

So, yeah, in considering howto protect Kkids,
we still have, you know, 13 to 18, tweens, teens,
going out into the world and, unfortunately,
conprom si ng thensel ves, because the | aw doesn't
protect them

SENATOR THOVAS: | asked this question to the
| ast panel as well.

How | ong shoul d a conpany hol d personal
i nformation?

ARl EZRA WALDVAN: A conpany should only hold
information as long as they need it for the
particul ar purpose for which they collect it.

This is the principle of data m nimzation
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and purpose linmtation.

And I'd add in privacy by design.

So, for exanple, we should have -- we need a
rule, and the Data Protection Wrking Board in
Europe, which is a group of |eaders that has -- that
contributed to witing the GDPR, and now i ssue
reports interpreting it, have said that: Wen you
put together purpose limtation and data
m nim zation and privacy by design, what we have is,
not just collection for particular purposes, but,
al so, in databases that are automatically -- that
are built so they automatically delete data after a
year, after two years, instead of prom sing that,
we'll delete your data after a certain anmount of
time.

So, all of those rules working together;
these duties of confidentiality and duties of design
work together, to protect individual data far better
than just putting sonmething in a privacy policy that
says, we pronmise to delete your data after a certain
amount of time.

MARY STONE ROSS: And | would al so just add,
conpani es shoul d be encouraged to only collect the
information that they actually need to collect to

per f orm what ever function or service that they say
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they're going to do.

So, | mean, going back to the flashlight
exanpl e, because it is so egregious, right, Iike,
only collect -- | nmean, | don't even know what a
flashlight app needs to collect, other than to know
that, turn on that button there. But they certainly
don't need to collect your |ocation information.

JOSEPH JEROVE: So | will tentatively agree
with the previous panel, that it's difficult to say,
and it m ght depend on context.

The chal l enge is, as advocates, we often
don't know how | ong these conpani es are retaining
it.

They use general terms of, you know,

"l egitimate business interests,” "reasonabl e
retention periods."

It would be useful to have nore of an
understanding fromindustry groups, across sectors,
about how | ong they actually need sone of this
i nformation for.

W spent a lot of tine, again, talking about
onl i ne adverti sing.

It's nmy general understanding that a | ot of
ad data is capped for 13 nonths, because that gives

you a year, plus a nonth, to sort of neasure
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advertising canpai gns over a year.

But that's sort of my internal know edge and
di scussion of it. [It's not sonmething | think people
are broadly aware of.

And when we tal k about things |ike |ocation
data, again, we need to have a nore -- a fuller
conversation

And we're already starting to see sone of
t hi s.

| nmean, Google has rolled out the ability to
aut o-del ete sone of your |ocation data after, you
know, 3 nonths, or 18 nonths.

Those seem | i ke good nunbers to ne, but
they're sort of arbitrary.

Do you need |l ocation data for 3 nonths? Do
you need it for 18 nonths?

| don't know.

And conpani es need to be doing a nuch better
job of sort of justifying this.

LI NDSEY BARRETT: And I'Ill actually
(i ndi scernible) point fromthe previous panel, which
is that you can't -- well, I'll add a point: You
can't abuse data that you haven't collected. But,
al so, data that you haven't collected can't be

hacked.
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SENATOR THOMAS: That's true.

Thanks.
Next, |I'mgoing to conmbine the first panel
and second panel together, so we will have a nore

lively discussion here.

Shoul d conpani es be able to tell users that
they don't agree -- like, if they don't agree to
share, then they cannot receive the services?

ARl EZRA WALDMVAN:  No.

They're -- to deny individuals access to a
service, sinply because they have actually exercised
their preferences with respect to data, is
di scrim nati on.

We've noted this -- nenbers of this panel
have noted how the burdens of sharing information
are disproportionately borne by nenbers of
mar gi nal i zed groups; whether it is the poor; or
whether it is individuals, maybe queer individuals,
who are reaching out for online community, where
they can't find community in their geographic area.

When data burdens are borne by marginalized
popul ati ons, that neans that you're going to get
access to, and you allow conpanies to discrimnate
on who's going to get better access to a platform

that nmeans you're going to bifurcate the Internet
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bet ween the haves and the have-nots.

| don't think anyone really wants that.

| think conpani es want the freedomto be able
to do that, because they want to encourage
individuals to see their data.

But that's just yet another design tactic
t hat conpani es use to di senmpower i ndividuals.

And they're allowed to it under the current
system

It's clear, and it's hard to argue agai nst
this idea, that conpani es should be able to
di scrim nate agai nst their users.

And when | hear conpani es suggest that they
shoul d be able to mani pul ate users into giving over
information, it's just an attenpt to di sempower
users even nore.

MARY STONE ROSS: | was going to say that
privacy should not be a cormodity that only the
weal t hy can aff ord.

And, especially, a lot of these privacy --

t he worst abusers -- abuses are | owincone, nore
vul nerabl e, cl asses of people.

And then, also, just another note of caution,
this was sonmething that really got nmessed up in the

| egi slative deal in California.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

108

So inthe initiative, we had a really strict
non-di scri m nation provision.

So it said that a business would not be able
to deny access, charging nore, if you exercised any
of your rights under the California Consuner Privacy
Act .

So it was the right to opt out, but even just
all the transparency, the right-to-know piece of it.
So in the legislative conprom se, the

non-di scrim nation |anguage was still there, but
there was sone, just -- industry was pushing back.

And there was sone typographical errors about
who had to say the value of the data, and who the
val ue of the data was for.

So there was, you know, |ike agreenent that
this needed to be cl eaned up.

So, now, that bill has becone a
"custoner-loyalty program bill that elimnates any
mention of non-discrimnation. And, in fact, the
| egi slative intent tal ks about how much Californians
| ove their |oyalty prograns.

Personally, | hate going into Safeway
because, if | don't put my phone nunber in, it's
twi ce as expensive as going to Wol e Foods.

And so these are things that, you know, I|iKke,
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you need to go in, eyes open, that they're going to
push for these loyalty prograns, but it's
di scri m nati on.

JOSEPH JEROVE: | would just add that, the
pay for -- the question about pay for privacy and
pay for privacy prograns, it is very |oaded, because
there's a lot of different business nodels and a | ot
of different stuff going on.

| won't -- ny panelists -- co-panelists have
done a good job of describing howit is incredibly
di scrim natory.

You nentioned grocery store |loyalty prograns.

| think |oyalty progranms do provide a
t remendous anount of value to consunmers when they're
first-party loyalty prograns, when the store is
actually trying to do things to nake nme to cone
back, and to develop a relationship with ne.

The problemwith so many of these loyalty
progranms, as | mentioned in ny witten testinony, is
that they are sinply a pipeline to sell data to data
br okers.

So if I want to access cheap mlk at the
grocery store, | need to have a loyalty card. That
|l oyalty card is going to be run by a conpany |'ve

never heard of, who's then going to have a data
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co-op, and share nore and nore information around.

And that's going to be used in ways that are,
either, discrimnatory, or we just don't know,
because there's no requirenment that they tell us.

And, that, | think is the real problemin our
data ecosystem

MARY STONE ROSS: And, sorry, just to echo
t hat point about |oyalty progranms, the business is
getting a benefit fromyou being a part of that
| oyalty program

For exanple, on airlines, if you're a nmenber
of their loyalty program you know, |ike, that's the
pi peline that you're going to go to. And, nost
likely, you're going to conme back to them

So selling your information on top of it is
just extra ice cream

SENATOR THOVAS: | asked this with the |ast
panel as well.

s there anything that | should do to inprove
the New York Privacy Act?

LI NDSEY BARRETT: | -- | -- so | would take
out the exception for publicly-available
information, by virtue of the fact that so nuch of
what data brokers rely on is from public records.

You know, you can get both -- you take
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information that by itself seens innocuous, but, in
conmbination with (indiscernible), a grocery store,
now | know, you know, oh, you purchased a pregnancy
test here, but then didn't buy diapers a year after.

You know, whatever you can get fromthat, you
conbine that with, | don't know, publicly-available
arrest records, driver's records; there's all kinds
of publicly-available information that, as a
concept, it seenms like, oh, it's out in the world,
there is no privacy interest there.

But, in conbination with other information,
can be used in a very privacy-invasive way.

In my testinmony | cite to Whody Hartzog's
wor k on public information.

Really illum nating.

And the other that | would add is, in the
except -- there's an exception for the liability
of -- thisis alittle bit into the weeds -- but,
"for the violations of third parties, absent actual
knowl edge that the party planned to break the | aw
when the data was actually shared.™

And | think that that will end up exenpting
al nrost all transactions, because, usually, you know,
what ever, your Facebook, you make a contract with

GSR and Canbridge Analytica. You don't know at the
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time that they are planning to go, and, you know,
break (indiscernible cross-talking) --

SENATCR THOVAS: What section is that?

LI NDSEY BARRETT: This is a great question.

It mght be in ny testinony, and | can find
that and foll ow up.

SENATOR THOVAS: (Ckay. Thank you.

Anyone el se?

JOSEPH JEROVE: So | think Ari and Lindsay
are perhaps bigger fans of the "data fiduciary"
concept than ny organi zation is.

You know, again, we would ask for explicit
limts around certain types of information, whether
it's health information or geol ocati on.

That creates a clearer rule for conpanies.

There's no confusion if you just can't do
certain things.

But | actually will say, that | think a | ot
of what | would encourage you to sort of tow the
line on, is there are very good and strong
definitions in this |aw

| nmentioned briefly in nmy testinony how --
the definition of "personal information" and the
exceptions to that.

So, de-identified information is really the
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ball gane with these | aws.

How t hose two definitions are scoped,
determ nes the scope of the protections.

And | think you have a really strong start
with those definitions, and | think you're going to
get a lot of pushback because of it.

ARl EZRA WALDVMAN: | think this is areally
good start.

There are three things that | would focus on
in terms of potential changes.

One would be, with respect to the "fiduciary"
section, to nmake it a little bit nore clear about
what the duties of information fiduciaries are.

And | laid those out in ny witten testinony,
as well as discussed it briefly here, duties of
care, duties of confidentiality, and duties of
| oyalty; and describe briefly what that is.

And the Data Care Act does a nice job of
that, and there m ght be a good parallel.

| would al so note, just as an aside, that
that is not inconsistent with the Del aware corporate
| aw s requirenment that conpanies have fiduciary
duties to their sharehol ders.

There are -- just because a conpany has a

fiduciary duty to their sharehol der doesn't mean
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that they have other duties.

Products liability, for exanple, is a really
good exanple. Conpani es have duties to consuners
beyond just duties to their sharehol ders.

A second thing that | would suggest, that
we -- there mght -- there's roomfor a discussion
on the role of privacy by design; the idea that
privacy should be part of the design process.

|"ve witten quite a bit about this, as well
as sone others, of what that actually neans.

And | think there is a far better way to do

it than to just wite Article 25, what the GDPR has.

And | tal ked about that in nmy witten
testinmony, of a nore specific way that conpanies
can -- that provides notice to conmpani es about what
“privacy by design" is.

And then, third, | agree with, about the
i nportance of these definitions.

But | also think that we could be even
stronger with private rights of action and
enf or cenent .

We shoul dn't burden the New York Attorney
Ceneral's Ofice with the responsibilities for
protecting every el enent of privacy rights of

New York residents.
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And there is such a strong capability for
private rights of action to have an effect on
cor porate behavior, that there may be a role for,
and | think there is a strong role for, private
rights of action for individuals to effect their
privacy rights.

MARY STONE ROSS: | have a | ot of notes,
which |I''m happy to share with your office, because
they're pretty detail ed.

But one thing that I would say, that you got
a |l ot of pushback fromthe first panel this norning,
but, it is critical to say that harmis a privacy
injury. That you do not tie it to a market-based
har m appr oach

That approach is antiquated, and it doesn't
work in the privacy context.

And so you al ready have | anguage in there,
which is fantastic, and | conmend you for that.

The only thing that | would add is that, in
the California law, we allow a third party to
opt out on a person's behal f.

And the reason why this is inportant is, as
you can see with that Oracle data directory, there's
SO many conpani es out there that are collecting,

processi ng, and selling your personal information,
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and an individual has no idea who these conpanies
are.

So it would be great, speaking of another
busi ness opportunity, or a non-profit opportunity,
to all ow ot her people or organi zations to be able to
opt out of the sale of your information on your
behal f .

SENATOR THOMAS: Thank you.

|"mgoing to hand this over to Senator Savino
now for some questions.

SENATOR SAVINO (M crophone turned off.)

Thank you.

"1l be brief, because this is conplicated,
very conplicated, but illum nating.

(M crophone turned on.)

And it's alnost as if people -- consuners
have becone willing participants in the | oss of
their own data, just by virtue of signing up for
rewar ds prograns.

| nmean, | know I'mguilty of it, we all are,
because people like to get things, as you --
| think, M. Jerone, you pointed out, that people
like their rewards prograns.

We all do, because we get sonething tangible

of a benefit.
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But it does kind of strike me as weird.

Like, I go into CVS and, you know, you sw pe
your little card, and they give you this -- you ever
go to CVS and you get your receipt, it's like 4 feet
long, and it's all the coupons, because they know
your buying history.

Everyt hi ng you' ve ever bought in the past
six nmonths, and they're giving you a coupon for it.

And then the next thing you know, you go
home, and you | og on, and, suddenly, there's a
coupon for that product.

And it is alittle frightening.

But nore frightening is, |I'm1looking at
this -- on the location service.

So ny staff nmenber behind nme just gave ne her
Google locator. And I'm | ooking at Decenber 15th
of -- Decenber 8th of 2015, her entire day.

Even though you can del ete sone of it, but
it'"s really hard to get rid of this.

Every nonment of the day, where she was, what
she was doi ng.

How many m nutes she spent driving in a car
from her address to Rite Aid.

And going to a college, and then going

sonewher e el se.
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That's really scary.

What possi bl e reason could they have to keep
all this information for all this tinme?

Wiy woul d they need to know where | was at
every nonment of a day?

MARY STONE RCSS: | nean, the problemis,
right now, why wouldn't they keep all that
i nformation?

It's free to hold on to it, and, who knows?

Li ke, maybe there's sone use that they
haven't thought of yet to keep it.

So that's why we need regulation, to shift
that, so there is sonme cost to holding on, and
collecting all of that information in the first
pl ace.

SENATCR SAVING | nean, | think, in sonme
respects, there's a value to -- to nyself too.

Li ke, sonetinmes | forget what | was doing.

| go back to ny calendar. You know, and as
an elected official, it's inportant, sonetines you
need to match up what you did on a particul ar day,
if you're filing your financial disclosure fornms or
your filing canpaign finance forns.

But it never occurred to nme that Google

| ocator had ny every nonent in their system
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sonewher e

MARY STONE ROSS: And, also, that's your
cal endar, so you should be able to go back and | ook
at it.

But do you want Googl e and 50 ot her tracking
services, and then, whoever else, to be able to | ook
at that information too.

SENATOR SAVINO | think the point I'mtrying
to make i s, nost people probably have no idea.

Ri ght ?

So you sign up for, you know, you get a
Googl e account.

You sign up for rewards at CVS or Rite Aid or
Macy's, or wherever it is that you do.

You do these things because you think that
there's a benefit to you personally, and you get
something out of it. You get coupons; you get
di scounts; you get Macy's books; you get, you know,
the 4-foot-1ong receipt with, you know, extra bucks,
or whatever they call it at CVS.

So you get sonething of val ue.

But -- so consuners really have no idea that
they' re doing this.

So -- so how do we -- beyond the passage of

this bill and enforcenent --
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Which I'mnot sure how we woul d do that,
that' s anot her chall enge.

-- how do we rai se awareness anbng CONSUMers
that they need to be nore vigilant with their data
protection on their own?

ARl EZRA WALDMAN:  So it's not just that
consuners aren't aware.

And it's -- if consuners were just not aware,
t hen publ i c-awar eness canpai gns woul d be effective.

But it's that these processes engage our
psycho -- innate psychol ogical barriers to actually
understanding it.

Part of the problemis, one of the things we
call "hyperbolic discounting."

It's, hunmans are really, really bad at
conparing current benefits, like the loyalty or the
di scounts that you get froma loyalty program wth
the -- with potential future risks.

We just can't adequately bal ance or assess
the risk and reward -- the risk-and-reward basis.

So, given that, then we can't really -- we
shoul dn't really be focused on giving users nore
i nformation, or giving themnore control, or giving
t hem nore choice, because it's a fallacy.

That's what the current | aw does, and that's
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what all transparency laws do, is just to say, give
users nore information about what's happeni ng.

That's why the structure of |laws, like the
New York Privacy Act; or laws |like, structures of
information fiduciaries; or any other -- or privacy
by design, are focused on shifting the burden of
protecting our privacy fromindividuals to
compani es.

So, you ask, how do we hel p consuners protect
their privacy better?

Sure, we can educate, we can put it in
curriculumin schools. W can have canpai gns about
it.

But that's not the goal.

We have to shift the burden to conpanies, and
provide regulation that Iimts what they can
col |l ect, because we are cognitively unable, even
with all possible information, to make those
adequat e choi ces.

SENATOR SAVINO Hmm interesting.

LI NDSEY BARRETT: Yeah, | woul d echo that
1 mllion percent, and al so say that, when we talk
about privacy, | think we tend, and | say this, in
that, it's becone accidental by virtue of very

deliberate crafting of, kind of, tal king points and
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nmessagi ng from conpani es that don't want privacy
regul ati ons.

But, we tal k about privacy, in ternms of
consuner protection, in a conpletely different way
than we tal k about any other areas of our I|ives.

Li ke, we tal k about, |ike, oh,

(i ndiscernible) -- you know, aren't we wlling
partici pants, except, oh, by the way, you know, we
| ack choice. This is in -- you know, it's an area

where people aren't able to deal with things.

But we don't say, like, oh, well, you know,
you seem perfectly willing to go out and buy spoil ed
nmeat .

Li ke, we don't say, oh, that's what the
mar ket wi |l bear.

W say, no, there's a basic |ine of what
peopl e shouldn't be able to subject thensel ves to.

So | think when we get bogged down too
heavily in kind of the willingness and the
expectations portion, where, part of it, there's
absolutely a grain of truth to it, but there's also
an extent to which it blurs the larger truth of the
extent to which these aren't, you know, harns that
peopl e are able to avoid on their own.

And we tal k about privacy in a weirdly, just,
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categorically different way than we do ot her areas
of consuner protection.

JOSEPH JEROVE: Yeah, | think I'mjust
echoi ng what ny co-panelists said.

| nmean, the reality is, conpanies are happy
to provide us with | onger notices and nore choi ces
because we are drowning in notices and choi ces.

And, you know, as a privacy advocate, we have
Data Privacy Day once a year, and |I'm always call ed
upon to -- by the nedia and other: Wat can | do to
protect mny privacy?

And I'll say sonething, |ike, You know, check
out all of the apps and privacy settings on your
phone.

The average person has 80 apps on their
phone.

That's -- even at 5 m nutes api ece, how are
you going to nake the tinme for that, and we've just
handl ed t he phone.

We haven't handl ed any the snmart devices in
your hone.

W haven't dealt with any of the
brick-and-nortar |oyalty cards.

W haven't dealt with what enployers are

doing with your data, what your health conpanies --
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or, insurers are doing with your data.

You nentioned CVS coupons.

"' m al ways fascinated by what happens when
you use your CVS loyalty card at the CVS pharnacy.

We act |like we have health privacy | aws, but,
all of our privacy laws, in general, are very, very
| eaky, and our health, you know, information falls
out of the HI PPA, which is the federal health
privacy law, pretty easily.

We spend a lot of tine tal king about how
financial data is very heavily regul ated, but the
privacy protections around financial data are
mnimal. You have to go to your bank and see if you
can figure out what choi ces you have about how t hey
share your financial data.

It's easier said than done.

And so |'mjust, you know, parroting what
both Ari and Lindsey have sai d.

I ndi viduals can't do the job.

Lawrakers need to start naking sone deci sions
(i ndi scerni bl e cross-tal king).

SENATOR SAVINO Well, truthfully, they nail
it, like, they send it to you. Right?

Most of us, we look at it, and then we just

toss it because it's, like, 14 pages and it's very
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tiny type, and you're just like, ack, and you throw
it away.

Yeah, you're right. It's we -- you may be
right, we may not be able to cognitively absorb it
and internalize it.

MARY STONE ROSS: So one of the ways we
addressed this in California is that, if a business
is selling personal information, because there is an
opt-out, they have to have a button on the button of
their page that says, "Do not sell ny persona
i nformation."

So it's kind of a public sham ng.

So AT&T, which you're paying for every nonth
for crappy service, who is also selling your
personal information, all of a sudden, when you go
to pay your bill, there would be a button on the
bottom of the screen that says, "Do not sell ny
personal information."

And so what we've seen is that, businesses
who don't want to -- who don't want to be selling
your personal information are naking sure that they
are conpliant, so they don't have that button on the
bottom of the screen that actually calls them out on
what their business nodel is, in fact.

SENATOR SAVINO. And does the California | aw
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have a private right of action?

MARY STONE ROSS: No, it got taken out.

It has a private right of action for data
breaches, but it got taken out in the |egislative
conmprom se

So this is the probl em now.

It's just AG enforcenent for nost of the | aw
And their office cane out and said, they only think
they can only bring three enforcenent actions under
t he CCPA, a year.

But what the initiative had besides the
private right of action, is we also allowed district
attorneys and city attorneys and city prosecutors to
bring action under the | aw.

SENATOR SAVI NO Have any of them done that?

MARY STONE ROSS: It's not in effect yet.

January 1, 2020.

JOSEPH JEROVE: Sorry to interrupt you

| actually do think nore enforcenent
mechani sms is incredibly inportant.

And ny organi zation was really involved in
t he Washi ngton Privacy Act, which had a | ot of other
really strong ideas, but would have, basically,
preenpted, again, |local, county, and state

officials.
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And, localities are really playing an
inmportant role in the privacy debate.

The Los Angeles Attorney is bringing a
| awsuit agai nst the Wat her Channel app for, again,
selling | ocation data.

W' ve seen the Washington, D.C., our attorney
general, is suing Facebook, pretty successfully so
far.

So, again, | think it's inportant to have
avenues of enforcement, and making sure that this
isn't just on the attorney -- the state attorney
general is vitally inportant.

LI NDSEY BARRETT: And not to nention, Ari
mentioned this briefly, but, on the, kind of,
private right of action, every tinme you have an
i ndustry panel, they'll say, Ch, ny God, you know,
we'll be drowning in |awsuits.

But you al so think about, kind of, the
i ncentives agai nst people filing | awsuits.

They' re expensive, they're difficult.

Most people don't do that.

The way that -- the reason that having a
private right of action is inportant is, one, if
there are problens of such a broad scale that it

does becone, you know, reasonabl e and neani ngful for
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sonmeone to pursue that, it's avail able.

But, also, it says to the conmpanies, no, this
is real. You have you to take it seriously. This
isn't another privacy |aw that you can, you know,
| augh of f because, oh, by the way, you know, the
state AGis already swanped, the FTC i s swanped, you
know, they're not going to do anything about it.

So, in terms of gauging what's actually going
to happen, like, the way that having a private right
of action shapes incentives is vitally inportant.
And t he odds of, you know, having every Tom D ck,
and litigant waltz in and ruining American industry
is pretty slim

SENATCR SAVINO  Uh-huh, that's true

And we al ways hear that whenever we're
| ooking to inprove people's ability to bring a
| awsui t .

Cenerally, trial attorneys don't take cases
unl ess there's nmerit to them because they don't get
pai d unless they win, so they have to put the effort
into it.

But, it's a valid point.

Yes?

MARY STONE ROSS: And just going back to why

we had a private right of -- | nean, there's a |ot
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of reasons why we had a private right of action in
the initiative form

But one of the exanples that was really
foundational to me, was there's a case goi ng agai nst
Facebook right now, that's progressing through the
courts, based on an Illinois Bionmetric |Information
Privacy Act.

And so Texas actually has a very simlar |aw,
but, in Texas, it's only AG enforcenment, while, in
II'linois, it was AG enforcenent, but also a private
right of action.

And so we see nothing -- both of these | aws
have actually been on the books for many, nany
years.

Texas, nothing happened.

But, in lllinois, they're naking quite a bit
of progress.

SENATOR SAVINO Hmm  Very good.

Thank you.

SENATOR THOMAS: All right, thank you all.

Panel 2 is dismssed.

(AI'l panelists say "Thank you.")

SENATOR SAVINO  See, they knew | was tal king

about them

My Macy's noney is about to expire, they just
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sent ne. They heard ne.
[ Laught er. ]

SENATOR SAVINO  They heard ne.

SENATOR THOVAS: All right.

So we have the third panel here.

Again, if | slaughter anyone's nane, please
forgive ne.

So, from Consuner Reports, we have
Charl es Bell;

And fromthe New York Civil Liberties Union,
we have Allie Bohm

So the rules, again, actually, since there
are only two of you, you're only going to be given
10 minutes, 5 m nutes each.

So, let's start with Allie.

ALLI E BOHM Thank you for the opportunity to
testify today.

My name is Allie Bohm [|I'ma policy counsel
at the New York Civil Liberties Union.

Ch, that thing noves.

It is no longer possible to participate in
soci ety wi thout providing personal information to
third parties that may, in and of itself, revea
intimate details of one's life, or, that when

conbined with other data and anal yzed, may expose
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such i nformation

The consequences can be prof ound.

For exanpl e, personal information has been
| everaged to ensure that only younger nen see
certain job postings, and to excl ude
African- Areri cans from view ng certai n housing
adverti sements.

Canbri dge Anal yti ca obtai ned nore than
50 million Facebook users' personal information, and
purported to use that information to convince
i ndividuals to vote for M. Trunp.

During the 2016 el ecti on, personal
information was al so used to target ads to
African- Anericans, urging themnot to vote.

Agai nst this backdrop, the Comrittee's
consi deration of online privacy and the state
Legislature's role in overseeing it could not be
timelier.

Because of the limted tinme, | will describe
t he scope of the problem and the | egal |andscape
that any privacy legislation will fall into.

M witten statenment tal ks about | essons
| earned fromother -- fromour sister states, as
wel | as provides specific feedback on

Senat or Thomas's New York Privacy Act.
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We started our privacy work at the NYCLU by
making a |ist of harns that stemfromthe pervasive
collection, retention, sharing, nonetization, use,
and m suse of personal informtion.

Here are sonme of them

Entities, whether businesses, enployers,
school s, landlords, health insurers, or
credit-issuing agenci es, can use anassed personal
information to limt individuals' awareness of and
access to opportunities.

Dependi ng on the opportunity, personal
i nformati on and sophisticated al gorithns can be used
to circunvent our civil and human rights | aws, as
| described earlier.

Even when advertisers do not deliberately
di scrimnate, individuals' opportunities my be
i nadvertently limted as the result of the online
advertising industry functioning as intended.

For exanple, a representative of the Network
Advertising Initiative testified at Novenber's
Federal Trade Comm ssion hearing that, quote, Wnen
are less likely to see enploynent ads for careers in
t he sci ence, technol ogy, engineering, and math field
si nply because they have hi gher val ue to other

adverti sers because wonmen do nore shoppi ng.
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In addition, as entities increasingly turnto
sophi sticated algorithnms to place ads, screen
resumes, or even in governnment hands to nake bail or
chi | d-cust ody decisions, the training data used to
devel op the al gorithnms have outsized inpacts on
i ndi vi dual s' opportunities and out cones.

Al gorithnms work by identifying correlation,
not causation, and the training data used to, quote,
teach al gorithns what patterns to | ook for, often
reflect and magni fy entrenched historical biases.

In addition to discrimnation based on
protected cl asses, anassed personal information can
be used to engage in unfair price discrimnation.

Pervasi ve col |l ection and use of personal
information can al so exacerbate information
di sparities and contribute to the erosion of free --
of trust -- (makes verbal sound) -- the erosion of
trust and free expression.

I"mtrying to go too fast.

Col l ection and pooling of personal
information creates treasure troves for governnent
access. This is because the antiquated third-party
doctrine permts the governnent to get information
fromthird-party custodians w thout court oversight

and wi thout ever telling the individual to whomthe
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i nformati on pertains.

It also creates a bull's eye for data
t hi eves, whet her those seeking profit or those
seeking to interfere in U S. elections.

Dat a breaches, and the m suse of personal
information, can lead to financial harm
reputational harm enotional harm or physical harm

It can underm ne an individual's job
prospects, or famly and friend rel ati onshi ps, and
can increase the risk of future harns.

Conmpoundi ng these probl ens, individuals do
not know or consent to the manner in which entities
collect, use, retain, share, and nonetize their
personal information.

Moreover, entities that collect, use, share,
retain, and nonetize personal information have
speci al i zed know edge about the al gorithns and
dat a-security neasures they use, as well as about
how t hey collect, use, retain, share, and nonetize
personal information, that the average individual is
unlikely to know or understand.

Still, individuals denonstrate tinme and again
that they care about privacy.

92 percent of Facebook users alter the soci al

network's default privacy settings, indicating that
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they wish to choose with whomthey share persona
i nformati on.

Simlarly, 92 percent of Americans believe
conmpani es shoul d obtain individuals' perm ssion
before sharing or selling their personal
i nformati on.

Drafters seeking to author privacy
| egi slation are not painting on a clean canvas, and
any legislation nust be crafted to interact well
wi th existing New York and federal sectoral privacy
| aws.

Mor eover, conprehensive privacy |egislation
must be tailored carefully to conport with
Suprene Court precedent.

In Sorrell v. IM5 Health, Inc., the Court
hel d, that speaker-based restrictions on the sale,
di scl osure, and use of personal information to
hei ghten scrutiny, any privacy |aw that prescribes
the collection, use, retention, sharing, or
noneti zati on of personal information, based on the
purpose for the |l everaging or the identity of the
entity doing the leveraging, is |likely suspect.

The NYCLU appreciates the opportunity to
testify today, and apol ogi zes for speedi ng through

this, and stands ready to assist -- to answer any
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guestions, and also to assist the Conmittee,
Senat or Thomas, and ot her interested | awrakers, as
you craft privacy legislation for New York State.

SENATOR THOVAS: Charl es.

CHARLES BELL: Chairman Savi no,

Chai rman Thomas, thanks so nuch for the opportunity
to speak today.

My name is Chuck Bell. |'mprograns director
for Consumer Reports, an independent, non-profit,
nmenber organi zation representing 6 mllion consumers
nati onwi de, based in Yonkers, New York

In the absence of action fromthe federal
government, states are beginning to take inportant
steps towards establishing baseline privacy
protections.

It's crucial, as you' ve heard from ot her
speakers here today, that any state privacy
| egi sl ation has strong protections that advance
consuner rights, ensure privacy by default, hold
conpanies to real limts on collection sharing and
retention, and is backed up by strong enforcenents.

New privacy protections are needed now nore
t han ever, but this area has been |argely
unr egul at ed.

The bi ggest tech conpani es have bal | ooned
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into billion-dollar corporations, based on the
opaque coll ection and sharing of consunmer data, with
few protections or guardrails.

There is no general, across-the-board federal
privacy |law granting consumers baseline protections,
and the federal agency tasked with overseeing these
conpani es, the Federal Trade Conm ssion, is vastly
under power ed and underresourced.

That is why state action is so inportant and
shoul d not be chi pped away.

States have often led the way in consuner
protection.

And, later on, those strong protections
devel oped at the state | evel could be codified by
t he federal governnent.

Basel i ne protections, anal ogous to nandatory
seatbelts or air bags, are needed so consuners can
safely use apps, social nedia, and online services
wi t hout having to conpronmise their rights to
privacy.

Consuners want nore, not fewer, protections.

For exanple, 92 percent of Americans think
that their Internet service provider should provide
greater control over the sale of their persona

i nfornmati on.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

138

More than half of consumers don't trust
soci al -nmedi a conpani es to keep their information
safely protected.

And al nbost three-quarters say that it's very
i nportant to have control over their infornmation.

Recent scandals involving the illicit sharing
or sale of personal information have reveal ed broad
unease anong consuners about data sharing.

Clearly, consuners value their smartphones
and their devices and connected products, and ot her
apps and services, but they don't have confidence
that their information is being adequately
pr ot ect ed.

So we at Consuner Reports have been
supporting the SH ELD Act to inprove information
security.

We have not taken a position yet on the other
two privacy bills that are pending, but we think
t hey have nmany prom sing features.

On the SH ELD Act, we agree with the attorney
general, and many other parties, that this would be
a really good | aw for consuners.

We woul d note that, consuners | ost
approximately 3.4 billion to new account fraud in

2018.
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And so, in light of the epidemc of data
breaches we're seeing across the country, and the
| ack of broad requirenments for information security,
we think that's a very inportant |aw for New York to
pass.

Wth respect to the privacy bills, S5462
woul d provi de stronger protections; for exanple, by
requiring the conpany to obtain perm ssion before
col l ecting, using, or sharing information with
anot her conpany.

It al so has appropriately strong enforcenent
provi sions, including the private right of action.

So we like that bill.

W think it could be strengthened in various
ways, in sone of the provisions, in addressing some
of the definitions.

We give one exanple in our statenents.

We al so |ike Assenbl ynmenber Kinms bill,
A7736, which includes privacy provisions that have
been reconmended by Consuner Reports, including data
m nimzation and affirnmati ve consent to additi onal
col l ection and sharing, restrictions on charging
consuners nore for declining to sell their data to
third parties, and strong enforcenment provisions.

So we | ook forward to working with New York
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| egi sl ators on privacy |egislation.

We really thank you for your attention to it
here, and | ook forward to working with you going
forward

SENATOR SAVINO (M crophone turned off.)

Thank you, bot h.

So, so far, the first two panels like the
SHI ELD Act; split evenly on the New York Privacy
Act .

(M crophone turned on.)

You two seemto be a little bit of both.

And | know Senator Thomas has a | ot of
guestions for you, but |I have one question about the
ot her states.

You said, "Lessons from other states" --

And it made ne think of sonething.

-- "conprehensive privacy |egislation nust
reach nore than just sales.”

So you nentioned in the testinony that:

"Legislation that focuses solely or primrily
on the sale of personal information, as California's
| aw does, m sses the nark.

“"Many entities that profit off of personal
informati on do not sell that information; rather,

they |l everage it to sell advertisenents.
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"“An advertiser approach is an entity with an
audience it would Iike to reach, say, suburban wonen
with children who drive mni vans and |ike the color
blue, and the entity uses the personal information."

So it made ne think about the use of digital
ads in political canpaigns.

W all doit.

So how would we -- how would -- as peopl e who
are developing a policy or a statute, how do we do
it inawy that we're also cognizant that we're
buyi ng and selling people's data for the purposes of
advancing political canpai gns?

ALLI E BOHM  Sure.

And so | think it depends on what your
construct is. Right?

There's certainly, sort of, constitutionally,
| think, based on Sorell, you' d have a | ot of
troubl e carving out political ads.

Ri ght ?

That that would have serious First Anmendnent
probl ens.

But, if you're not |ooking at a ban on
targeted advertising; rather, you' re |ooking at, you
know, | think CDT would probably say, restrictions

on what, you know, personal data can be used.
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We actually haven't -- at the NYCLU, have not
abandoned the idea of meaningful notice and choi ce.

W think the way it's now is not neani ngful.

We think, you know, the 40-page privacy
policy in size 8 font doesn't provide anybody with
noti ce.

And the choice that says, you know, dick
here to say okay, or you can't use our website, is
not a choi ce.

But if you did have a regine that figured out
how to neaningfully tell the people the information
t hey need to know about what -- you know, and give
them real choices about what their data could be
col |l ected and used for, people mght opt in to
targeted adverti sing.

|"ve certainly heard people give very, very
passi onat e defenses of targeted adverti sing.

And, in that case, data would be able to be
used for targeted advertising for your political
ads.

| think you're also going to continue to see
cont extual adverti sing.

You know, | don't think any of the proposals
woul d get rid of advertising based on, so |'m

searching for, you know, senators running for
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reelection in New York. You know, that m ght be a
time that your ad pops up.

O, even, I'mon searching for issues that
you were particularly passionate about, that m ght
be a tine that your ad pops up.

O you happen to know that fol ks who read
"The New York Tines" are likely to be Denocratic
voters.

| don't want to (indiscernible) Republicans
shoul d read "The New York Tines" too. | don't want
to say that that's a thing.

You know, naybe that's where you place your
ad.

And the data are pretty m xed as to whet her
contextual advertising is, in fact, as effective, or
even nore effective, than targeted adverti sing.

SENATOR SAVINO Hmm Interesting.

Thank you.

"1l hand it over to the sponsor of the bill.
SENATOR THOMVAS: | don't have too many
guestions, but what | want to touch on is, you know,
we' ve tal ked about personal information, and what,
you know, these data conpani es have on us, and how

they use it to discrimnate, how they use it to

target us with advertisenents.
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How woul d you define "personal information"?

ALLI E BOHM  Sure.

So nmuch like my coll eagues on the previous
panel, I1'd like to see a definition that's pretty
broad, that tal ks about information that is
reasonably linkable, directly or indirectly, to a
speci fic individual, household, or device.

And, you know, part of the reason for that
is, you know, as our coll eagues tal ked about, so
much of the nefarious practices, that | tal ked about
in ny opening statenment, operate not just because
sonmeone knows that they're targeting you,

Senat or Thomas, but because sonebody knows t hat
they're targeting a device that has this
constellation of interests and activities it's
engaged i n.

Your identity doesn't really matter.

| want to put a finer point, and | want to
articulate a space where I think we differ from CDT,
and that is, we really don't feel -- and
| appreciate the fact that your bill does not
perpetuate what's called the
"sensitive/non-sensitive distinction,"” and that's a
distinction that provides greater protections for

so-called "sensitive information,” things |ike your
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first and | ast nane or your Social Security nunber,
and then for other information.

And that's because so-called "non-sensitive
information," often in the aggregate, and sonetines
i ndividually, can, in fact, reveal very sensitive
i nformati on.

Soif I'"'m-- ny shopping history is usually
not sensitive.

My health history is.

If 1'm shopping at Head Covers Unlimted or
TLC Direct, those are both websites that specialize
in hats for cancer patients.

It's probably trivial to infer nmy health
st at us.

Al so, different people view different pieces

of information, sensitivity levels, differently.

So we really feel like this broad
definition -- and you do this really well in your
bill -- is super inportant, to nake sure that we're

capturing all of the ways that data can be used,
frankly, to discrimnate agai nst us.

CHARLES BELL: If I could just add, | think
there's a concern for consuners that we have | ost
all control over the information that conpani es have

about us, and that they collect things that are
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barely on the fringes of our awareness that could
even be coll ect ed.

So one exanple | would give of that, is that
sonme fintech conpani es, apparently, collect the
speed with which you fill out an application on your
smart phone or tablet, and use that information in
eval uating your worthiness for a |oan or for
granting credit.

So the consunmer doesn't necessarily know that
that information exists.

Perhaps they weren't filling out the |oan --
the application as quickly as they m ght, because
they were juggling with their other hand, or perhaps
they have a disability.

And so a conpany night acquire a piece of
information like that, and retain it for a very long
period, with no ability for the consumer to review
or correct it.

And so under the Fair Credit Reporting Act we
have certain protections. W're supposed to be able
to protect information supplied by creditors about
debts that we owe or bills that we didn't pay.

And that process has actually proved to be
exceedingly difficult for consumers, with over half

of consuners giving up because they find it al nost
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i npossi ble to get satisfaction.

So ny point is that, there's all kinds of
data that's being retai ned by conpanies. Consuners
are not aware of the broad range of things that data
brokers and ot her conpani es have on them And it --
some of it may well be erroneous, and yet it's
getting swept into the big data universe, and can be
used in the algorithm c processes to deci de what
consuners get and what price they're going to pay.

And so, that, | think we have to |look at this
guestion in that |ight.

SENATOR THOVAS: Allie, since you're with the
NYCLU, do you know of any cases that have been
brought when it's been discovered that a consuner
has been discrimnated agai nst, whether it be prices
or, like, you know, a job going away or a pronotion

not bei ng handed down?

Have you -- do you know of any cases |ike
t hat ?

ALLI E BOHM  Sure.

So ny col | eagues at ACLU National, along with
several litigators at other law firms and

organi zations, recently settled a case with Facebook
over discrimnatory advertising practices.

And because Facebook's advertising platform
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allowed folks -- or, I"'msorry, allowed advertisers
to make sel ections, either based on, you know,
finding | ook-alike audiences for their existing
list, or, you know, narrow ng by particul ar

ZI P codes, or, just picking categories that were
really likely to be proxies for sex or race or age.

There were -- wonmen were not seeing job
postings. O der workers were not seeing job
postings. African-Anericans were not seeing housing
ads.

And that case settled, and Facebook agreed to
create a separate advertising platform-- 1 should
say, that cluster of cases, ACLU s was one of them
settled, and Facebook agreed to create a separate
advertising platformfor housing, credit issuing,
and enpl oynent ads, | believe those were the three
categories, where there would not be -- everything
woul d have to be a 20-mle radius froma point
specific; so either the specific, you know, center
of the city or, you know, a particul ar address, so
you couldn't do sonme of the, you know, redlining.

And then, also, taking out a |lot of those
proxi es that were being used for sex, race, and age.

SENATOR THOVAS: Do you see a lot of lawsuits

based off of this?
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ALLIE BOHM | -- you know, to be perfectly
honest with you, | haven't been following it as
closely as | wished that | could have.

But 1'd be happy to follow up with your
office with that information

SENATOR THOMAS: The first panel had
expressed their displeasure to the private right of
action, and how that would increase the nunber of
| awsui ts.

That was one of the reasons why | asked you
t hat question, you know, how many have you seen?

Do you think that, because there's a private
right of action here, there will be a tendency for
abuse?

So if you want to conment on that.

ALLI E BOHM  Sure.

You know, | think the |ast panel answered
this really well.

Lawyers generally don't want to bring
frivolous lawsuits, right, and, so, to the extent
that | awyers, because you can be sanctioned, or,
because you're going to | ose, and then you' re not
going to get your attorney's fees. Right?

So, you know, | do think that is a check.

| think we will see nore | awsuits.
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And there have been a nunber of l|awsuits
under Illinois' Biometric Privacy Act.

There's good reason for that.

You know, part of this is checking really,
really probl ematic behavior on the part of
compani es.

And, you know, right now, all of the costs
that come from data breaches or m suse of persona
information, all of the costs that | outlined in ny
openi ng statenent, are being borne by consuners.

In some cases, and, you know, your "data
fiduciary" idea gets at this, the | east-cost avoi der
is actually the conpany.

Ri ght ?

They' re the ones who understand what data
they're collecting, what security neasures they're
usi ng, what the state of the industry is, where --
how exactly they're advertising, what they're using
data for, who they're sharing it wth.

And they're going to be in the better place
to avoid harm to use a very, very broad term

And the way to incentivize themto do that,
is to make the cost associated with every tine they
screw up, higher.

Ri ght now that cost is really |ow
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You know, we just heard the previous panel
say, you know, California thinks their AGs office
can only bring three |l awsuits a year.

We know the FTC only steps in for the nost
egr egi ous vi ol ati ons.

And t hat makes sense as a, you know, sort of
limted use of federal resources.

We need the private right of action for folks
to step in and vindicate their own rights when, you
know, maybe the breach or the harmwas snmall enough
that the New York's AGs office isn't going to fee
that it's a good use of their resources to step in.

SENATOR THOMAS: The fiduciary -- the data
fiduciary in nmy bill, industry basically is saying,
hey, we can't bal ance both a duty of loyalty to the
consuner and a duty of loyalty to the sharehol der.

Do you have some comments on that?

ALLIE BOHM Well, your bill handl es that
very well, because your bill explicitly provides
that the duty to the user, whose information is
bei ng obtai ned, cones before the duty to the
shar ehol der.

CHARLES BELL: You know, | would have to
respond to that one in witing.

| think for us it's alittle bit nobre of a
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conpl i cated position.
We think that conpani es shoul d show respect
for their custoners.

| think we have sone concerns about the

practicality of inplenmenting fiduciary standards for

t hi s purpose.

But, I would |ove to consult ny brain trust
in DC. and California, and send you some comments
on that.

SENATCR THOVAS: Fine, will do.

Thank you so much, both of you

Third panel, dism ssed.

CHARLES BELL: Thank you.

ALLI E BOHM  Thank you.

SENATOR THOVAS: All right, so we have the

fourth panel here.

This is the New York State Attorney General's

Ofice, with Kate Powers.

And you are...?

KATE POAERS: This is Cassie Wal ker, who is
also with the office.

She won't be testifying.

SENATOR THOVAS: O course.

And will you be taking questions, or, no,

you're just going to read the statenent?
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KATE PONERS: W won't be taking questions.

| f you have questions, we would be happy to
follow up with you after the hearing.

SENATOR THOVAS: WII| do, that's great.

You may start, whenever.

KATE POAERS: So, good afternoon
Chai rs Thomas and Savi no.

My name is Kate Powers. |I'mwth the office
of legislative affairs at the New York Attorney
General's Ofice.

| will be reading the testinony of
Clark Russell, who could not be here today.

Clark is the deputy bureau chief of the
bureau on internet and technol ogy, and he oversees
t he data-breach notification program and al
i nvestigations conducted by the attorney general's
office into data breaches affecting New Yorkers.

"More than ever, our way of life relies on
el ectroni c data.

"I ndeed, al nost every business transaction
and conmuni cation invol ves el ectronic data.

"This information has val ue to w ongdoers,
and has led to an explosion in the nunber of data
br eaches.

"W are | osing the war.
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"So, in light of that, we would like to thank
you for the opportunity today to provide testinony
in support of the Stop Hacks and I nprove El ectronic
Data Security Act (the SH ELD Act)?

"I'n 2006, the attorney general's office
recei ved 300 data-breach notifications.

"In 2018, the office received over
1400 dat a- breach notifications.

“In the interim we experienced data breaches
involving tens of mllions of records at conpanies
i ke Hone Depot, TJX, Uber, and Anthem and hundreds
of mllions of records at conpanies |ike Yahoo!,

Equi fax, Marriott, eBay, and Target.

"The mai n cause of this explosion of data
breaches is hacking, followed by enpl oyee
negl i gence.

"“Under current |aw, conpani es can conpile
troves of sensitive data about i ndividual
New Yorkers, but there is no black letter |aw
requiring reasonable data security to protect this
i nformation unless the conpany is in a specific
i ndustry.

"Under current |aw, a conpany does not need
to notify you if your online credentials or your

bionetric data gets disclosed to an identity thief.
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"The Stop Hacks and I nprove El ectronic Data
Security Act (the SH ELD Act) seeks to update the
| aw, consistent with what many ot her states have
al ready done.

"First, the SH ELD Act expands the types of
data that trigger reporting requirenments to include
user nane and password conbi nations, bionetric data,
and H PPA-covered dat a.

"If the conpany already had to provide notice
to consuners pursuant to another federal or state
regul atory schenme, they do not need to provide a
second notice under our bill.

"It also inplies"” -- "applies when
unaut horized third parties have access to the
information, in addition to the current trigger for
acqui sition.

"This is inportant, because our experience
i nvestigating these types of breaches has shown us
that, oftentinmes, log files or other rel evant
el ectroni c evi dence necessary to prove acquisition
of the private information is unavail abl e despite
the fact that a breach occurred.

"The SHI ELD Act al so requires conpanies to
adopt reasonable adm nistrative, technical, and

physi cal safeguards to protect private information.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

156

"The standards would apply to any business
t hat holds sensitive data of New Yorkers whet her
t hey do business in New York or not.

"The reasonabl e standard of care is in nost
all data security laws at the state and federal
| evel, and provides a standard that is flexible. It
can be adapted to changes in technol ogy, sensitivity
of the data retained, and the size and conplexity of
t he busi ness.

"The bill's flexibility is also evidenced by
its carve-out of conpliant regulated entities,
defined as "those already regul ated by existing or
future data-breach regul ati ons of any federal or
New York State government entity, including the
State Departnent of Financial Services' regul ations,
regul ati ons under Gramm Leach-Bliley, and H PPA

regul ations,” by deem ng themconpliant with the
| aw s reasonabl e security requirenent if the entity
is conpliant with their industry's regul ations.
"Unfortunately, when a breach occurs,
consuners often have limted options.
"Credit nonitoring hel ps consuners identify
suspi cious transactions, but it only alerts the

consuner after someone has already stol en her

identity.
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"Credit freezes stop wongdoers from opening
aline of credit in a consuner's name, but a thief
can still file for governnent benefits in the
consuner's nane or file a fraudulent tax return.

"Of course consuners need to stay vigilant.

"They shoul d create strong passwords for
online accounts and use different passwords for
di ffering accounts.

“I'n addition, to avoid conputer viruses and
online scans, they should avoid openi ng suspi ci ous
e-mai |l or clicking on suspicious hyperlinks.

"But the fact is, the best way to address the
issue is to stop breaches before they happen.

"Busi nesses should only collect the
i nformation they need to conduct their business, and
securely delete and destroy it when it is no | onger
needed.

"They shoul d design and inpl ement an
information security plan, they shoul d designate a
person responsi ble for the plan, and educate and
train their enpl oyees.

"Finally, they should continually review
their plan and revise it as new threats energe or
t heir busi ness changes.

"The Commttee, and the Legislature in
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general, has an inportant opportunity to address
what is a defining issue of our tine.

"By updating New York's data security, we can
provi de the protection that consuners need and
deserve

"W propose the SH ELD Act because we believe
it is essential to help to addressing the threats
posed by hackers and data breaches.

"W thank both of the Chairs for convening
this inportant hearing, and we urge the Senate to
pass the SHI ELD Act before the end of this
| egi sl ative session.

"Thank you."

SENATOR THOMAS: Thank you.

Al right, can we have Panel 5, and the | ast
one.

W're just going to wait for Marta to return
before we start. Al right?

(A recess comrences.)

(The public hearing resunes.)

SENATOR THOMAS: All right, let's get started
on our |ast panel here, Panel 5.

Again, forgive ne if | slaughter anyone's
nane.

From DLA Pi per, LLC, we have Andrew Ki ngnman
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From t he Busi ness Council of New York State,
we have John Evers;

From Ropes & Gray, we have Marta Bel cher;

And from Soram tsu Conpany, we have
James Loperfi do.

Al right.

So again, the rules:

20 minutes for the entire panel; so 5 mnutes
each.

Summari ze your testinony. You don't have to
read through it. W have it right here.

Qur attention span is pretty off right now

[ Laught er. ]

SENATOR THOMAS: So just keep it short, al
right, guys?

Let's go.

JAMVES LOPERFIDO Is this thing on?

SENATOR THOVAS:  Yes.

JAMES LOPERFI DO Good, all right.

At the risk of sounding original after al
the other testinony, and having |ess tine than we
originally thought, 1'Il try and abbrevi ate the best
that | can.

Thanks for the opportunity to cone.

Happy to share testinony relating to the
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bills proposed.

My nanmes is Janmes Loperfido, a proud native
resident of New York City, and | serve as the
vi ce president of business devel opnent for
Soram tsu, which is a global Japanese technol ogy
consul ting conpany, with a global footprint that
specializes in real-world applications of blockchain
t echnol ogy.

We're a nmenber of the Hyperledger G oup, a
consortium of open-sourced bl ockchain solutions,
endorsed by the Linux Foundation, which nmeans we
have not hing to hide.

My nore val uabl e feedback will likely pertain
to Bill 5642, the New York Privacy Act, as a
generalist in the technology startup space.

So I'll speak to that now.

According to Donp's "Data Never Sl eeps”
report, we create 2.5 quintillion bytes of data
every day.

Wth estimated growth figures, we'll
produce about one high-quality picture's worth, or,
1.7 nmegabytes of data per second, per person on this
pl anet, by the year 2020.

So the enormty of this problemis only

growi ng in scale.
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The inmportance of authenticity and providence
of data, especially as it relates to an individual's
digital identity, nmust be deliberately understood,
managed, and protected.

The confl uence of powerful technol ogies,
including 5G satellite Internet networks,
artificial intelligence, the Internet of things,
cryptocurrenci es, and ot her technol ogi cal
i nnovations, will create a further expl osion of
data, both authentic and purposely deceptive.

Data pertaining to our individual |ikeness
has specific value, and today that information is
exchanged in a relatively opaque fashion for
significant anmounts of noney.

That val ue persists after data change hand
the first time, and we as individuals nust be
perenni al stewards of our own to ensure its
integrity and utility.

Ensuring we have unlimted know edge with
respect to how our data is shared, which our bil
seeks to address; who it is shared with, and why, is
cruci al .

Miuch i ke the idea that 800 mllion to
2 trillion dollars a year is |aundered each year

around the world, we cannot possibly begin to
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estimate with any degree of confidence how nmuch of
our personal data is m sappropriated and potentially
used agai nst us.

According to Javelin Strategy and Research
there was 16.7 mllion victins of identity theft in
2017, resulting in $16.8 billion of fraud.

The question of data ownership and
mai nt enance becones a focal point am dst burgeoning
t echnol ogi es which creates sonme prem se -- or,
prom se to correct our course.

The burden of proof, though, is a grand one
for those fiduciaries responsible for our consuner
dat a.

Data are extrenely portable by their nature,
ei ther physically through hardware or virtually
t hrough shared access to a commobn dat abase.

Both possibilities generally preclude
auditability with a high degree of certainty,
regarding that the data in question and its
parent -- and their apparent security.

Accordi ngly, permanently relinquishing access
to val uabl e personal data fromthe ether of the
| nternet becones a very tricky task to both execute,
noni tor, or enforce.

Because of social-nedia platforns |ike
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Facebook, credit services |ike Equifax, and index
engi nes |ike Google, our digital identity and
associ ated data points relegated to each of us
remain visible to many.

The centralization of stewardship creates a
power dynam c we have yet to conprehend the
potential of.

The potentiality of decentralization,
however, creates an entirely new paradigmto which
we must pay attention.

How does a custodian or controller, according
to the definitions in these bills, of personal data
prove to the rest of the world that the data itself
is secure and shared only with those who have been
granted perm ssion to access it?

How can we be sure that de-identified data
are as such as, and remain so?

Can we guarantee that this de-identified data
will remain decoupled frompersonally identifiable
information if needed to be?

In an increasingly connected world, security,
authenticity, and use of personal data are matters
of both personal and national security.

To protect New Yorkers' and Anmericans' data,

we mnmust acknowl edge that the nature of this val ue
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exchange i s gl obal

We nmust work hard to prevent the individual
in a global, social, and econom c framework from
becom ng just another statistic.

The Senate bills in question are a great
start to shaping the standards required for
transparent custody and transm ssion of personal
data, but just begin to scratch the surface on the
path to harnessing and fostering technol ogi cal
gr owt h.

| inplore the Cormittee nenbers to --
responsi bl e here to question the essence of data
ownership, digital identity, and the inpact their
evol ution has on the real world, especially with
respect to a gl obalized econony.

Frontier technol ogi es pose threats, but al so
creative and powerful solutions to concerns of data
privacy.

Proactively creating a functional, ethical
and | egal framework through careful pronotion of
their positive attributes, before ranpant
proliferation, is prudent.

| "' m happy to speak to ny understandi ng of
bl ockchai n technol ogy, its relevance to digital

identity, and the problens it has the potential to
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solve to the best of ny ability, and |look forward to
your questi ons.

Thank you.

SENATOR THOVAS: Mart a.

MARTA BELCHER: Thank you very nuch for
having ne, to testify about the potential inpact of
t hese privacy bills on the bl ockchain industry.

So building on what Janes has said, | think
there are two things that the New York State
Legi sl ature should take into account, with regards
to bl ockchain technology, in formng this privacy
| egi sl ation.

The first thing is that, blockchain actually
has -- is very much in line with the ideals of this
privacy | egislation.

And buil di ng what on Janmes said, there are a
| ot of potential applications for bl ockchain
technol ogy that actually can help with users,
allowing themto control and own their data in a way
t hey never have been able to before, and I'lIl give
you sone exanpl es of that.

But, because of that, it's inportant that
this | egislation does not render bl ockchain
technol ogy to be automatically non-conpliant, which

is the concern here.
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And -- so to give you sone exanpl es,
| explained in ny witten testinony, and won't
repeat here, sort of a -- a sort of basic
Bl ockchai n 101.

But | want to give you an exanple of how you
can i magi ne bl ockchai n technol ogy hel pi ng users own
t hei r dat a.

So one of the things | talk about in ny
witten testinony is the ability of smart contracts;
bei ng able to program your noney.

So you coul d program your noney to say, for
exanpl e, for every second of a song that's playing,
automatically transfer 1 one-mllionth of a cent to
the songwiter.

And one thing you can do with regards to
data, is actually store data on a bl ockchain, al ong
wi th perm ssions on who can use that data, for what.

So, for exanple, | could say:

Here's ny heal th dat a.

Pl ease store this on a blockchain with
perm ssions that say, genomcs -- you can use this
for a genonmi cs researcher.

A genoni cs researcher can use this, but the,
you know, advertising industry can't.

Ri ght ?
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And that could be -- that data could be
tracked as it goes fromparty to party with those
per m ssi ons continui ng on.

And you could even programit to say, every
time that any party uses this data for one of the
things |I've said they can use it for, they actually
are going to automatically transfer ne
1 one-mllionth of a cent, right, wthout ever
having to have an internediary invol ved.

That's sonmething | tal k about.

And the ideals, of course, of blockchain and
cryptocurrency are really in line with the ideals of
privacy.

So as a result, | want to talk a little bit
about the potential issues with these bills.

So the things that actually make bl ockchai ns
so powerful and inportant are its decentralization
and its imutability, but that actually creates sone
tension with this privacy |egislation.

This was actually observed, sort of
extensively, with the GDPR, which, of course, this
| egi sl ati on was actually, you know, based in part
on.

And the first issue is that it really assunes

a centralized data-governance nodel, whereas, as
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| explain in ny testinony, blockchain is actually
decentrali zed.

So if you're looking, for exanple, to figure
out who a processer or controller is, right, how
does that work in a decentralized nodel where there
isn't necessarily one person naking the decisions;
but, rather, it's spread out anong all of the users?

Who then has that processor liability?

And how do you -- how do you, you know, take
on that liability as just a regular user?

And then the biggest issue is really with the

fact that the whole point of a blockchain, is that

you have recorded the -- you have recorded the
i nformati on permanently, forever. |t cannot be
del et ed.

And, of course, one of the things in these
bills is a requirenent that you actually del ete
dat a.

And so that sort of fundanmentally renders
bl ockchai n, potentially, non-conpliant, wthout
taking really special care to nake sure that the
| anguage in the bills does not inpose undue
requi renents on the blockchain industry that they
sinply can't conply wth.

So, in short, and in summary, | think
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bl ockchain is really, not a magi c wand, but has a
| ot of, potentially, exciting applications,

i ncluding applications in furthering the goals of
this privacy |egislation.

And as a result, | think it's very inportant
to make sure that this |egislation doesn't have the
uni nt ended consequence of stifling bl ockchain
i nnovation in New York

JOHN T. EVERS, Ph.D.: Chairman Thonas,

Chai rwonman Savino, | want to thank you for this
opportunity.

My nanme is John Evers. |'mdirector of
government affairs for the Business Counsel of
New York State, the | argest enployer association in
t he state.

My comrents are largely on the SH ELD Act, so
let me say at the outset that we think it's not a
perfect bill, but as in all things that are rapidly
changi ng and advancing, it's a good start.

In fact, this bill has been the subject of
wel | over two years of discussions, conferences, and
negoti ati ons between the business council and the
office of the attorney general, and we're very
pl eased that, recently, Assenblyman DenDekker and

Senat or Thomas accepted anendnents for this bill.
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This | egislation provides workabl e basel i ne
standards for both security features and
notification practices for New York State
busi nesses.

I mportantly, it recogni zes existing standards
t hat are universal for businesses nationwi de, with
cl ear reporting nechanisns that are |argely already
in place and best suited to protect the consuner.

Federal guidelines, as well as universal
state standards, such as recent reporting
regul ati ons by DFS, are recogni zed and accommodat ed
inthis |aw

Thi s woul d avoid confusion that would be
caused by havi ng busi nesses and/ or sectors being
subject to multiple standards, an outconme that wll
only serve to conplicate the systemw th no new
di scerni bl e benefits to consuners.

This bill places into General Business Law
and State Technol ogy Law several provisions to stop
hacks and inprove electronic data security; its
name.

First: The bill explains the
i nterconnectivity of personal information and
private information, and the use of this identifying

information in conjunction with financi al
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bi onetrical information, except passwords,
et cetera., to access and acquire personal data.

Second: The bill delineates the differences
bet ween internal, inadvertent breaches of private
data, and external access and acquisition of the
dat a.

In the case of the forner, an inadvertent
breach can be addressed as an incident of which data
is accessed internally by those who should not be
viewi ng the data, but no adverse inpact has been
caused, nor any evidence of malicious intent is
f ound.

In these cases, the incident nust be reported
to the attorney general in witing, and the records
mai ntai ned for five years.

One key provision in the bill is the adoption
of new data security protections under a new
Section 899-bb of the CGeneral Business Law, that
pl aces into state | aw the acceptance of existing
federal and state security provisions.

These include, as the attorney general's
staff just mentioned, Granm Leach-Bliley, H PPA and
al so Part 500 of Title 23 of the Oficial
Conmpi | ation of Codes, Rules, and Regul ati ons of

New York State, and "any other data security and
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rul es and regul ati ons" adm ni stered by offici al
departnments of the federal and New York State
gover nnents.

The attorney general review of the cases of
breach, and determ ne what, if any, security
practices and systens the entity had been foll ow ng,
and if proper notification procedures were foll owed.

As to "small-business entities,"” defined as
t hose under 50 enpl oyees, or those under certain
nonetary threshol ds, the new guidelines are placed
into | aw

Cenerally, these are defined, even in the
bill, as reasonabl e.

Smal | busi nesses nmust nmintain a, quote,
dat a-security programthat assures a baseline
m ni mum data security standards, such as training of
enpl oyees to handl e data properly, software and
updates that, quote, assess risk in both network and
sof t ware desi gn

These protective provisions ensure data is
accepted, processed, stored, and di sposed of
properly by small businesses.

We are pleased that, under this bill, any

action by the attorney general must be brought

within three years of the breach, or three years of
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the attorney general being made aware of the breach,
with the statute of limtations being six, except if
evidence is found that the breach was hi dden

Initial drafts were far too expansive and
provi ded no clear end point as conpared to the
triggering event.

The business council is also pleased that the
new version of the bill maintain | anguage, stating,
there's no private right of action under this |aw

We are grateful that this bill, and make it
known, this is at |least the fourth pernutation of
this legislation over two years, addresses various
parts that we believe would provide work -- that
woul d prove unwor kabl e.

As stated above, the bill still contains sone
provi sions that we do not support, such as a
doubling, from 10, to 20 dollars, a civil penalty.

But it's gratifying that the new | aw hol ds
government entities to the same standard as those in
the private sector, and nmaintains the exact sane
basel i ne data-protection standards for
New York State government and agencies, as well as
simlar reporting mechani smns.

And, further, it enlists the help of the

of fice of information technol ogy services to study
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any breaches, and nake reconmendati ons for
restoration and i nprovenents to the system

It charges ITS with delivering a report
wi thin 90 days on any breach, and mandates I TS
devel op, quote, regular training to all state
entities relating to best practices for the
prevention of breach of security of the system

Overal |, the business council supports the
SHI ELD Act.

Thank you.

SENATOR THOMAS: Thank you.

Andr ew.

ANDREW KI NGVAN:  Good aft er noon.

My name i s Andrew Ki ngman.

| am here wearing two hats.

The first is as a conpliance attorney in
DLA Pi per's cybersecurity and gl obal privacy
practice group.

| think my firmwould ask ne to point out
that we are an LLP, and not an LLC

[ Laught er. ]

ANDREW KI NGVAN:  The second is as counsel to
the State Privacy and Security Coalition. W're a
coalition of 25 retail, media, technol ogy,

comuni cati ons, paynent card, and online security
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conpani es, as well as six trade associations. And
we work on state privacy and cybersecurity
| egi sl ati on nationw de.

| also, just to follow up on sonme of the
guestions fromthe prior panels, may be able to help
clarify sonme of the questions around the New York
Depart ment of Financial Services' cybersecurity
regul ations, as well as sonme of the questions around
online political ads and the online ad ecosystem

So we can discuss that perhaps in the
guestion time.

| would like to first discuss The SHI ELD Act.

To echo many of my coll eagues, it's sonething
that we al so have been working with the
attorney general for the |ast couple of years on.

We believe that, overall, it provides
sensi bl e updates to New York State's breach | aw.

We work on breach laws nationally.

And, so, have offered anmendments that woul d
seek to conformthis statute to sone of the best
practices found nationw de.

In a data-breach scenario, this is beneficial
to the consuner. It increases the efficiency with
whi ch consuner notifications can be put together.

The greater the uniformty across state |lines
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inrequirement, the less tine it takes to draft
notifications that conply with those requirenents.
|"d just like to outline, briefly, a couple

of the changes that we would |ike to see.

And again, overall, we are supportive of the
direction of this bill, and appreciate the
Legislature's effort this year. | knowit's been

t he product of several sessions of work.

The first would be, to tighten up the
"bionetrics" definition, and elimnate the cl ause
dealing with "a physical or digital representation.”

It's not necessarily clear what that would
be.

It also could inplicate things like
irreversi bl e hashes of biometric information, which
don't pose a security threat to consumers.

To answer your question earlier,

Senat or Thomas, about what the appropriate threshold
is for when consumers shoul d receive notification of
a data breach, we believe it's, as many states have
gone down this path as well, the inclusion of what's
called a "harmtrigger."

So, meking sure that consumers are notified
when there's a reasonable |ikelihood -- or, excuse

me, a likelihood of harmor identity theft or fraud
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to that consunmer, that that's an appropriate
threshold with which to notify consuners,
particularly with an access standard, when it's not
al ways cl ear what information has been acquired;

whet her a hacker has actually taken that information
or not.

Al l owi ng an assessnment of whether a consuner
is subject to sone degree of possible harmis an
i nportant consideration, and sort of the next step
in determ ning what that type of situation is.

So, we detail our rationale for the
amendnments, but those are two of the main anmendments
that we would like to further see.

But again, supportive, generally, of the
direction of this, and appreciate the effort.

Many of my col |l eagues al ready today have
expressed, you know, sone of the comon concerns
around the New York Privacy Act.

|"d just like to add a coupl e of pieces of
i nformation there.

The first, you know, | think there's been a
| ot of doubt expressed about the "data fiduciary"
standard, for a nunber of reasons.

| think, froma conpliance standpoint, it's

i nportant, when we're passing very conplicated | aws
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that will inpact, really, every sector of the

New York econony, it's inportant that businesses be
able to build a conpliance program around those
types of | aws.

When | aws are subject to subjective
standards, |ike sone of the issue -- |ike some of
the el ements of the privacy harmor privacy risks
that are found in the "data fiduciary" standard
here, it's inpossible to build a conpliance program
where a busi ness can assess how to deal with the
processi ng of that data.

And, so, | think establishing objective
standards for -- in requirenents is a core conponent
of any privacy |egislation.

| am not -- you know, our group works on
privacy |egislation nationally.

In over half the states this year, we have
seen bills that have attenpted to, you know, provide
consuner rights or increase privacy protections.

W refer to themas "omibus privacy bills."

This is the first bill that has attenpted to
i ntroduce a "data fiduciary” concept, and so it's
not something that has been really considered
before, and it's largely academ c right now.

And | think it's alittle bit premature to
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insert that, particularly coupled with the private
right of action, which I'll discuss in a mnute
her e.

But, you know, when we're | ooking at
privacy-- okay.

SENATOR THOMAS: | f you want to quickly
sunmari ze.

ANDREW KI NGVAN:  Well, | was just going to
say, when we | ook at privacy |egislation, we operate
froma franmework of three things

One is, ensuring that |egislation does
i ncrease consuner control and transparency.

But with that increased transparency al so
comes increased cybersecurity threats, because, if a
conpany is making nore information public, there are
increased vulnerabilities to that.

So we want to bal ance sone -- we want to nake
sure that businesses retain the tools to defend
their consunmers' information, their enployees
information, their conpany information, from you
know, persistent threats.

And then the third piece is operational
wor kability, as | said, making sure that businesses
can actually conply with the law in a reasonable

way.
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SENATOR THOMAS: All right, excellent.

|"mgoing to hand this over to
Senat or Savi no.

SENATOR SAVI NO  Thank you

So | want to focus a bit on the bl ockchain
i ssue, because, as you know, earlier this year, we
passed a bl ockchain bill in the Senate.

| don't think the Assenbly has done it yet,
but adopting a smart contracts, bl ockchain, statute.

Sol'"malittle, obviously, interested in how
you believe the Senator's proposal will disrupt the
bl ockchai n.

So if you could explain it alittle bit nore
to me, because ny understandi ng of bl ockchain, and,
believe me, I'"'mno expert on this, I'mlearning as
| go, is it --

JAMES LOPERFI DO Nobody is.

SENATOR SAVINO Right, exactly.

-- it's not really for the -- to collect
data. It's to -- it's transferring it.

But nobody really owns the data.

It's like it's inlittle, small pieces,
right, it's like a ledger, it's like a digital
| edger, so to speak, right, of secure transactions.

So in what way would his bill disrupt
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bl ockchai n?

And how could we fix it if we were to anend
t he | anguage?

MARTA BELCHER: Sure, absolutely.

So you can actually store, sort of, any
| ength of data on a bl ockchai n.

And one thing that the bill tal ks about, of
course, is the definition of, you know, "private
i nformation" and "personal data," and what is
actual ly included there.

And one thing, that it's really inportant to
clarify, that |I think is sort of a gray area right
now, is, when data is actually encrypted and stored
in an encrypted form whether that is going to be
sonmething that still counts as "persona
i nformation" covered by the bill.

So one thing that you can do is, basically,
create what's called "a hash,” which is, basically,
a digital fingerprint of data.

And | think it's -- that's very inportant for
bl ockchai n technol ogies, and it's very inportant to
make that clear, that that -- that "a hash" woul d
not count as "personal data" under these bills.

SENATCR SAVINO | see, so there is a

potential solutions to this.
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SENATOR THOVAS:  Uh- huh.

SENATOR SAVINO He's whispering behind ne
(1 ooki ng over shoul der).

JAVES LOPERFIDO. | think there's sone
m sunder st andi ng, excuse ne, wWith respect to the
nat ure of public blockchain versus the private
bl ockchain, and al so the distributed | edger
t echnol ogy, which may or may not include a
bl ockchai n necessarily, but, a set of series of
di stributed | edgers, maintaining a copy of the sane
i nformation.

And adding on to what Marta was sayi ng about,
you know, how things are encrypted, and where
they're stored, and the idea that some encrypted
informati on can be stored on a server w thout that
server having access to that information.

Ri ght ?

These are very, you know, nitty-gritty
concepts, but very inmportant in how data is owned,
transferred, and vi ewed.

Ri ght ?

So within a private perm ssion bl ockchai n,
for exanple, you could store data, and assign both
wite and read perm ssions to entities involved in

t he mai nt enance and transfer of that data.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

183

So -- and, you know, you could very easily
preclude public entities, or, whonmever, really, from
accessi ng that data.

And with respect to a bl ockchain, yes, it's
general ly i mutable, but there are other versions of
di stri but ed-1 edger technol ogy, where
private-perm ssion scenarios can allow for the
actual nmutability of data when it's crucial.

So there are many -- it's much nore of a
spectrum than a bl ack-and-white type of thing, is
kind of what |I'mgetting at.

SENATOR SAVI NO  Thank you

SENATOR THOMAS: So, again, with the
bl ockchai n conpanies, right, this legislation is
trying to rein in conpanies that share and sel
i nformation, that uses personal data to target
CONSUIErs.

Are bl ockchai n conpanies in the business of
doi ng that?

JAMVES LOPERFIDO So when | think of private
information, | kind of default to Facebook owni ng
nost of it, in many ways.

And, you know, there's certainly, you know,
what |'m seeing in, you know, consuner-facing

busi nesses in the bl ockchain space, is the potenti al
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to disrupt the idea that your data is given away,
and that it's then | ater nonetized.

You know, and you guys are addressing these
i deas.

But what |'mseeing is that, there's an
i ncentive, an increasing awareness, that you can own
your data and distribute it as you'd |ike.

So, you know, there's definitely the good,
bad, and the ugly in the industry, especially with
respect to public cryptocurrencies.

But, in terns of owning data, and
distributing it as needed, on a perm ssion basis,
there's a lot of value in that, | think

| don't know if that well answers your
guestion, Senator Thonmas, but...

SENATOR THOVAS: We're joined by
Senat or Bail ey.

To Andrew Ki ngman, you tal ked about the data
fiduciary, and howit's difficult to conply with the
duty of loyalty to the consunmer and the duty of
| oyalty to the board nenbers.

Wiy can't you do bot h?

| nmean, | had a panelist that cane in
earlier, that tal ked about conpani es al ready doing

this.
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You know, when products are created, there's
products liability. You know, you're trying to make
sure the product doesn't harmthe consuner; but at
the sane tinme, they have a duty of loyalty to the
shar ehol der .

Wiy can't we do both for data privacy here?

ANDREW KI NGVAN:  Sur e.

| think -- | think, first of all, there are
ot her ways to ensure that businesses are taking
care, and appropriate safeguards, for their custoner
i nformati on.

The departnent of financial services'
regul atory reginme is one for the cybersecurity
requi renents.

The requirenment in the SH ELD Act, that
busi nesses institute reasonabl e saf eguards, is
anot her.

In Ohio they passed a bill, providing an
affirmati ve defense for conpanies that foll ow
wel | -recogni zed, |ike The National Institute of
St andards and Technol ogys' cybersecurity franmework,
that, following that, and being in reasonable
conpliance with that, as new additions are rel eased,
provi des an affirmative defense agai nst enforcenent

action.
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So there are lots of ways to incentivize, and
to provide nore oversight over the way that
conpani es are safeguarding their information.

| think a "data fiduciary" standard,
particularly one such as this, you know, reading it,
and trying to advise a client on howto conply with
it, would be very difficult.

So, if the question -- just as an exanpl e,
right, so it would allow. A private right of action
by consuners agai nst a conpany, based on a standard
of effects on an individual that are not
contenpl ated by the individual, that are,
nevert hel ess, reasonably foreseeable by the
controller assessing the privacy risk that alters
t he individual's experiences.

So, you know, an extrene exanple of this
woul d be, like a smart refrigerator that regul ates
power flow, that spoils the mlk, that the consumer
wasn't expecting that to happen.

Does -- does that -- is that grounds for a
private right of action?

Ri ght ?

So, these are the types of reasons why it is
difficult to inplenent sonething that is vague and

subj ective like that.
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And | think to the point of the private right
of action, which we strongly oppose, you know,
Senat or Savino, earlier you said that, you know,
| awyers only get paid if they wn.

You know, they also get paid if they settle.

Ri ght ?

And so -- just, you know, |'ve provided sone
links in ny testinony --

SENATOR SAVINO | think the point | was
trying to nake is, they don't file cases if they
don't have a reasonabl e expectation they're going to
get a settlenent out of or wn.

ANDREW KI NGVAN:  Well, | cite a couple of
studies, actually, in nmy testinony; one dealing with
a study of over 150 class-actions filed federally,
and, between 2010 and 2012.

And not a single case was resolved on the
merits in favor of the plaintiffs.

And, you know, it's worth just absorbing that
for a mnute.

31 percent were dism ssed by a Court on the
nmerits, and only 33 percent of the cases settl ed.

But nore than that, the studies show that
what is effective in class-action |lawsuits is that

it's a transfer of capital fromthe conpany to the
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trial |awers.

Ri ght ?

So that -- the other statistic that | cite
shows that the actual take-hone for attorneys,
conpared to the -- because attorney's fees are based
on the total possible nunmber of class-action
partici pants, rather than the people who actually
sign up and get the noney, that their fees are often
300 to 400 percent of the actual take-hone of what
t he consuners are getting.

So, toclaimthat it's a benefit to
consuners, or that it provides meani ngful recourse
for consuners, | don't think that the data actually
bears that out.

SENATOR THOMAS: A couple of the earlier
panelists al so tal ked about First Amendnent and
comer ci al - speech rights.

What are your thoughts on that?

ANDREW KI NGVBAN: | have fewer thoughts on
that. 1It's not quite in my wheel house, so | don't
want to get too far over ny skis there.

SENATOR THOVAS: Ckay.

ANDREW KINGVAN:  1'Il let prior panelists
speak -- testinony speak for -- to those points.

SENATOR THOVAS: All right.
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So, thank you all.

SENATOR SAVI NO  Thank you

SENATOR THOMAS: So |'m going to cl ose out
this hearing.

| want to thank Senator Savino for sticking
by me for a couple of hours.

And al so Senator Liu for being here to ask
guesti ons.

And | al so want to thank our staff that
wor ked so hard on putting this together, and the
panelists that participated today.

Like | said at the start of this hearing, we
can give New Yorkers their privacy rights and al |l ow
our econony to thrive.

" m | ooking forward to working with all of
you to make the lives of consuners better.

Thank you so much

(Wher eupon, at approxinmately 1:21 p.m,
the joint conmttee public hearing concluded, and
adj our ned.)
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