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SENATOR CROCI: M nane is Senator Tom Croci .

| want to thank you all for joining us today.

|'mthe Chair of the New York State Senate
Standi ng Conm ttee on Veterans, Homeland Security,
and Mlitary Affairs.

Wel come to our public hearing on cyber
security.

This is a joint public hearing today, in
cooperation with ny coll eagues,
Senat or M ke Nozzolio, Chairman of the Standing
Commi ttee on Codes, and, Senator M chael Venditto,
the Chairman of the Standing Commttee on
Consumner Protection.

|"mal so joined by ny distinguished
col | eagues, Senator Marty Col den;
Senat or Joe Addabbo, who is the ranking mnority
menber of the Conmmittee on Honel and Security,
Veterans, and Mlitary Affairs.

Senat or Sintha Fel der has al so joi ned us
t oday.

And | would like to thank all of the staff
and nmenbers who have cone today to highlight the
i nportance of what we're doing.

Recently, I1SIS put out a video on the web,




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

threatening a cyber attack on the United States.

And this just underscores why we're here
today, and why it's so inportant that the governnent
tal k about the issues facing our nation and our
st at e.

Simply put, we're public servants, and public
safety in the protection of our people in the state
of New York should be our m ssion focus. Qur
critical infrastructure should also be a part of
t hat focus.

In our nmodern world, sonme of the nost
devastati ng weapons in this day and age aren't
bull ets and arned bonbs, but they're el ectrons.

And, certainly, the collective power of all the
nobi |l e devices that are in this roomright now
underscore just how critical those electrons could
be if they were turned into a weapon.

An indi spensable link in our nodern world is
our conputer networks, and they are systens that are
i nt erconnected nore so every day.

Cyber security and cyber threats are a
critical challenge for our state's public
protection.

W're here, all ny colleagues and I, to

ensure that our state's cyber-security efforts are
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up to, and are addressing, that chall enge.

This is one of a series of hearings that
we'll -- that has been conducted, and will be
conducted, by the Senate on this issue.

Today's hearings will focus on what the
State of New York should be doing as a governnenta
entity to address the challenges that we're al
faci ng.

We' Il hear from four distinguished witnesses
today, and | want to thank themall for joining us
today. They'll help our Commttees continue to
buil d our understanding of this conplicated topic.

Qobvi ously, ny colleagues and | are concerned
about it, or we wouldn't be here. W've invited
many key | eaders in both state departnents and
agencies. W haven't heard fromthemas far as
their attendance here today. This hei ghtens our
concern, but we | ook forward to hearing fromthemin
the future, and working with us on these inportant
i ssues.

Qur cyber-security efforts in the state are
of critical inportance. W are as |large as many
countries in this world.

Over the past few years there have been

guestions raised, both at the national |level and the
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state |l evel, about our preparedness in some of these
areas, and that those questions also apply to
New York State.

In -- two years ago in the budget cycle, the
Executive renoved the cyber-security
responsibilities fromthe control of the State
Di vi sion of Homel and Security Energency Services,
and placed it under the control of the State O fice
of Technol ogy Servi ces.

These and ot her questions are things that we
shoul d pursue, discuss, and make sure that this
state is following the best practices that we have
at the national |evel.

This was -- this was a deci sion done, despite
the fact that, certainly, the vision of
Honel and Security Emergency Services has an
excellent track record, a very highly professiona
track record, of working in keeping us safe in
New York, and is currently very capably | ed by
Conmi ssi oner John Melville.

Today we seek to clarify precisely what our
posture is, and we will continue to do so until we
have a coherent posture that we believe well
addresses the chal |l enges we face.

In addition to the previous public hearings,
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budget hearings, we al so passed in the Senate very
i nportant pieces of legislation, four, to inprove
New York's cyber-security protection, threat
prevention, response, and recovery, and to properly
assess the status of Executive Branch efforts in
this area.

| won't read all of the bills, but | will say
that the bills include Senate 3405, which would
requi re executive agenci es responsi ble for cyber
security to performa conprehensive review of al
cyber-security services every five years.

It's always nice to have a benchmark of where
you started, and where you are.

I n addition, Senate 3407 establishes the
New York State Cyber-Security Initiative. This bil
woul d establish a New York |law, a cyber-security
initiative, very simlar to that established by the
federal government in 2013.

Senat e 3404 woul d create new crinmes of cyber
terrorismin the first and second degrees in the
state of New York.

And, finally, Senate 3406, which would create
a new crime of crimnal possession of
conputer-related materials in the first degree.

W have to use any tools that we have at our
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di sposal to address the com ng threat.

And these inportant foruns are just the
begi nning. Along with Senator Nozzolio and
Senat or Venditto, and ny other colleagues, our
Comm ttees are dedicated to achieving real results,
sonet hi ng pal pabl e, that we can have in place before
it becones a situation in our country and in our
state that's unmanageabl e.

| know that working with the departnents and
agencies, and certainly my colleagues, that we're
all singularly focused on this vision.

We're hopeful that in the days and the weeks
ahead that the Executive Branch will share this
vision and work with us towards this goal.

This issue is too inportant, and until our

state governnent -- all branches, departnents, and
agencies -- are acting under a coherent and unified
approach, we will always remain at risk.

| want to thank you very much, and I'll, at

this point, turn it over to Senator Nozzoli o.
Senat or .
SENATOR NOZZOLI O  Thank you very rmuch.
Thank you very nuch, Senator Croci
In the few short nonths that you have served

in the State Senate, you have taken a very inportant
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| eadership role in ensuring our governnent -- our
state governnent has in place the protocols
necessary to protect the citizens of our state.

And, as the governnment is entrusted by those
citizens with very inportant data, as well as very
i nportant systeminformation, that affects their
lives, your efforts are exenplary in beginning the
process of protection.

Senator Venditto, also here only for a few
nont hs, but has already taken a very inportant role
in ensuring that consuners in our state have the
privacy protections necessary, and the reliance --
when they do business with the comrerci al
enterprises in this state, a reliance that those
commercial enterprises will, in fact, protect their
data and the data necessary.

As the intersection of both of those
obj ectives, as we |l ook to the crimnal-penalty
section of our crimnal codes, we also, the three of
us in particular, are working to ensure that those
who are victins of a cyber attack are not further
victim zed by the process; that we are looking in a
ot of different areas to protect governnent,
information, information that's in the custody of

gover nnent .
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And t hank you the again, Senator Croci, for
your | eadership in that endeavor.

The Attorney Ceneral of the State of New York
has a nmeasure that we are analyzing, that will take
a |lot of scrutiny.

The scrutiny begins in our mneetings that
we've had with a ot of different individuals and
enterprises over the past few nonths. But we al so
will be using these hearings as an opportunity to
| ook at various approaches on data security, in
| ooking at it with a multitude of |enses, to ensure,
again, | think the bottomline is that those who are
injured aren't further victimzed by a process.

So, having said that, | wel cone those who
came, near and far, to testify today.

This is the beginning of a very serious
del i beration on a very serious issue; and,
particularly, New York, which is an internationa
hub of commerce and industry, has certainly -- has
the inmportant necessity to take a | eadership role in
this entire issue.

So, thank you to ny coll eagues for their
attention.

SENATOR CRCOCI: Thank you, Senator.

Senator Venditto.
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SENATOR VENDI TTO  Senator Croci, thank you
so much for the introduction; and, of course, for
your efforts in organizing today's event.

And t hank you, of course, to Senator Nozzolio
for his ongoing efforts to keep us nmoving forward in
this very, very inportant topic.

Thank you to ny fellow Senators for being
here, everyone being present; and, of course, to our
presenters, who we're very eager to hear from

You know, we're becom ng nore and nore
reliant on the Internet each and every day in our
country, and rightfully so, as it provides nany
advant ages to us.

We do, however, want those who use the
I nternet, our consuners, to do so, and we want them
to use it without any fear or anxiety of any threats
that are out there.

And that's the reason why we're assenbl ed
here today: to protect our consuners, to protect the
resi dents of our state.

| think we're taking a very inportant step in
what is going to be a long journey, but | believe a
successful journey, in nmaking these good things
happen.

So without further ado, |I'm hoping to hear
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from our presenters.

And, again, Senator Croci, thanks to you, and
"1l kick it back to you now.

SENATOR CRCOCI: Thank you, Senator.

And, Senator ol den.

SENATOR GOLDEN: | would like to thank
Senator Croci as well for holding this hearing, and,
of course, all of my coll eagues here today.

This is the first of two | egislative events
here in Al bany.

My office has had several conversations with
people in the industry over the |ast several nonths,
and |'ve introduced two bills for additional coment
and di scussi on.

" mal so sponsoring critically inportant
neasures, with Senator Croci, and | | ook forward to
this hearing and conments today.

Some of us, obviously, will be in and out
because of other hearings going on this norning, but
it's inmportant that we have this hearing, and the
next hearing as well, so we can take the proper
neasures to make sure that security measures are in
pl ace.

The majority of attacks are on three

sectors -- public, information, and financi al
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sectors -- but all sectors are vul nerabl e.

According to the Verizon 2015 Dat a- Breach
| nvestigation Report, and this is one conpany, there
were al nost 80, 000 security incidents in 2014, with
400 mllion in losses fromjust over 700 conpron sed
records.

And this is a partial report, as not all
entities responded this year, and not all entities
have given its full data.

The key issue is to figure out howto help to
protect individual entities, public and private,
fromthe attacks and the breaches.

Not every incident is a breach.

The issues of data breach, online privacy,
and Internet safety are tied to each other.

Breaches conprom se individual privacy and
security, and nay lead to directly to | oss of data,
and directly loss of financial |osses.

Information in the key area for handling
threats. As consuners don't know that a system has
been breached, they cannot react.

This is inmportant, because the Verizon report
al so shows that the novenent fromVictim1l to
Victim2 takes place in |ess than 24 hours.

Larger conpanies and entities have resources,
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but these can be i nproved.
And, clearly, we need a better way of hel ping
consuners and smal | er busi nesses protect thensel ves.
My comrunity al one have seen it spread within
2 days to about 16 different store, to the | osses of

al nrost $700, 000 in one small comunity just |ast

year.
We shoul d better crimnalize certain kinds of

behavi or -- denial of service, intrusion, cyber

theft, and others -- and we should protect the

rights of consumers and assure that they have
sufficient information to make good choi ces.
| look forward to this hearing, Chairnmn, and
col | eagues, and the opportunity to work with you to
create the perfect legislation, or the best
| egi slation that we can, to address these issues.
Thank you, M. Chairman.
SENATOR CRCOCI: Thank you, Senator Gol den.
Whul d anyone else like to (inaudible)?
Wth that, we'll nove on to our first
W t ness.
We're very pleased to have M. Jam e Brown,
director of global relations for CA Technol ogi es.
| f you would join us.

O course, CA Technologies is well known, a
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giant, as far as corporate entities in the state of
New Yor k.

We're very proud that they are a New York
conpany, and they are a gl obal |eader in conputer
sof tware and t echnol ogy.

They' ve been around for a long tinme, and they
are resident experts in the field.

M. Brown, we're very happy to have you
here today, and, we | ook forward to your coments.

JAM E BROMN: Great. Thank you very nuch.

Chai rman Croci, Nozzolio, Venditto; Ranking
Menber Addabbo, and Senators Gol den and Fel der:

CA Technol ogi es appreciates this opportunity
to provide testinony at today's hearing to address
New York State's cyber-security infrastructure.

My name is Jamie Brown, and | serve as
di rector of gl obal governnent relations for CA
where | nmanage cyber security, privacy, and
cl oud- conputing policy issues.

|'malso a native of the Ithaca area, and
very happy to be back in New York State today.

CA was founded in 1976 on Long Island, and
has grown into a Fortune 1000 enterprise-software
conpany that serves custoners around the worl d.

We currently have nore than 1500 enpl oyees in
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our Long Island and Manhattan offi ces.

CA's software and sol utions hel p our
custoners thrive in the new application econony by
delivering the nmeans to deploy, nonitor, and secure
their I'T applications and infrastructure.

The threats we face in cyberspace are rea
and grow ng.

In today's application econony, virtually
everyt hing we do happens through digital platforns
and these systens are constantly under attack.

Cyber attacks that disable
critical-infrastructure systens, such as the
electric grid, water utilities, financial markets,
and even mass-transit systens, could have a
potentially catastrophic effect, putting the health
and safety of |arge popul ations at ri sk.

G ven New York's vital position in al
sectors of our econony, the state's critical
infrastructure is a key potential target for these
types of cyber attacks.

The key for state, federal, and gl obal
policymakers is to develop policies that enable the
prom se and innovation of new technol ogies, while
al so protecting custoner privacy and inproving

security.
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CA bel i eves there are common principles that
| awmakers can apply in cyber-security policies,

i ncl udi ng st akehol der engagenent, flexibility, and
gl obal approaches.

First, cyber-security policies should be
devel oped in partnership with public and private
st akehol ders.

St akehol der engagenent ensures that different
perspectives and experiences are wei ghed in policy
devel opnent, and it encourages greater participation
and buy-in as policies go into effect.

At the federal |evel, President Cbana tasked
the National Institute of Standards and Technol ogy,
or "NIST," with devel oping a cyber-security
framework to reduce cyber risks to critica
i nfrastructure using an open public-revi ew process.

| ndustry, academ c, non-profit, and
international and state governnment officials
participated in public workshops on the framework
and contributed responses to requests for
i nformati on.

CA was also an active participant in this
devel opnent process.

Utimately, when NI ST rel eased its framework

in February of 2014, it did so, having solicited and
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i ncorporated significant input froma range of
st akehol ders that hel ped to build broad support for
t he framework.

We encourage New York State to | everage the
wor k that has al ready been conpl eted through the
NI ST framework process to the greatest extent
possi bl e.

The State Senate recently considered S-3407,
whi ch was sponsored by Chai rnman Croci, and passed
the Senate with a strong bipartisan vote.

As the legislative process noves forward, we
recommend addi ng statutory | anguage to S-3407,
advi sing the Division of Honeland Security to
actively engage with public and private
st akehol ders, and, to | everage the N ST franework,
to the extent possible, in the devel opnment of the
New York State cyber-security franmework

S-3407 also calls for the establishnment of a
New York State Cyber Security Advisory Board.

CA bel i eves reconmendati ons on board
appoi ntments should reflect the diverse array of
public and private stakehol ders, including
representatives fromindustry, academ a, governnent,
st andar ds- devel oprment organi zati ons, and ot her key

cyber-security stakehol ders.
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Further, S-3407 calls on state divisions to
make reconmendations on the feasibility, security
benefits, and relative nmerits of incorporating
security standards into acquisition planning and
contract adm nistration.

This is another area where policymkers can
engage with public and private stakehol ders who best
under stand the diverse risk environnents of
custoners and the uni que solutions of providers.

The second cybersecurity-policy principle is
flexibility.

Flexibility in policy allows for adaptability
in security approaches.

Wil e there are sonme comoDn cross-sector
el enents to basic information-security prograns,
there are also significant differences in the threat
envi ronnents, assets, and business m ssions anongst
critical-infrastructure owners and operators.

Fl exi bl e, goal -oriented cyber-security
policies, rather than specific technol ogy nandates,
can best help these organi zations optinize their
security postures.

S- 3407 states that the New York State
cyber-security framework shall provide a

prioritized, flexible, repeatable perfornmance-based
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and cost-effective approach.

We strongly commend the bill's authors for
addi ng this provision.

The third principle to apply, is to utilize a
gl obal approach in cyber-security policy.

Policy to address cyber threats must all ow
for the use of technologies that align with
i nternational market-driven standards.

Thi s enabl es technol ogy conpanies to focus
their resources on enhancing security solutions that
can scale for the global narket, rather than on
maki ng a nultitude of adjustments to ensure
conpliance with a series of static requirenments and
speci fications.

S- 3407 calls for the New York State
cyber-security framework to incorporate voluntary
consensus standards and i ndustry best practices to
the full est extent possible.

We believe that this is very inportant for
ef fective cyber security.

CA bel i eves that cyber-threat information
sharing is an effective tool in helping
organi zati ons address the volune, variety, and
sophi stication of today's cyber attacks.

S- 3407 tasks the Division of Homel and
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Security with devel opi ng procedures, nethods, and
directives for a voluntary information-sharing
program

CA believes there are a series of policy
principles that are necessary conponents of any
successful cyber security information-sharing
program

First, the policies should encourage the
devel opnent and depl oynent of autonmated nechani snms
to share information in as close to real-tine as
possi bl e.

Once cyber-threat indicators are discovered,
this information nust al so be dissem nated rapidly
to all ow organi zati ons that are the subject of
attacks to mtigate against attack effects, and,
al so, to allow other organizations that haven't been
attacked yet to prioritize their defenses.

Second, organi zations shoul d have targeted
liability protection for the data they share or
receive. This protection will encourage greater
participation in the program |eading to better
cyber def ense.

And, third, legislation should require
organi zations to take reasonabl e steps to renove

personal | y-identifiable information of individuals
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not related to the threat fromany cyber-threat
information they share through the program This is
vital to protect the privacy of custoners and
citizens.

Wth respect to protecting the state's own
information systens, it's inportant to find the
ri ght bal ance between effective coordination of
cyber-security activities and division flexibility.

The New York State Senate recently passed
S- 3405, which requires the conm ssioner of
Honel and Security to prepare and deliver a
conprehensi ve report on state cyber-security needs,
and the ways those needs are being net.

This report will help policynakers better
understand the risk environnents facing state
institutions, and will help state divisions
benchmark their information-security practices
agai nst those of their peers.

However, while this coordination is
i mportant, state division information-security
officers should naintain a |l evel of flexibility on
t he best nmeans to protect their systens.

Policies to safeguard state systens nust be
ri sk-based, and enabl e the use of new technol ogi es

and sol utions to address evol ving ri sks.
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Sonme state governments, including Virginia
and Pennsyl vani a, have conmitted to adopting the
NI ST cyber-security framework, or to napping their
own security protocols against the N ST franework.

We recomend New York State al so consider
| everaging the NIST franework to protect its own
i nformati on systens.

Cyber security represents a significant
chal l enge for industry officials and for state,
national, and gl obal policynakers.

CA appl auds the efforts you have taken in
tackling the key cyber-security issues of
critical-infrastructure protection, cyber-threat
i nformation sharing, and protection of state
i nformati on systens.

W stand ready to partner with you in, both,
the remaining | egislative process, and on effective
i mpl enentation of New York State's cyber-security
pol i ci es.

Thank you very nmuch for the opportunity to
testify, and | |look forward to answering any
guestions you nay have.

SENATOR CRCCI: Thank you, M. Brown.
| appreciate that testinony.

You preenpted a | ot of nmy questions in your
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t esti nony.

But, could you give -- for those who are
out si de of the business, and the policy-wonks in the
room can you give us a practical application, based
on software applications that CA currently works
with or provides to the state, what would be a
practical application of a vulnerability that would
affect a statewi de systemor users or state
enpl oyees?

JAM E BROWN:  Thanks.

Well, very good questi on.

And | think, you know, in today's
cyber-security world, you know, we tal k about there
no | onger being a perineter. You don't really set
up wal l's anynore, you know, that can be breached.

I nstead, from CA's perspective, identity is
the new perineter, and identity nmanagenent is going
to be extrenely inportant, noving forward, both
identity and access nanagenent.

So what are the effective tools that can help
aut henticate individuals as they are on systens,
and, also, what is the right | evel of access that
t hey should have to different -- you know, to
different data or systens within -- you know, within

public systens?
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So, | mean, CA, you know, for exanple, does
provi de identity- and access-nanagenent sol utions.
And one of things we're actually working on, noving
forward, is noving away from just user nane and
password as aut hentication.

| nmean, that's been, you know, passwords
oftenti mes are saved in databases, and those can
be -- you know, those can be hacked, and corrupted,
and then, therefore, you know, given to bad actors.

We're working, actually, you know, on a
programthat N ST admi nisters, called the "Nationa
Strategy for Trusted ldentities in Cyberspace,"
trying to identify, you know, new neans of
aut hentication that can prove that this individual
is who he or she says he is, or, as we nove into the
Internet of thing, that this thing that's
comuni cating is, you know, what it says it is, and
then al so applies the right anmount of access to
dat abases, based on that.

SENATOR CROClI: So are there tools right now
that state enpl oyees would use or state systens are
utilizing in that area?

JAM E BROANN: Wl |, yes.

So, | mean, we -- you know, we provide

identity- and access-managenent software that, you
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know -- that, you know, enables the right anmount of
access, you know, to state systens. W have a
nunber of state custonmers that are using these

i dentity-nmanagenent systens.

And, you know, | think, you know, from our
perspective, we follow the | SO 27001 standard in
i dentity-access managenent. And, you know, this is
what we apply in our tools, and we think that
t hey' ve been very effective tools in preserving, you
know, the right anmount of identity access for
New York State systens.

SENATOR CROCI: And the -- CA is obviously
wel | -1inked with our federal partners, and,
certainly, working through the N ST frameworKk.

Are you -- are you concerned that there are
hol es or gaps that the states are not filling in
order to nmeet those standards, and certainly
New Yor k?

And are there industry | eaders, private
entities, corporations, who are providing protection
to states or nmonitoring these things for states in
anot her setting in other states?

JAM E BROMN: Well -- so, | think it's -- I'm
gl ad you brought up the NI ST franmework, because what

| think where that helps, in particular, is getting
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st akehol ders, you know, both providers and
custoners, to use comon ternm nology to get on a
conmon | exi con

Ri ght now, | think what you have is a nunber
of different -- you know, a nunber of different
institutions that are setting up their own security
postures, but, what's lacking is, perhaps, the best
coordination, and I think, you know, being able to
share best practices, you know, being able to
| everage, you know, conmon platforms across
different institutions.

And | think, you know, what the N ST
framework does, is it allows, again, different
actors, you know, to at |east set a conmon baseline
to use a comon set of term nologies across the
organi zation as to, Okay, what are the different
practices we can be taking in cyber security?

And this works both in states, you know, and
at the federal level, and, certainly, for
critical-infrastructure owners and operators.

And -- you know, so while it puts them-- you
know, allows themto use this common term nol ogy, at
the sane tinme, it is still gives themthe
flexibility to identify, you know

What are our nobst inportant assets?
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What is the unique threat environnent that we
face?

Based on that, how do we then prioritize, you
know, our limted budget spends so that we're using
t he nost effective manner?

So it is a conbination, what the NI ST
framewor k does, and | think that the states,

i ncl udi ng New York, can take advantage of, is, you
know, get on a common platformusing the sane
term nol ogy, but, maintaining, you know, that
specific flexibility, both, at the state |level, and,
certainly, within different state institutions, you
know, to cone up with their best risk-nmnagenent
practices.

SENATOR CRCOCl: But the resources are out
there and available to the state of New York?

JAM E BRONN: They are -- they are. You
know, both CA, and, certainly, nmany other providers,
you know, are at the forefront of a | ot of new
security technol ogi es that are avail abl e.

And | think, you know, what is needed is the
right level of coordination, |everaging of common
platforns. But, then, you know, above that, that
flexibility, and sort of mssion -- mssion-oriented

approach to choosing, Wat are our right




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

29

cyber-security priorities?

SENATOR CRCOCI: Thank you.

And I'Il turn it over to ny coll eague
Senat or Nozzoli o.

SENATOR NQZZOLI O  Thank you, Senator Croci.

M. Brown, thank you very nuch for your
participation and your testinony.

And, it's also great to see a fellow Cornel
al utmus who's nade good, as well as an al umus from
Capitol Hill.

So, we appreciate your variety of insights
into this process.

Your testinony is very helpful. It sets a
very good tenplate fromwhich to act.

Have you had an opportunity to review a
New York State Senate proposal, 4887, that
Senator Venditto had introduced on behalf of the
Attorney Ceneral, for us to be able to analyze the
Attorney Ceneral's proposals regarding the
Data Security Act?

Have you had an opportunity to review that at
all?

JAME BROMN: | have not at this point.

SENATOR NQZZOLIO | -- and, certainly, it

woul d be nice if you could have that -- take that
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opportunity in the next few weeks, and to be able to
gui de us on any particulars that you see make sense,
and don't make sense.

One of the things that nakes sense from your
testimony and your reconmendati ons has been to do
all we can to use the NIST framework -- N1-S-T,
framework -- in terns of ability to govern

And that was -- that is sonething that is a
positive about the Attorney General's proposal.

And -- but we'd like to have your input as to
whet her or not you think it goes far enough, or
maybe too far.

There are sone proposals, that | won't
bel abor today, that really give us great concern,
and one of themis contrary to your recomendati on,
in the sense that you're asking our Legislature to
| ook at an approach that's flexible, in the sense of
one size doesn't fit all. | think that's what
| gl eaned from sone of your renarks.

And that's a problem we have with the
Attorney Ceneral's proposal; that it, in fact, is a
one-si ze-fits-all approach. Wether it's a huge
user of consumer data, whether it be a big-box
store, or an insurer, or whatever, the sane | aws

woul d govern that person, and enterprise, than the
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si ngl e-proprietor sewi ng shop that happens to have
personal data and information.

Soit's a -- we have a broad variety of
commerce to help establish a franmework for.

And the flexibility part, sonething you --

t hat was weaved t hroughout your testinony, and

| think certainly appropriately, we need your

t hought s on how we can nanage a flexible system of
law that it does respond to the conmmerci al
differentials that we have in society.

Is that, in your know edge, being worked on
by the Congress of the United States?

JAM E BROANN:  So, the Congress of the
United States, | took the NI ST framework, and just
| ast year, you know, past |egislation that
statutorily puts in place the process, you know,

t hrough which the director of N ST should be working
with industry stakeholders to cone up with a common

set of, you know, standards and best practices that

woul d be vol untary.

You know, that's, | think, another key point,
certainly early on, as, you know, cyber security is
such a big topic, and, again, the array of customers
are so diverse as well, that -- so that opportunity

to, you know, pick certain provisions to weigh your
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own security practices against that, | think -- and
to learn lessons, it's really inportant, you know,
bot h, you know, the voluntary nature there at the
federal |evel, but then, also, the flexibility is
key.

And there is a bal ance between coordination
and flexibility, you know, that -- you know, we
woul d recommend to any, you know, state governnent,
i ncl udi ng New York, to take.

But, you know, ultimately, you know, our
feeling at CAis, right, one size does not fit al
when it comes to cyber security. And, you know,
while there m ght be a cormon platform and perhaps
some goals that are set out, the nmeans to address
that, and perhaps the specific requirenents in that,
you know, should enable a -- you know, a limted
anmount of flexibility.

And with respect to Senator Venditto's
proposal, yes, we'd be happy to take a | ook at that
and provide foll owup comments if that's hel pful

SENATOR NOZZOLIO And the Attorney Genera
can't introduce legislation by hinself. It only can
be a nenber of the Legislature.

And Senator Venditto, as an opportunity and

service to the rest of the Senate, introduce the
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neasures so that we can analyze it.

One of the proposals of the Attorney Ceneral
is to have the authority to fine up to $50 mlli on,
in ternms of penalties, even wi thout a show ng of
financial |oss.

So it's, certainly, if there's a data breach
a conpany, an enterprise, would -- could face a
$50 mllion fine, without so nuch as a -- any
financial |oss either, too.

So we have a concern, how do you -- how do --
wi th such a huge amount of penalty, how do you
encourage voluntary participation once a breach
occurred?

JAM E BROWN:. Well, in data breaches, and
dat a- breach reporting requirenents, are certainly,
you know, a big issue that's being covered both
anongst different states and at the federal |evel.

Right now, | think there -- you know, there
are 47 different standards set by the states,
including 4 nore, | think, of US. territories, you
know, which creates sone obstacles and sone
difficulties for organi zations then to have to
manage and deal with that.

A |l arge organi zation |ike CA we can do that.

You know, we have a big |egal departnment. W
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understand and conpliance in different states.

As you nentioned, smaller organi zations that
al so do busi ness across state |lines, being able to,
you know, maintain conpliance there is difficult.

And on the penalty side, you know, | think
one point that we like to stress is that, when a
data breach occurs, you know, we like to rem nd
st akehol ders that we are also victins of a crine.

It is certainly in our interests not to get
breached. And, you know, while CA, you know, both,
has excell ent security measures for our own
i nformati on systens, and provides them you know,
for other organizations, it can be difficult for
smal | er organi zations to -- you know, to be able to
pur chase sonet hi ng.

So | know that's something that, you know,

di fferent organizations are |looking at: \What are
effective security tools for smaller organizations?

And, you know, again, when it conmes to the
size of penalties, you know, something that is very
| arge, maybe $50 million, for a small or
medi um si zed busi ness coul d bankrupt them

And, you know, again, | think keeping in mnd
that they, too, are -- you know, that they are the

victims of a crime, and, you know, do not want to
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i ncur breaches, you know, but then to encourage them
to sort of tackle goal-oriented approaches to -- you
know, to inprove their security, and to notify the
appropriate authorities, you know, when they are
preached, is inportant.

It's something that we'd be happy to work
with you on. And | know a nunber of small -business
groups probably would as well.

SENATOR NOZZOLI O  Thank you for your input
and your responses, and your continued vol unteering
for anal ysis over tine.

And t hank you for your participation.

SENATOR CRCOCI: Thank you, Senator.

Senator Venditto.

SENATOR VENDI TTO  Senator Croci, thank you.

And t hank you again, M. Brown, for your
testimony and for your presence here today.

Just follow ng up on kind of what we were
tal ki ng about here in the discussion, | mnean,
obvi ously, at the end of the day, the -- and, by the
way, we are, of course, working with the
Attorney Ceneral's Ofice on the |egislation.

It would be great to sit down as we go
forward in the process, to continue to craft it,

because we are taking input along the way, and
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maki ng sure that we cone out with a finished product
that is reasonable, and that we can all -- you know,
al | agree upon, going forward.

So that would be great to follow up there.

Just, in terns of striking that bal ance,
| guess you would call it, you know, we want to
protect our users, we also want to protect the
conpani es here. And, you know, the |ast thing we
want to do is deter conpanies fromreporting these
breaches. W want to, if anything, create an
incentive for themto do so, and that's going to
benefit all the parties involved.

So just kind of flushing this out a little
bit nore, is there anything specifically that you
can think of now that m ght create that incentive,
rather than a deterrent, in this situation?

JAME BROWN: It's an excellent question.

And, you know, | do think, one of the things
| had nentioned in ny testinony is the targeted
liability protection. | nean, not overly-broad, but
i nstead, you are trying to encourage participation
in this programto share information on cyber
t hreats.

And, you know, as some organi zations start

getting attacked, you know, we want to make sure
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that that information gets to others so that they
aren't also attacked, and, you know, so that they
can also then rely on appropriate, you know, state
and federal and |ocal authorities to help themto
mtigate the effects of the -- for those that are
attacked, to help themto mtigate those effects.

So, you know, | do think, you know,
i nformation sharing, cyber-threat
i nformation-sharing prograns, are inportant an
conponent to help in that regard.

| do think if organizations feel secure, that
when they are sharing what they see as anomal ous
activity that could indicate a threat, you know,
that that won't then be turned around, you know, and
used agai nst them you know, for either liability
or, you know, a lawsuit, or what have you.

And t hen, you know, on the data-breach side,
there are -- there are requirenents right now for
t hat notification.

| think, you know, ensuring that
organi zations have the tine, first, to investigate
the nature of the breach, and to be able to take
reasonabl e steps to mtigate the effects, and to
secure their systens, giving them you know, the

right anount of tine to do that before then having
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to notify, that is also inportant, because you don't

want to put out vulnerabilities or threats that have

happened if that vulnerability still exists, and if
it exists on other -- you know, organizations
syst ens.

So | think taking that reasonable tine,

t hough, certainly, quickly, to investigate the
nature of a breach, to patch holes, to mtigate
effects, share that infornmation across the conmunity
so that others can al so take advantage of that, and
then provide the notification, | think would be

hel pful .

SENATOR VENDI TTO And | appreciate that
answer .

And that is the goal here, to create that
secure environnent where we can be, you know,
forthright when these breaches do happen.

So, thank you for your testinony again, and
for all the input that you gave us today.

SENATOR CRCOCI: Thank you, Senator.

Senat or Col den.

SENATOR GOLDEN: Thank you, M. Chairman.

And t hank you for your testinony here today.

But, | believe it's so trenendous out there,

the costs cones down to us. The people that live in




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

39

this great city and state, and great nation, they
pay the bottomline on these breaches.

The Sinple credit cards, no chips; right?

JAM E BROMN:  Yeah.

SENATOR GOLDEN: Now we got a |aw com ng out,
we're going to put chips in them

But, they're already getting ahead of that,
| understand; right? They have a way of getting
around the chip as well.

But here's the Sinple card.

There's a Sinple card that was used in ny
community, and they went into one store, and,
supernarket, and they were able to circunvent the
hardware and the software, and it cost a trenendous
anount of noney for that one store.

But here's the problem That store doesn't
report it -- that store was the only -- excuse ne,
that was the only store that reported it.

The other stores did not report it. They
don't want it out there in the community that their
systens have been breached, because they don't want
to hurt their businesses. Nobody finds out about
it. They let these breaches go on. And then they
pay out of their -- the bank cards pay their --

t hose that have been breached, so we never get a
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police report, we never see a newspaper report. W
never see anyt hi ng.

And by the tine this has happened in the
comunity, you can hit a comunity for six,
seven hundred thousand dol |l ars overni ght, and
t hey' re gone.

W need to do nore in getting the reporting
of that breaching.

How do we do that?

| know, right, we've asked that question
probably four different ways here today, and | want
to, you know, commend ny col | eagues, but, we have to
do sonething to get this reported in a way that we
noted it's going on, and to the extent that it's
goi ng on.

JAM E BROMN:  Yeah, and | would -- | nean,
| think breach-notification requirenents thenselves
are perfectly appropriate.

And | think the key -- you know, and
i mportant.

And | think the key there is the timng, and
t hen the methods, you know, through which to help
ot hers, as you say, you know, so that, you know, if
these aren't being reported, to help others protect

their systens.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

41

And one of those is, you know, in S- 3407,
| do think the information-sharing provisions wll
be very hel pful.

| woul d al so encourage state authorities to
| ook at -- you know, at the federal |evel, they
are -- they're setting up a new i nformation-sharing
and anal ysi s organi zation's, you know, network of
i nformation sharing, allow ng, you know, both on the
state level, and then, certainly, you know, state
entities or private entities within the state to
consi der participating in that.

And then, you know, it is appropriate,
obvi ously, on data breaches, not just to notify
custoners, but to notify the appropriate authorities
as well who have sone of the tools to help -- to
hel p nake these patches.

And, again, | would go back to say, Ckay,
| would not make public notice until you have taken,
you know, reasonable steps, you know, in an
expeditious fashion to patch those breaches, you
know, and to begin to secure your systens again, so
that you're not putting out there, Hey, you know,
here's a vulnerability that we had that we haven't
pat ched yet. Keep coming -- keep comng at us, to

t he bad guys.
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But, you know, a conbination of effective
i nformati on sharing, you know, there have to be
those requirenents to certain state authorities so
t hey can take steps to hel p.

And t hen, also, you know, the protections so
t hat conpani es feel secure in sharing
organi zations -- or, excuse me, sharing information
across other -- you know, other peer organizations
so that they can, you know, take advantage of that
new t hreat knowl edge, | think would be very hel pful.

SENATOR GOLDEN: |I'mtal king about | arge
retailers as well.

JAM E BROMWN:  Yeah, sure.

SENATOR GOLDEN: |I'mtal king about stores
with the hardware, and software shoul d have been
updat ed, and wasn't updated. They just let it go,
and let the systemexist, and not go for the extra
nmoney that's required to update that hardware and
sof t war e.

JAM E BROAWN: Well, and in those cases,
right, obviously, there was a -- a very significant
breach t hat happened, you know, |ast year to a |arge
retailer.

And | think, in many ways, that was a

game- changer, from a market perspective.




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

43

| mean, the notivation -- the cost to
their -- to the business of the large retailer that
suffered that breach in the wake of that, especially
by their reputation, was extrenely significant.

| this the CEO was | et go. There was sone
turnover on the board as a result.

There's a strong notivation there, saying,
kay, we better take steps to ensure, both, that our
own systens are secure, and al so working with our
suppl i ers.

Because, you know, for instance, you know, in
the case of Target, | think, ultimtely, the breach
t hat occurred happened t hrough an HVAC supplier that
t hey had, you know, that was expl oited.

The cost to the business is naking other
retailers sit up and take notice, w thout question.
And | think they are -- they see now, as part of
their overall business's risk-nmanagenent approach,
that cyber security has to play an extrenely
important role. It has to be, you know, part and
parcel of the overall risk-nmanagenent system because
that does, ultimately, affect both the top Iine and
the bottomline of their business.

So, | do think you' re seeing changing

behavi or just through that nmarket dynamic right now.
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But, at the sanme tinme, you know, again,
certain data-reporting requirenents under |aw, you
know, are necessary to protect citizens as well.

| nmean, | think finding the right bal ance
there is inportant.

SENATOR GOLDEN:  And the fines, you know, the
$50 mllion fines, sounds |like you' d get people to
pay attention. But, unfortunately, that gets passed
down t hrough other costs to the retailer, and to us
as the -- as the purchaser of those goods.

So, at sone point, you can fine everybody in
the world, but the end result is, we're the ones
that are going to be paying for it.

JAM E BROMN: R ght .

SENATOR GOLDEN:  Correct?

JAME BROAWN: No, that is correct. | nean
it ultimtely does fl ow down, you know, to the
custoners and, you know, citizens, and what extra
costs that they will ultimately incur.

It's a shanme that it requires large events to
sort of serve as teachi ng exanples, but --

SENATCR GOLDEN: W have to do it,
unfortunately.

JAME BROMN: -- it has, and it wll.

| nmean, you know, even if everyone had, let's
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say, the state-of-the-art systemin place right now,
you know, | think we try to nake the point that
every data system at sone point or another -- you
know, we say there are two types of organizations:
Those that have been breached. Those that don't
know t hat they've been breached yet.

And, you know, cyber threat -- the
cyber-threat environment is continuing to evol ve.
You know, there's no perfect security system but
| think that the key is continually circling back,
| ooki ng at, you know, your risk priorities, |ooking
at what the state-of-the-art is available for
security technology, and then trying to line those
up as much as possible on a continuous basis over
time.

It isn't a one-tine, you know, we're done.
W put in a security system we're now safe forever.

It's got to be a continuous novenent.

SENATOR GOLDEN:  Two nore qui ck questions.

JAM E BROMN:  Sure.

SENATOR GOLDEN: Facebook. Sonebody took a
pi cture and puts the person's picture on the
Facebook and creates a face -- a fake Facebook, and
then creates a database, and then goes in and rips

of f a nunber of seniors by creating this new face
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and this new inage. And people fall for these
scans.

And by the tine you figure it out, you
haven't figured out that people are using your
pi cture on Facebook to set up these phony imges and
phony, you know, personas, so they can go in there
and do these scans.

Are you encountering a |l ot of that?

JAM E BROMN:  Yeah.

Well, | think, on an increasing basis, you're
seei ng, you know, nore that these types of scams
| everagi ng, you know, what can be real inages to set
up fake identities.

And here's an area, this is an excellent
area, that only governnments can play; and that is,
you know, What is the coercive power to inpose
strict penalties on cyber crime, you know, whether
it be identity fraud, or others?

And -- | nmean, | think -- | can't renenber
t he nane of the organization that conducted the
study. It mght have been the Center for Strategic
and International Studies. But, they cal cul ated
that, |ast year, cyber crine alone costs the
econony -- the world econony about $450 billion, you

know, with a "b."
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| nmean, that's a nmassive nunber, and you
t hi nk, what could that have been better spent on,
you know, to help inprove the econony, and ot her
areas?

So | think having those -- those penalties in
pl ace that are appropriate and commensurate with
that size of theft, with that type of identity
fraud, is extrenely inportant.

SENATOR GOLDEN: The | ast question: The --
to differentiate between public security attacks and
private ones, are they basically the sane, or,
essentially, different, in nmanner and scope?

MIA, water supply, electrical grids.

W' ve been tal king about, basically consuner,
we' ve been tal ki ng about going after retailer, we've
been going after different types of cyber crines.

But, what's the difference in the |arger
crinme, and the effect, obviously, of these |arger
crimes?

And how are they different, or are they
basically the sane?

JAME BROAN: | -- when you see attacks on
both, like you say, those that are agai nst
cust oner - faci ng organi zati ons, and ot hers, and

| don't have the specifics on, you know,
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dollar-figure effects of each attack. But | do

have, in ny witten testinony | cite a study that

was conducted, | think, by the Ponenon Institute
| ast year, where it tal ked about, 70 percent -- nore
than -- excuse ne, nore than 70 percent of

critical-infrastructure owners and operators
reported at | east one security breach in the
previ ous year that led to the |oss of either
cust oner personal information, or, that disrupted
operations in that year leading up to the study.

So you think about disrupting operations,
| nmean, if you have soneone cleaning the water
supply, if you have someone providi ng power, you
know, the effects of those attacks, if successful,
and if -- you know, if the attacker decides to sort

of go all the way through and try to, you know,

execut e the maxi num anount of damage, | nean, that
could -- that could cause significant -- significant
damage.

So, it is extrenely large on both the big
organi zational level; the critical infrastructure,
where custoners may not be directly affected. They
are certainly indirectly affected.

But, you know, | don't have the specifics on

the figures; but, no, it is a growi ng vector for
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attacks, that, you know, bad actors in the cyber
world are |l ooking to exploit nore attacks agai nst
critical infrastructure.

SENATOR GOLDEN:  Thank you, Peter.

SENATOR CRCOCI: Thank you, Senator.

And, M. Brown, | want to thank you for
your testinony here.

| was struck by one of the comments you j ust
made, that, unfortunately, sonetines it takes a
| arge-scale event to get us to nove in the direction
t hat we need to.

This is sonething that a great forner
governor and nenber of the Legislature,

Theodore Roosevelt, said, that, "Unfortunately,
Americans don't |learn by experience. W |earn by
cat ast rophe. "

And, today, the purpose of these hearings is
totry to avoid that catastrophe, and we appreciate
you being part of that effort.

JAM E BROAN:  Thank you.

SENATOR NOZZOLI O  Thank you very rmuch.

SENATOR CROCI: Qur next witness to join us
today, and we're very pleased to have himhere, is
Speci al Agent Donal d Freese.

Speci al Agent Freese is the director of the
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Nat i onal Cyber Investigative Joint Task Force for
t he Federal Bureau of I|nvestigation.

Certainly, the bureau and the DQJ have been
pioneers in this field, as have the Departnent of
Def ense, and sone of the | egacy agencies of DHS.
They' ve really conposed the community of excellence
in the cyber-security field.

And, so, we're especially honored to have you
here today, Director Freese.

DONALD W FREESE: (M crophone turned off.)

Thank you, Senator. Appreciate it very much

SENATOR CROCI: And we'll take any opening
statenents or testinony that you would like to read
at this tine.

DONALD W FREESE: Good norning, Senator.

| do have sonme opening statenents --

SENATCOR CROCI : Pl ease.

DONALD W FREESE: -- or, prepared renarKks.
|"d just like to |lead off with those to give you a
little bit of an overview of the cyber |andscape
(i naudi bl e) the postures that we | ook at and handl e
every day.

(I naudi bl e.)

SENATOR NOZZOLI O His mc's not on.
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SENATOR CRCOCI: There m ght be a button.

SENATOR NOZZOLIO  Just pull it alittle
cl oser to you.

DONALD W FREESE: (M crophone turned on.)

Good nor ni ng.

How s that work?

SENATOR CROCI:  You got it.

DONALD W FREESE: Al right. There we go.

Thank you.

Al right. Good norning, and thank you for
inviting ne to provide these renmarks to the
New York State Senate at its public hearing on cyber
security.

The Federal Bureau of Investigation has a
long history of working with all |evels of |aw
enforcenent, the intelligence community, and private
i ndustry in carrying out the FBI's m ssion. Through
this coll aboration we focus on buil ding partnerships
to hel p conbat the cyber threat to our nation

We val ue the rel ati onshi ps we have with our
New York State partners in helping to protect the
residents of New York, as well as other partnerships
across the nation, to help protect the United States
from malicious cyber incidents and ot her attacks.

| understand the chall enges you face, and
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woul d like to tal k about how we at the FBI view
cyber threat, and how we can continue to work
together to conmbat this threat.

| also want to inpress upon you the
i nportance that the FBI puts on this issue.

Al t hough counterterrorismrenains the FBI's
top priority, we anticipate the cyber security may
wel | beconme our highest priority in years to cone.

We at the FBI understand that securing our
nati onal infrastructure and networks fromthese
attacks is vital, and that New York State needs to
do all that it can to be on the forefront of cyber
security.

To this end, I'd like to begin today by
speaki ng to you about cyber threat facing both
New York and the nation.

Bet ween Decenber 2000 and June 2014, the
esti mated nunber of Internet users grew from al nost
361 million to 7.2 billion, an increase of nore than
741 percent.

The use of the Internet increases our
capacity for comruni cation, |earning, and comerce,
and, thus, benefits the world trenmendously.

The Internet, however, also provides

mal i ci ous actors with a new avenue for conducting
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crimes.

The White House "Strategy to Combat
Transnational Organized Crinmes" states that, "Cyber
crinme costs consuners billions of dollars annually,

t hreatens sensitive corporate and gover nnment
conmput er systens, and underni nes worl dw de
confidence in the international financial systens."

FBI Director Coney recently stated that, "The
Internet is now a vector for crimnal activity that
conpl etely changes the traditional notions and
framewor ks of how to deal with crimnal activity."

Al t hough I'm here today addressing the
New York State Senate, one mjor take-away | hope
|"ve inpressed on you already is the fact that the
advent and use of the Internet by crimnals has
redefined the traditional and territorial boundaries
of crimnal behavior.

And al t hough the FBI has had success bringing
sonme of these cyber crimnals to justice, due to the
difficulties inherent in conducting broad-based
i nternational investigations, crimnals feel
i nvinci ble today, and victins feel |like they won't
ever get justice.

The main point is that, what affects

New York State can easily affect other states across
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the country, and vice versa, and fighting today's
cyber-crime threat requires a holistic and joint
appr oach.

That being said, today's cyber threat to the
nation and the state of New York can be separated
into several categories.

|"d like to just go over those at this tine
to ensure that you see, fromthe federa
perspective, how we address this threat.

First being cyber terrorists.

We all know that terrorismhas affected
day-to-day life across our nation at all |evels.

Al though simlar to traditional terrorist
activities, the current methodol ogy of cyber
terrorists focus on disrupting day-to-day
oper at i ons.

Typi cally, the sophistication involves | ow
to nedium|level attacks, but nake no m stake, these
mal i ci ous actors have the intention of evolving
their capabilities, and they have denonstrated a
hi story of steadily |earning and adaptation. They
are increasingly cyber-savvy, and nuch |ike other
mul ti-national organizations, they are using the
Internet to recruit prospective nenbers, grow their

busi ness, and carry out small- to |large-scale
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oper at i ons.

For exanpl e, hackers broke into eBay and
stole a database full of user information between
| ate February and early March of 2014, and according
to open sources, the attackers managed to obtain a
smal | nunber of eBay enpl oyees' |og-in credentials,
whi ch they used to exploit the conpany's corporate
network. EBay did not disclose how many of its
148 million active accounts were affected; however,
a spokeswonman said the hack inpacted a | arge nunber
of accounts.

Fromterrorists, we nove to the nation-state
t hreat .

Terrorist use of the Internet is not our only
national -security concern. Foreign state-sponsored
conmput er hacki ng poses a significant security
chal I enge, and foreign state-sponsored hackers are
patient and cal cul ating. They have the tine, the
noney, and the resources to burrowin, and to wait.

They may come and go, conducting
reconnai ssance and exfiltrating bits of seem ngly
i nnocuous information. Information that in the
aggregate may be of high val ue.

Increasingly in the news, there have been

reports of cyber intrusions and attacks on the
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United States that have been purported to originate
fromother nation states. W know that, depending
on which country is in question, they are reported
to conduct a wi de range of operations, including
persi stent conputer-network exploitations, also

known as "CNE," and conputer-network attacks, or
"CNA," with the potential targeting of
critical-infrastructure data and hardware
destructi on.

For exanple, in July of 2013, the FB
wi t nessed malicious cyber actors commtting
di stributed denial -of -services, or "DDoS," attacks
agai nst a high-profile U S. business.

Upon investigating the actors further, FB
i nvestigators | earned that the hackers intended to
expand their DDoS attacks to target the
U. S. financial infrastructure.

Through investigation, analysis, and
coordination with public and private-sector
partners, the FBI produced notices to the financial
sector of the actors' techniques -- tactics,

t echni ques, and procedures, or "TTPs," enpoweri ng
financial institutions to secure their networks
agai nst the threat.

Moving down a list of priorities, we nove to
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financial actors and those notivated by financial
gai n.

And aside fromthese national -security-I|eve
conmponents with both terrorismthat we tal ked about
bef ore and nation-state actors, we find that the
core notivation -- financial gains -- stil
represents a mmjor notivation for hackers. Many of
the vectors for these cyber crimes are done through
soci al -engi neering sites and network exploitations
for the purposes of accessing and stealing from
busi ness and personal financial accounts.

The sophistication of these attacks runs the
ganbit, and the cyber-crine underworld is a working
econony with professionals filling a w de range of
job roles at all skill levels, fromapprentice, to
j ourneyman, into master class.

In other words, this has led to the
comodi ti zation of mal ware, hacking, and
services-for-hire by the crimnal elite.

We nove that on into the world where we start
to bleed into what we call "hacktivism" or
"hactivsts.” It's a termthat refers to cyber
attacks in the name of political and soci al
activism

The segnment of cyber-threat spectrum covers
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everything, fromindividual hackers seeking thrills
and bragging rights, to organi zed hacki ng groups
conducting distributed denial-of-service attacks and
web def acenments agai nst governnent and corporate
entities.

Moving further towards the core of what we're
exam ning today, the insider threat is sonething
that's al ways been in existence, fromboth spies and
corporate insiders. It has been -- the risk has
been increased through the autonation process.

And the last group that we'll talk about is
cyber attackers. It involves one that can perhaps
pose the nost serious threat to all |evels of
i ndustry and governnent; and that's the insider
threat, or the threat from people who are part of
the actual institutions which are being targeted.

Oten their attacks include CNA, CNE
physi cal exfiltration or actual destruction of
information, or sensitive or classified data.

Potential insider-threat actors include
non-t echni cal enpl oyees with access to sensitive
data, third-party contractors and partners,
including I T adm ni strators and any enpl oyee with a
grudge or perceived wong. Insider-threat activity

can be witting malicious theft attack, espionage, or
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unwi tting accidental data | eaks or destruction.

"1l leave you with one final exanple.

A research scientist recently admtted to
stealing trade secrets froma chem cal conpany and a
di versified manufacturer worth between 7 and
20 mllion.

A software engi neer stole proprietary
technol ogy trade secrets that handset manufacturers
had spent hundreds of mllions of dollars to
devel op.

The governnent agency paid $20 mllion to
settle a class-action lawsuit, after a | aptop
containing mllions of dollars in personal Pl was
stolen fromthe enployee' s hone.

In summary: Governnent and private-industry
| T professionals indicate insider threats currently
account for 25 to 50 percent of all cyber-security
incidents. The threat is so serious that
Executive Order 13587 addressed insider threats, and
stood up the Insider-Threat Task Force to advi se on
deterring information-security risks posed by
i nsi ders.

At this point, | would subnmit the rest of ny
prepared comments to the record, and for your

guesti ons.
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| would submt nyself for your response.

SENATOR CROCI: W very nmuch appreciate that,
Di rector Freese.

And, | have one question from
Senat or Addabbo.

SENATOR ADDABO  Thank you.

Thank you, M. Chair.

Thank you M. Chair.

| want to thank yourself, the veteran
Commi ttee Chair;

Senators Nozzolio and Senator Venditto,
t hank you very much

And your staff, for the efforts today on a
critical inportant issue for our state.

Al the nore reason that the Legislature nust
have a cooperative working effort with our
adm nistration, for the sake of our people, and the
safety of the people throughout the state, on this
i ssue of cyber terrorism

M. Freese, thank you very much for your
time today and for your efforts at the FBI

W di scussed so far about cyber terrorism
cyber threats, regarding infrastructure, utilities,
and so forth,.

| want to expand a little bit to airports and
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aircraft.

Recently, earlier in the week, we had an
i ndividual -- not a terrorist individual -- we had
an individual who clainms that he has hacked into --
20 tinmes over the course of a nunber of years,
2011 to 2014, hacked into different aircraft,
adjusting their plane flight, nobility,
entertai nnent system

It's a major concern, certainly, as we have
ai rports throughout the state. This plane was bound
for Syracuse, | understand.

| have a district that is adjacent to JFK
I|"'min a borough that has JFK and Laguardi a.

We know t he weapons -- when planes are used
as weapons, the devastation that can occur.

| would Iike you to weigh in on that issue.

Cyber terrorismas it relates to our aircraft
and airports, howreal is it? And what possible,
you know, mneasures can be taken?

DONALD W FREESE: Ckay.

You referred, Senator, to a specific incident
that's in the paper just recently, | believe?

SENATOR ADDABO. It's not so nuch that
particul ar incident, but the issue in general,

because you know it's a threat.
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DONALD W FREESE: Right, absolutely.

Yeah, I'll talk about the issue in general,
and the automation of both aircraft, aircraft
systens, and aircraft-control systens.

Certainly, the risks to those systens have
grown nore broadly as the information technol ogy has
rapidly infiltrated al nost every el enent of the
aircraft industry.

If we just focus on that for a few m nutes,
| will describe that risk as both broad; however, it
is extrenely regul ated, and, in ny opinion, well
mtigated. Al right?

My opinion is supported by all of the
professionals in the industry that we have | ooked
at, both, fromthe FAA fromthe federal governnent
regul atory side, as well as our partners in private
i ndustry who deploy the different control nechani sns
and nodul es.

Quite sinply, there are broad cl ai ns of
penetration vulnerabilities on the systens from
di fferent individuals throughout the world in
different things that are not true vulnerabilities.

Now, that being said, nothing is conpletely
fool proof. And we all know that to be the case,

particularly in a digital environnent, there are
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vul nerabilities.

| can tell you, however, that, the act, the
i ndustry takes seriously, both, fromthe private
side; that is, the aircraft controllers, fromthe
manuf acturing and the supply-chain risks, right down
to who devel ops the engi neering and the core-chip
processi ng of each one of those conponents, whether
it's fly-by-wire conponents, whether it's
entertai nment systens, or whether it's
airline-control conponents.

Each one of those things is very closely
controlled fromboth the manufacturing supply chain,
all the way through the inplenentation, execution,
as well as testing, and "penetration testing," a
termwe use in the industry to determ ne whether or
not those systens are, to use a layman's term
"hackabl e. "

And, quite sinply, those systens are sone of
t he best-defended in the world.

So to answer your broader question, that is
not a threat that we focus on highly as a tier one
hi gh-ri sk area, because the industry is so
financially notivated to protect both the brand and
both the protection of their industry.

Any type of intrusion by sonme type of actor
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to control an aircraft would, obviously, have
devast ati ng consequences if that could occur.

We feel that the industry has postured as
wel I, through the FAA and other regul atory,
including the state regul atory agenci es, who | ook at
these things, multiple |ayers of security, nultiple
redundancies, to fully mtigate that threat.

SENATOR ADDABO It nust be an extrenely
daunting task because now we're tal ki ng about, at
this point, global airports throughout the world,
carriers starting fromhere, going to Europe, and so
forth.

Can you weigh in -- we nentioned it alittle
earlier, can you weigh in on that particul ar
i nci dent that happened earlier in the week?

| s that an ongoi ng investigation?

Did that spur another, you know, |ook at this
i ssue of airport cyber terrorisnf

DONALD W FREESE: Yeah, | won't speak
specifically to that issue because of the ongoing
i nvestigative nature of it.

However, | will speak to that type of event,
and | believe | heard a two-part question, both
nationally or internationally, what the aspects of

the airline industry are. And although I'm not an
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expert in that field, certainly have worked in and
around the IT infrastructure in that field.

That the clains of certain individuals, not
just the one that we're referring to, are often
built on theoretical and not actually applied
neasur es.

So, theories are great; and, in theory,
certain things could happen. However, all of the
| ayers of defense and the penetration testing, as
wel | as the encryption of the particular systens,
are extrenely robust.

And t he concept that any individual, nation
state or all the way through, could sonehow
interfere with those in an effective way, to al so
remove -- and this is very inportant point -- renove
the human in the loop; or, in other words, usurp a
pilot's command of an aircraft, sinply does not make
sense.

And so we have to remenber the human in the
| oop can often be a weakness in information
t echnol ogy and security ri sks.

And that's a little bit of a different
guestion, but | wanted to underscore, no matter who
has manufactured the aircraft at this tinme, and,

unlike a train or sonething else, that co-pil ot
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systemis there in place. There's always two people
in control, cognitive control, of any aircraft,

under U. S. regul ations, now focusing just on U S
and they are able to understand and nonitor those
systens in an effective way and to fly the aircraft.

And, in fact, they're trained to fly those
aircraft no matter what happens to any
instrumentation or fly-by-wire controls.

And so that type of human nonitoring,
real -tinme, of what the situation awareness is with
that aircraft is what we rely on, ultimately, as the
security el enents.

Just like you do in any building or other
t hi ng, you al ways have t hose humans who are invol ved
in the security process.

So, | want to allay the fears that, sonehow,
somet hi ng woul d occur so rapidly, or, with such
devast ati ng consequences, that, you know, active
control of an aircraft would be lost in that
situation.

SENATOR ADDABO M. Freese, again, | want to
t hank you very much for weighing in on that
particul ar issue; but that particular issue aside,
| want to thank you very much for the FBI's efforts,

and your reassurance that this issue about cyber
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terrorism as it relates to our airports, is, you
know, being taken care of, or at |east being
acknow edged, very seriously.

Chai rman Croci, thank you very nuch

SENATOR CRCOCI: Thank you, Senator.

DONALD W FREESE: Thank you, Senator.

SENATCR CROCI : Senat or Nozzoli o.

SENATOR NOZZOLI O  Thank you very rmuch.

| add ny gratitude for your excellent
t esti nony.

And | -- on pages 4 -- the witten testinony
you gave us, 4 through 8, you had listed a nunber of
itens that you would like to see, and | think it's a
great tenplate as we |look to legislation, to see
whi ch steps are being taken.

DONALD W FREESE: Sure.

SENATOR NOZZOLI O:  One bit of additional
gui dance | would like to give -- get from sonmeone
wi th such great experience as you, in terns of the
encouragenent for the private sector to share with
t he public about a data breach.

What woul d you suggest, as one who has been
called in to investigate crimnal activity, what
woul d we best do to encourage a process that doesn't

further victimze the person that says, |'ve been




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

68

injured as an organi zati on?

Your thoughts?

Yet, and at the same tine, help you do your
job, and the bureau's job, in terns of protecting
Aneri cans?

DONALD W FREESE: Sure.

The question is, as | understand it, Senator,
what woul d we encourage with private industry to
work wi th government, broad whol e-of - gover nnment
approach here, whether at the state, federal, or
| ocal level, in order to be nore transparent when
breaches occur?

Do | have that question correct, sir?

SENATOR NQZZOLI O Yes.

DONALD W FREESE: Ckay.

Specifically, one strong reconmendation that
the FBI nakes, is to ensure that, constitutionally
protected, or personal information is always
protected, in any sharing process that occurs.

W see people's -- or, the tension, shall we
say, between personal privacy, and a security, is
sonmet hing that always needs to remain in bal ance.

So all ny comrents are bal anced on that
principle right there.

So, we also see that, the rule of law, and we
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expect that the rule of lawin the United States, is
one of the sterling exanples that keep our country
free, and keep us from becom ng what woul d soneti nes
be described as a "police state,” and ot her

exanpl es.

So, specifically to your question, bal anced
on those two points, we would al ways encourage t hat
any legislation requires reporting, when an
intrusion occurs that is significant, to the proper
| aw- enf orcenent authorities, and that should be
scal ed on the level of the event and the |evel of
t he conpany.

For exanple, if this is a very small business
that is nerely run at a local or rmunicipal |evel
and, they have an intrusion problemwth their
conput er system that should be so reported at that
| evel .

And if there is sonmething that is
i nterconnected with the systens of that business, as
we start to grow in scale and scope of the
enterprise, we believe that the reporting to | aw
enf orcement should occur at a broader |evel.

We focus on | aw enforcenent here, as opposed
to intelligence agencies, because we believe that

| aw enforcenent is the proper action arminside the
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domestic space of the United States in order to
prevent, to respond, and investigate any of these
i ntrusions that woul d occur.

Now, we treat -- for exanple, when we dea
wi th one of those reportings, we treat that conpany,
first of all, as a victim and we treat the victins
as victins. There's a dual-victimzation process
t here.

So any | egislation that encourages, both,
t hat | aw enforcenment reporting, and then the
secondary portion, depending on the sector that
we're tal king, about regulatory reporting.

For exanple, two of the nobst vul nerable
i ndustries, certainly, with New York State
infrastructure and with our nation, when we talk
about sectors, would be the financial sector and the
energy sector, just to tal k about those, and
vul nerabilities and cyber attacks in both those
sectors are extrenely high

Both sectors are al so heavily regul ated, and
so regulators at all those agency |evels should be
part of that reporting streamso that they can help
understand, as well as federal |aw enforcenment, and
to help to engage, share openly the information

about what ever attack occurred or whatever intrusion
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occurred so that we can help mtigate that threat.

And that woul d al ways be the encouragenent to
any | egislation, based on constitutional protections
and the rule of |aw, where people can feel that this
type of conmerce is protected.

SENATOR NQZZOLI O Thank you. That's very
hel pful .

| think the other area where we wi sh to have
your gui dance, you suggested a holistic approach in
your testinmony, and that a nmulti-city approach,
mul ti-jurisdictional approach.

New York is unique in a nunber of ways. The
St ock Exchange is here. The financial-services
i ndustry is centered here.

W' ve al ways been an international hub of
commer ce.

What uni que aspects in the hosting of that
role that we play should we provide additional tools
for Iaw enforcenent within our own state laws, to --
that may be unique to New York, in solving sone of
the issues that an international hub of comerce
woul d normal Iy have at its nexus?

DONALD W FREESE: If | understand your
guestion, Senator, it was, what tools at the state

| evel woul d we encourage?
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I's that correct?

SENATCR NOZzZOLI O For | aw enforcenent,
within this broad national and international dynamc
t hat occurs in New York State.

DONALD W FREESE: | would highlight --
| would highlight two areas for you, Senator, that
| think should fully be supported at the state
| evel, and al so reinforced through your [ ocal
enforcenent agencies; and that is participation with
t he federal governnent.

And I'Il give you two specific exanples, with
the FBI cyber and FBI terrorisminvestigations,
because there is an overlap between the two, and
that's how | started ny briefing.

We need to keep a high I evel of situational
awareness with target and threat vectors in both
ar eas.

So, the cyber -- FBlI Cyber Division, which
| represent here today as the director of the
NCI JTF, | also represent 22 other federal agencies,
we have a fellowship programwherein we actively
recruit and work with state and | ocal
| aw- enf orcenent officers. |In fact, | have severa
on ny teamright now W bring themin for

six months of full-tinme training, and we train them
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at the national level. W clear themat the
top-secret level, with certain other clearances, to
have full access to all national-security scope and
spectrum

And what we're doing there is what we've done
for over 100 years in the FBI, in including state
and |l ocal partners in the national fight agai nst
threats that are natural -- national and holistic.

So | would heartedly recomrend support of
prograns |ike that.

It is -- it does require your state and | ocal
officers to be away fromtheir departnments, but that
is tinme well-spent.

Not only do we have them doing on-the-job
training, but we also give themformal. Over
$80, 000 in federal funds are spent to train those
officers in cyber-intrusion and cyber-investigative
techniques. And that's designed with devel opi ng
young | eadership in those departnments at both the
state and local level, to learn howto not only
understand the cyber threat, but to scal e agai nst
and to lead their teans against it.

We have very successful nodels, and |']l
transition here to the terrorismtask force.

You have several joint terrorismtask forces,
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very successful, here in New York State.

That's a repeat abl e nodel that we handl e
t hroughout the United States. W nodel our cyber
task force: you have a cyber task force right here
in Al bany, certainly a very robust one. And, in
New York City, nmultiple teams in New York City, for
exanpl e.

| would fully support -- or, | would
encourage any |legislation at the state and | ocal
| evel to support and encourage those officers to
becone trained at the national |evel, because all of
these threats, the ones that are truly high-inpact,
t he highest-level risks that we tal k about in the
cyber community, need to be mtigated and
understood, first of all, froma nation state and
international terrorismthreat.

Those officers cone back, they work in the
cyber task forces and the joint terrorismtask
forces here locally; they bring that know edge.

More inportantly, they bring the devel oping
| eadership, and they recruit other officers to
continue to scale into that.

And we spend mllions of dollars at the
federal -governnment |evel to train those officers

then on to the -- the -- really, the nuts and bolts
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of cyber defense, cyber-security.

And so | would reconmend those prograns to
you strongly.

| believe that you -- well, | know for a fact
you have several officers that you could bring into
testify and talk to you about their experiences in
New York State. You've been tremendous partners in
that, in all ways.

And | woul d encourage you to proceed forward
in those partnershi ps.

SENATOR NOZZOLIO That's a great suggestion.

Thank you very much

DONALD W FREESE: Yes, sir

SENATOR NQZZOLI O  Appreciate it.

SENATOR CRCOCI: Thank you, Senator.

Any further questions for this w tness?

Director Freese, | just want to thank you.

You preenpted all of ny questions.

Very thorough testinony, and your advice and
your gui dance and expertise in this area is very
much appr eci at ed.

| want to conplinment you on your role with
t he bureau now. And, also, thank you for your
mlitary service, and your |ong and distingui shed

career with the bureau.
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And, we | ook forward to being partners with
our federal partners, fromthe state level, to
ensure that we're doing everything we can not to be
the weak link, and to be a strong |ink and partner
with the governnent -- the federal governnent.

So, thank you very nmuch for your appearance
here today.

DONALD W FREESE: Thank you, M. Chai rnan.

And on behal f of Director Coney and his
staff, we thank you for your support, and, we're
al ways here to serve the state and | ocal at every
| evel, and we're commtted to doing that in our
roles, and we intend to do that, noving forward.

Pl ease | et us know how we can be of
assi stance in the future.

Thank you, M. Chairman.

SENATOR CROCI : Thank you, sir.

SENATOR NOZZOLI O  Thank you, Director.

DONALD W FREESE: Thank you.

SENATOR CROCI : Thank you, sir.

Qur next witness is going to be
Dr. Peter Bloniarz, executive director of the
Governor's Cyber Security Advisory Board.

Good norni ng, Doctor.

How are you?
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DR. PETER BLONI ARZ: (M crophone turned off.)

(I naudi bl e.)

SENATOR CROCI: If you would |ike to make any
opening statenments at this tine, please feel free to
do so.

DR PETER BLONI ARZ: | would like to thank
t he Senators, especially Senator Croci and
Senat or Nozzolio and --

SENATCR CROCI:  Push the button.

DR. PETER BLONI ARZ: (M crophone turned on.)

| would Iike to thank the Senators,
especially Senator Croci, Senator Nozzolio, and
Senator Venditto, for the invitation to speak this
nor ni ng.

My name is Peter Bloniarz. For the past year
and half | have been the executive director and
senior policy advisor to the New York State Cyber
Security Advisory Board.

Recently | al so becane acting chi ef
i nformation-security officer in the Ofice of
| nformati on Technol ogy Services in the state.

These two roles are conplenentary, in that
| now have the ability to translate recomendati ons
of the board into practice, and work nore cl osely

with state Chief Information O ficer Maggie MI I er
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and her teamto protect New York governnent
infrastructure.

In my career | spent nore than 35 years as a
faculty nenber and academ c researcher at the
Uni versity at Al bany, State University of New York
where | was the foundi ng dean of the Coll ege of
Computi ng and | nformati on.

| have a Ph.D. in conputer science and
el ectrical engineering fromthe Massachusetts
Institute of Technol ogy.

In May 2013, recogni zing the challenges to
the state, Governor Cuonpb convened a Cyber Security
Advi sory Board to advise his adm nistration on
policies, prograns, and devel opnents in cyber
security.

The advi sory board is co-chaired by
Terry O Leary, the Governor's deputy secretary for
public safety; Ben Lawsky, the state superintendent
of financial services; and WIIl Pelgrin, president
and CEO of the Center for Internet Security, a
New Yor k-based not-for-profit that plays a key role
in cyber security at the state and | ocal |evel.

The ot her four board nenbers are key former
architects of cyber-security programs in the federal

government, each having served respective roles in
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t he Wiite House, the Departnent of Honel and
Security, and the FBI

In my role on the advisory board, | advise on
how to protect not just state government's assets,
but al so the devel opnent of best cyber-security
practices for the state as a whol e.

Qur first task on the board was one that,
Senat or Croci, you nmentioned in your opening
remarks: What's the State's role in cyber security?

There's a lot of activity at the federal
| evel that we've just heard about, at the
private-sector |evel.

How does the State add to what's going on at
the federal and private levels, |ocal governnent,
wi t hout being duplicative in adding to the solution?

We see four roles that the state governnent
pl ays.

First, to protect New York State government's
i nformation assets.

Second, to help New York State's citizens and
institutions, particularly our critical
infrastructures and those that are econonmically
important to us, to protect thensel ves.

Third, is to enforce cyber-security | aws, and

to provide targeted intelligence wherever it's
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needed in | aw enforcenment and honel and security.

And, fourth, to support the growth of
New York's cyber-security workforce and
cyber-security industry.

Director Freese tal ked about the inportance
of that training and education, that workforce
devel opnent, that's especially inportant.

The State's efforts in cyber security
enphasi ze several thenes that you've heard earlier
today: Collaboration, cooperation, prioritizing o
efforts, being flexible and adapt abl e,
standardi zing, and sinplifying, and then, finally,
maki ng sure that we're prepared should a security
i nci dent occur and we have to deal with that.

We are using best practices that have been
adopt ed by successful organi zati ons across the
gl obe.

In carrying out those four functions, those
four roles, several executive-branch offices are
responsi bl e for carrying out that role.

The first role, protecting the state
government's information assets, is part of every
state enpl oyee's job.

Every state agency has sensitive and

essential information that needs to be protected,

ur

SO
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cyber security falls under the purview of every
state enpl oyee, every state agency.

Their efforts are coordinated by the
O fice of Information Technol ogy Services in the
st at e.

| T Services uses best practices and standards
fromaround the country to carry out its
responsi bilities, including the cyber-security
framewor k promul gated by the National Institute of
St andards and Technol ogy, that "N ST" framework that
you heard in the first testinony.

This is an energi ng and useful standard for
organi zi ng our cyber-security protection for the
nation's critical infrastructures.

For the second role, helping New York State
citizens and institutions protect thenselves,
several state agencies share responsibility.

The New York State Division of Honel and
Security and Energency Services plays a key
coordinating role in this process as part of their
al | - hazards approach to protecting the state.

As one exanple, in their 2014 Honel and
Security Strategy, one of the 10 goals for the
di vision is enhancing New York State's

cyber-security capacities, and they coordi nate
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activities of several agencies, including
| T Services, in working to achieve that goal
We rely on DHSES s expertise and preparedness
pl anni ng through their O fice of Energency
Managenent and their O fice of Counterterrorismto
provi de hazard mtigation in any threat that faces
our state.
They play a key role in our cyber-security
resiliency, in addition to the traditional roles
t hey' ve have always played in incident response.
We | ook forward, as one exanple, to using
their expertise as we're planning cyber exercise
that will enhance our resiliency at the highest
| evel of executive |eadership.
In addition to Honel and Security and
Emer gency Services, other agencies, including
regul atory agencies, like the financial -- the
Depart ment of Financial Services and the
Public Service Comm ssion, play an inportant role,
both, on their own, and in coordination with
Honel and Security and Emergency Services' efforts.
These agencies utilize intimte know edge of
their regulated industries to tailor state efforts
to help secure critical sectors of New York's

econony and industrial base.
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For third role, |law enforcement, the
New York State Police | eads New York's efforts, in
concert with local and federal |aw enforcenent,

i ncluding the FBI and Secret Servi ce.

An inportant asset for both the state police
and Horel and Security and Energency Services is the
New York State Intelligence Center, the state's
fusion center, where federal, state, and | ocal |aw
enf orcenent and Honel and Security personnel work
t oget her on a nunber of fronts, including cyber
security.

The intelligence center is in East G eenbush,
co-located in the same building as the Center for
I nternet Security, the not-for-profit cyber-security
organi zation | nentioned earlier.

The Center for Internet Security, or "CIS"
as it's called, plays an inportant role in the
state's activities in cyber security.

The federal Departnent of Honel and Security
has a designated CI'S, through its Milti-State
| nformati on Shari ng and Anal ysis Center, or
"MBlI SAC," is the key resource in cyber security for
state, local, tribal, and territorial governments in
the United States.

Cl S operates a 24-by-7 security operation
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center and serves as the central resource for
i nformation sharing and incident response for
New York, and the rest of the country.

ClSis a key asset for the state on all four
of our responsibilities.

In addition to participating in the Ml SAC,
the Ofice of IT Services maintains an i ndependent
contract with CIS to nmonitor the networks of
New York State and certain |ocal governnents in the
state, proactively looking for activity that m ght
i ndicate a conprom se or a data breach

Finally, the workforce and
econoni c-devel opnent roles are carried out by
several agencies and partners.

| T Services plays a lead role here. They
hol d prograns, ranging fromthose designed for
el enentary school students, to an academ c

conference, in conjunction with the annual state

cyber-security conference that will be held | ater
this summer in -- June 1st and 2nd and 3rd here in
Al bany.

Enpire State Devel opnent, the Departnent of
Labor, and the advisory board will be holding a
series of cyber-security roundtables later this year

to engage the private sector in critical areas, such
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as the cyber-security industry itself, health care,
financial, energy, to dial ogue about best practices.

I n pursuing these four roles in coordinated
and col | aborative fashion, New York has created a
strong foundation for securing the state.

The four agencies that bear primry
responsi bility, Division of Homeland Security,
| T Services, and the state police, along with the
not-for-profit Center for Internet Security, work
hand-i n-hand on a regul ar basis to protect our
infrastructure, identify incidents when they occur,
and recover quickly.

The nove to a consolidated data center is
accelerating our efforts to protect state assets.

This will allow us to sinplify and
st andardi ze our approaches to cyber security.

It will enable us to apply uniformcriteria
and met hodol ogi es for accessing our information
systens, the kind of identity and access nmanagenent
t hat was tal ked about earlier.

It will let us sinplify the nonitoring of
external Internet connections. It will let us track
and, potentially, intercept intrusions as they are
happeni ng.

Recogni zi ng the significant step that
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New York is taking in cyber security, when the

Nati onal Governors Association held a sunmt on
state cyber security earlier this year, they invited
us to present New York's approach in the panel on
cyber governance.

Thi s past Mnday, the assistant secretaries
for cyber security and intergovernnental affairs at
the federal Departnent of Honel and Security came to
NYSIC to learn firsthand how New York has organi zed
firsthand, and how we can work better to share
information and intelligence.

Qur unified and col | aborative approach is one
t hat can serve as a nodel for other states.

Al that said, our work to protect
New York State is an ongoi ng m ssion

We face continued threats for those who seek
to infiltrate our systens at home and abroad, and we
will continually inprove our efforts.

W will continue to automate, to sinplify,
and i nprove our defenses.

We'll continue to work with partners in the
federal governnment and the private sector to carry
out a multi-layered defense agai nst our cyber
adversari es.

And, finally, we will continue to rem nd
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peopl e, both our enployees and all our citizens,
about the need for constant education on the issue
of cyber security, because an aware and proactive
public is a critical conponent in protecting our

i nformation and our infrastructures.

Finally, we will prepare for events that
hopefully will never happen, but for which we mnust
continue to remain vigilant.

| thank you, Senators, for your attention

| look forward to your questions and our
conversation

SENATOR CRCCI: Thank you, Doctor.
| appreciate your testinony here today.

Just a coupl e of questions.

First off, you serve as the chair of the
advi sory board.

You -- thank you for clarifying who nmakes up
t he advi sory board.

Do you think that that advisory board has
been inportant into what you've described as an
i nt egrated approach to our cyber-security posture?

DR. PETER BLONI ARZ: | very much think so.

| think one of the -- one of the things that
sets New York apart fromother states is that we

have coordination directly fromthe top, through the
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advi sory board, to all the units that pay -- that
are responsi ble for carrying out our m ssion.

Just one correction: |'mnot the chair of
the board. |'mthe executive director.

The co-chairs are Terry O Leary, Ben Lawsky.
These are folks in the state who, you know, bear
maj or responsibilities for sone of our protective
rol es.

We work very closely with the other deputy
secretaries on the second fl oor.

W work very closely with agency heads t hat
are inportant to serving our m ssion.

W have advice fromthe best of the fol ks who
are on the board, as | said, hel ps shape federal
policy, helps shape federal prograns.

These are people like, Richard dark, the
Wi te House first cyber advisor. Howard Schm dt,

t he second cyber advisor. Sean Henry, who's with
the -- he's helped set up the FBI's cyber prograns
that you just heard about today. Phil Reitinger,

who was both in the Wiite House and DHS.

And so | think that the -- the advice that
we' ve been given, and the support from both, on the
executive chanbers, as well as agency heads, has

been extraordinary.
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SENATOR CROClI: G ven the inportance, it
woul d seem |l ogical that we codified in statute to
make sure that is there for generations to cone, if
it's been, certainly, influential and inportant at
the inception of what is a newfield in this
country.

It sounds as though, | don't know if you
woul d agree, should it be codified and nade
per manent ?

DR PETER BLONI ARZ: Yeah, those are
guestions that really are above ny pay grade.

Sorry about that.

But, you know, ny job is to do what | can to
hel p protect the state. | give advice.

| think that input fromeverybody is
extrenely inportant --

SENATOR CROClI: And to that point -- |I'm
sorry to interrupt.

To that point, would it be prudent then to
have additional representation, additional input,
fromindustry, on that board?

DR. PETER BLONI ARZ: In terns of industry, we
have gotten that -- such input.

The fol ks that are on the board are now all

in private industry, so that they're -- you know,
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the four menbers that | nentioned that came fromthe
federal governnment, they are now all working in
i ndustry.

But we've had --

SENATCOR CROCI: I n what sectors, for
i nstance?

DR PETER BLONI ARZ: The -- Dick Cark is
cyber-security industry.

Phil Reitinger was the forner director at
Sony -- the cyber-security director at Sony.

The people that we've -- yeah, the people on
the board are primarily fromthe cyber-security
field because they wanted to get experti se.

But our interaction with folks is not just
limted to, you know, the menbers of the board.

| mentioned earlier, the roundtables that
we'll be doing around the state.

The first one is schedul ed for June 1st here
in Albany, with representatives fromthe
cyber-security industry.

The ot her roundtables are targeting -- w sh
to get input directly fromkey sectors of the
state's econony.

So as | nentioned, we've been working with

t he Departnent of Health to schedule one for the
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health sector. W may run two of those.

Health is -- you know, with the Anthem
breach, even though that's not the health industry,
it's nore the insurance industry, but the -- you
know, that sector is an increasingly inportant
target for attacks.

So, these roundtabl es are designed to get
exactly the kind of input and conversation that
you' re describing fromindustry sectors who are
trying to protect their networks, and, where are
their chall enges, the objective of these.

We held -- just as an exanple, we held one
with the energy sector back on April 2nd. Public
Servi ce Comm ssioner, the Chair, Audrey Zi bel man,
Honel and Security Conmm ssioner Melville, and nyself,
hel d a cyber-security summt with folks fromthe
i ndustry -- the electrical sector, and guest
sectors, nostly private sector. One or two of the
utilities are publicly-owned, but nost of themare
private sector.

And t he question was, \Wat should the State
be doing to help you protect your systenms, to help
you do your job better, because we're all in this
t oget her ?

It's --
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SENATOR CROCI: But you don't believe it's
necessary to have those key sectors represented at
t he advi sory board | evel ?

DR. PETER BLONI ARZ: As nenbers of the board?

| think we're getting the input that we need
fromthe private sector at this point.

Part of my job as executive director is to
make sure that, you know, we do get the input from
the fol ks that we need.

So, you know, the nenbership is the
CGovernor's choice, so...

SENATOR CROCI:  Under st ood.

The other question | had is, in
Director Freese's testinony, he nmentioned the -- the
hardware vul nerabilities.

So, we know about the software
vul nerabilities, and the application
vul nerabilities, but, he nmentioned the hardware
vul nerabilities; our servers, for instance.

Are we convinced at the state |evel that
we' re doi ng everything we can, froma
continui ty-of-government perspective, to ensure that
not only those servers are protected in the nost
secure facilities possible, but also that -- our

critical information systens and our intelligence
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apparatus are being protected froma
continui ty-of -government perspective?

DR. PETER BLONI ARZ: Yes, | think that's
sonmepl ace that, again, where -- where New York is --
has been very -- | think we have a huge advant age,
in that we're noving to consolidate data centers
across the state. You know, noving from
65 agencies, all of which had their owm facility, to
one facility that -- where we can apply uniform
har dwar e i npl enent ati ons, where we can apply uniform
pol i ci es.

| think that's one of the strongest steps
that we've taken towards security, even though it
happened before ny time in the Governor's Ofice.

| think that, you know, in terns of sone of
the issues that were tal ked about, the coordination
of -- or -- and control of nonitoring of who gets
access to the networks, how do -- what kind of
traffic is going across the network?

What kind of traffic is going out of the
net wor k?

|s -- are there unusual patterns that we
shoul d i nvesti gate?

| think that we're in exceptional shape to do

t hat because we're bringing all of that together.
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So | think -- with regards to the hardware,
| think that we have the strategy and plan to really
provi de the kinds of security that New York
deserves, yes.

SENATOR CROClI: And as far as any -- what
regul atory actions, or, in what way have the
departnments and agencies within the state brought to
bear regulatory powers in order to better posture
us?

DR. PETER BLONI ARZ: That was sonet hing that,
agai n, the board encouraged us to -- encouraged the
State to use all of its powers to nake us nore safe.

|"msure you're famliar with the work that
t he Departnent of Financial Services has done in the
financial field, doing -- you know, exam ning what
the status is in the banks that we regul ate, and the
i nsurance conpani es.

How are they paying attention to their risks?

What are they doing for identity nmanagenent ?

How are they dealing with the fact that, you
know, oftentimes, stolen credentials are the way
t hat people weak havoc and get information in the
syst ens.

Looki ng at, you know, what does your supply

chain | ook |ike?
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How are -- are the conpanies that you depend
on, are they having the same security practices as
you have, because that's an inportant aspect of your
busi ness?

SENATOR CROCI: Has that regul atory been
brought to bear? Have we brought to bear that
regul atory action?

DR PETER BLONIARZ: |I'mnot -- | know
regul ati ons have been proposed. |'mnot sure today,
as we speak, what status that is.

| know that Financial Services, again, |ike,
you know, any regul atory organi zation, proposed
regul ation, get input fromthe community about them
and then finalize those regul ations.

Were we are today, |'mnot -- you know,
where it isinthe -- inthe -- I'"'mnot perfectly
famliar, but | would be happy to get you that
information, if you'd Iike.

SENATOR CRCOCI :  Yes, please.

DR PETER BLONI ARZ: But what | do know is
that, you know, fromthe superintendent on down,

t hey take cyber security very seriously.

They see that their role is to help protect

New York State's economic institutions, to help

protect its citizens, and they take that role very
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seriously.
So -- but I'Il get you that information of
where that -- the regulations stand right now [I'd

be happy to do that.
SENATOR CROCI: | would very nuch appreciate

And ny final question: You are recently the
director at ITS; correct?

DR. PETER BLONI ARZ: |'mrecently appointed
as acting chief information-security officer.

SENATCOR CROCI: And when did that occur?

DR PETER BLONI ARZ: It was about 2 1/2 weeks
ago.

SENATOR CROCI: Ckay. Are you -- and nmaybe
this will require nore time, but, are you convinced
that the separation of the cyber role fromthe DHSCS
structure is appropriate?

DR. PETER BLONI ARZ: How you structure things
is, I think, a small part of how -- of our
ef fecti veness.

| think that what's nost inportant is how
teans work together to mtigate our risks, to
strengthen up our weak areas.

| tal ked earlier about the -- you know, the

State has four different roles, and | think they're
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di stinct roles.

| T Services has a responsibility -- a direct
responsibility, Megan MIler and her team have
responsibility for making sure that the whole state,
and | enphasize that it's not just her job and her
t echnol ogy people to protect the state, but state
agenci es play an inportant role.

You heard earlier testinony about how you
have to identify your nost critical assets.

That's an agency job. Every agency has to do
t hat .

You have to apply the appropriate controls
because we can't afford to protect everything, and
we shouldn't try to protect everything.

W have to -- to the sanme degree, we have to
protect appropriately.

So | think that I'T Services has a major
responsibility in coordinating all those efforts at
the state | evel.

| think the D vision of Honel and Security and
Emer gency Services has an equally inportant role in
protecting the state as a whole, and help -- and,
again, nost of the state is private-sector entities.

There are a | ot of |ocal governnents.

There's nore than 3,000 | ocal governments that need
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assi st ance.

But there's 2 mllion or so institutions in
the state of New York, alnost 20 mllion people.

That squarely is the Departnent of Honel and
Security and Energency Services' role that they
still carry on.

So that -- and, you know, in working with
them t hey recogni ze that role. They have the
targets in the honel and-security plan. And, they
don't do all of the activities in there. Sone of
t hem are bei ng done by ot her agencies, other
activities, but -- but they coordinate all that
activity and make sure that it gets done.

And |I'mvery confident that that sort of dua
responsi bility is working.

SENATCR CROCI:  Senat or Nozzoli o.

SENATOR NOZZOLI O  Thank you, M. Chairman.

Thank you, Doctor.

DR. PETER BLONI ARZ: Thank you.

SENATOR NOZZOLI O  Thank you, Doctor, for
your information and hel p.

Sonmeone with as a distinguished a career as
you have had, | certainly, any governor, or head of
Honel and Security, or head of the Division of Public

Protection, anyone in state-governnment role, would
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benefit from your expertise, and your technical
backgr ound.

| share, though, Senator Croci's concern that
we have a structure to advise, but not necessarily a
structure to execute, particularly in terns of an
emer gency response that's necessary.

And, this is not to criticize the individuals
who are part of this network, or to criticize the
Governor who put together individuals that are
i mportant to the process.

We just heard fromthe FBI chief in this
area, how inportant it is for coordination of al
| aw- enf orcenent function; and that's not a job for
you. It's not a job for our technical IT folks.
It's not even a job for agency heads that are
supposed to be entrusted with protecting data.

| know this is not -- as you say, it is a
guesti on above your pay grade, but, listening to you
and having the benefit of your testinony, it's
apparent that this advisory board is playing a very
important role, and could play an inportant role in
t he future.

However, | believe Senator Croci's approach
on structuring this teamwth inportant |ines of

comuni cation and reporting, that with inportant
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budgetary aspects, | listened to every second of the
10- hour Public-Protection Budget Subcommittee this
year, and | was head of the Public-Protection Budget
Subconmmi ttee process for the Senate, and this issue
was barely addressed.

And it's a question, | think, that cries out
for accountability.

And, again, not that -- you're here; you're
hel ping us in ternms of framng this question.

But as we're trying to focus on the
appropriate role, it -- froma managenent
perspective, this issue cries out for a structured,
reportabl e budgetary-process perspective.

So just by outlining what you' ve established,
help us, | think, better frame the necessity for
this.

Again, | -- if for nothing else, to execute
some of the great suggestions that are here, and to
ensure that those departnent heads put them forward.

There's a centralized, | don't want to cal
it a database, but a Centralized Intelligence Center
that's |l ocated in East G eenbush.

Are there other centralized intelligent
processes throughout the state, or is that the

central, or the only, the singular, point for the
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state of New York?

DR. PETER BLONI ARZ: So is your question, are
there other intelligence centers in the state of
New Yor k?

SENATOR NOZZOLIO  Yes, in terns of the role.

Is the -- this in East Greenbush -- is that
NYSI C i n East G eenbush, is there any simlar
replication of that, or is this the sole for the
state?

DR PETER BLONI ARZ: That -- that is the
state's designated fusion center, so that is
where -- and that has a cyber responsibility.
They're in the process of adding a teamof five
cyber analysts into the intelligence center.
| mentioned it's co-located with the Center for
I nternet Security, which is the, you know, national
resource for state and | ocal governnment. They
mai ntain a -- you know, a significant team of
anal ysts there as well, and are getting information
directly from Departnment of Honel and Security and
ot her federal agencies along the way.

So, | think that -- so, are there other
formal intelligence-sharing nechanisns in the state
of New Yor k?

There are -- again, we -- you know, we are a
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pi ece of the solution.

A lot of the federal information flows to the
private sector through what are called "Information
Sharing and Analysis Centers,” |ike the Multi-State
| SAC over in East G eenbush.

There's one the energy every sector. There's
one for the education sector. There's one for
transportation sector.

Every sector has such information-sharing
units, so that, for exanple, financial services,
| ast year, as part of their reviews, what their
study found was that a |lot of the |arge conpanies, a
| ot of the Iarge banks, a | ot of the large insurance
conpani es, are getting the information that they
need to protect thensel ves.

But that the snmaller banks, and the smaller
institutions, sonetines are, you know, not getting
the sane | evel of information.

And part of that is because they're not
participating in the networks that the feds and the
State have set up to share that information

And so they encouraged -- in a formal letter
fromthe superintendent, encouraged every financi al
institution to join the financial-sector information

sharing and anal ysis center, so that -- and, again,
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that's a private-sector organization. That's not
one that the State participates directly in, but
they get their information fromthe same place we
do, which is, you know, the federal Departnent of
Honel and Security.

So, this whole issue of intelligence sharing

and information sharing is a delicate one because,

you know, a lot of times -- | nmean, this was part of
the discussion on -- in the H Il on the federal
level, is we want nore information, we want nore

sharing of information, but we also want to protect
i ndi vi dual s and, you know, conpany secrets in the
process; so, figuring out what that right bal ance
iS.

So to answer your question, there are other
nmechani sms, but the -- NYSIC the primary state
government official one through which those --
information i s communi cat ed.

SENATOR NOZZOLI O  Thank you, Doctor.

When you participated in the Governors
Association forum did -- was there any di scussion
of what other states are doing that sort of
i npressed you to want to inplenment in New York?

DR. PETER BLONI ARZ: | think that, you know,

we' re taking sone of those steps already. You know,
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the board -- the advisory board has been around the
bl ock. Some of them are on other state conm ssions
i ke ours.

Sonme of the things that we are doing are ones
that we admre.

| think this expansion of the intelligence
center's role is one that, frankly,

Northern California, their fusion center is a very
bi g cyber presence and contributes significantly.

So, that's one nodel that we had al ready
started before we -- you know, before | personally
saw what was going on out there, but that's
somnet hi ng that we nodel

Sonme of the things that we're | ooking at now,
and this gets to your question earlier,

Senat or Croci, about, sort of, whose responsibility
is things, | think the Division of Honmel and Security
recogni zes they have a significant responsibility to
| ocal governnents, and how do we provi de resources
to then?

And, again, sonme of the states are taking
simlar -- some of those states are taking simlar
initiatives.

Otentimes -- you know, Senator, you

mentioned the SIS threat in your opening renarks.
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When that threat canme out we got calls from
| ocal governnment about, What is this? Should we
shut down our networks? |Is this sonmething we need
to take care of ?

We worked with the Center for Internet
Security, we worked with the folks at the
New York State Intelligence Center; got information
about, Is this real? Wat should we be doing? And
t hen communicated that to | ocal governnents.

| think that that's the kind of role that
| see state government especially playing, is nmaking
sure that those who need the information get the
i nformati on.

W don't want to give it twice to sonebody
| arge that already gets the information directly
fromthe federal governnment, but we want to nmake
sure that everybody has the information that they
need to protect their information.

And we see that as an inportant role in what
we' re doi ng.

SENATOR NOZZOLI O  Thank you very rmuch,
Doct or .

Thank you, M. Chairman.

SENATOR CRCOCI: Thank you, Senator.

Doctor, just one final question.
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DR, PETER BLONI ARZ:  Sure.

SENATCOR CROCI:  So nuch of the technical
expertise to deal with sone of these chall enges
doesn't reside within government. W just can't do
it all, and | think we recognize that. Certainly,
at the federal |evel they do.

How do we determ ne what goods, services,
skills, hardware, are required at the state |evel?

How is that determ ned? How is that vetted?

DR. PETER BLONI ARZ: Sure. The first thing
is to start with your -- you know, how do you
approach what you're doing? And that's to do a
ri sk- based deci si on- naki ng.

| nmean, we could buy lots of stuff that wll
help with problens, but if they're not problens that
we have or we see a lot of, there's no point in
sol ving that problem

So you have to start with understanding
where --

SENATOR CROCI: Where physically does that
start? What departnent? branch? agency? office?

How does that begi n?

DR. PETER BLONI ARZ: Wl --

SENATCR CROCI: | know how it's done in the

mlitary. You find sonething that you need to
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conbat a threat, you bring your technical experts
t oget her.

Who are those experts? How does the process
begi n and end?

DR. PETER BLONI ARZ: Right, again, two
aspects.

If we're tal king about protecting
st at e-governnent-i nformati on aspects, that's in the
Ofice of IT Services.

SENATOR CROCI :  Ckay.

DR. PETER BLONI ARZ: |If we're tal king about
protecting the state as a whole, then that's the
Di vi sion of Homel and Security and Energency
Servi ces.

SENATOR CROCI:  Ckay.

DR. PETER BLONI ARZ: So -- so, you know,
two interrelated but separate tasks, because they
have separate m ssions.

So -- yeah, so in deciding --

SENATCOR CROCI: So the need starts there.

DR. PETER BLONI ARZ: -- in deciding --

SENATOR CROCI: And then how do we go out and
obtai n those goods and services, or technical
expertise?

DR. PETER BLONI ARZ: So let ne tal k about the




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

108

two of them separately.

Wth regards to state-governnent
infrastructure, where are we chal |l enged?

You know, analyze the data-breach reports
that we that get. Analyze the incidents that we' ve
got. Analyze -- what what's going on el sewhere.

Sonme of the inmportant things that we need to
pay attention to are perineter defense; naking sure
that we nonitor our networks to see what's going on
t here.

You heard earlier how, you know, this --
we're noving to a world where there's no perineter.
Everything is in the cloud.

We need to protect our information in the
cl oud, and we need to nonitor what's going on,
because -- for anonal ous patterns, to nake sure
that, you know, information is not getting noved
fromhere to there where it shouldn't be getting
noved fromhere to there.

So -- and that responsibility is in --
clearly, in IT Services, as they' re designing the
new networ k and desi gning the new server system al
that that's going on there.

So they have responsibility for initiating,

deci ding, and then executing and inplenenting that
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pl an.

SENATOR CROClI: So, initiating and -- so
what's the process nunmber two?

| understand where the need originates, and
requirenents.

Now, how do you neet the requirenments in the
procedural and contractual in the sense for goods
and services and peopl e?

DR PETER BLONI ARZ: It's a conbi nation of
techni cal requirenents, and then translating that
into the contractual requirenents that the C1O s
of fice inplenents.

| mentioned that --

SENATOR CROClI: I'msorry, which office?

DR. PETER BLONI ARZ: The CIO (the Ofice of
| T Services).

SENATOR CROCI:  Ckay.

DR. PETER BLONI ARZ: Megan Ml ler's office.

So she has a technical teamthat's, you know,
architecting the new data center that's taking all
the existing data centers and putting theminto one
pl ace, and then mgrating to the new systemthat's
t here.

As they're procuring conmponents of that, the

techni cal conponents for that, security is built in
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on the ground fl oor.

W have a teamthat focuses on the secure --
| forget the nane of it, but the secure-architecture
group that works with the technical people to make
sure that those requirenents are built in fromthe
begi nning, so that we're building an infrastructure
that's capabl e of doi ng what we need.

SENATOR CROCI: But they're doing this
wi t hout the guidance and expertise of the advisory
boar d?

DR. PETER BLONI ARZ: Well, the advisory board
is -- operates at a, sort of, 40,000-foot |evel.

W' re recommendi ng where the State shoul d put
its enphases, one of which is to nake sure that the
task that you're describing is being done by the
i npl enent ati on teans.

You know, we don't use the advisory board as
a sort of unpaid consultant to conme in and audit
what we're doing at the purchasing | evel; but,

i nstead, use themto set direction and enphases of
where that should be, and then it's up to the
Ofice of IT services to execute that. And Maggi e
has a good teamto do that.

SENATCR CROCI: So there's col |l aboration --

DR. PETER BLONI ARZ: That's right.
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Absol utel y.

SENATOR CROCI: -- sort of recognizing the
expertise on the board?

DR. PETER BLONI ARZ: Yeah.

SENATOR CRCOCI: Very good.

DR. PETER BLONI ARZ: And | have -- you know,
as advi sory board menber, even before taking this
position, there was an ongoi ng, you know,
conversation about, What are we doing in the new
data center? How are we building this in?

My job is to, you know, be the m ddl e person
bet ween the advi sory board and t he people who are
actually executing in this state.

SENATOR CROCI: Doctor, thank you so much for
your testinony today.

We definitely appreciate your expertise, and
we | ook forward to working together as we go
forward, to ensure that we're in the best position
we can be in, and, certainly, the proof is in the
puddi ng.

DR. PETER BLONI ARZ: Ri ght.

SENATOR CROCI:  So we'll see.

Thank you so much

SENATOR NOZZOLI O  Thank you.

DR. PETER BLONI ARZ: Senator, | appreciate
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your interest, both of you, and this is an inportant
topic that we all have to work together on

So, | thank you for your interest.

Look forward to working with you in the
future.

SENATOR CRCOCI: Thank you.

Qur final witness today will be
M. Rich Dewey, the executive vice president of the
New Yor k | ndependent System Qperator (the New York
| SO) .

We'd |l ove to have you cone down and take the
chair.

M. Dewey, thank you so nuch for joining us
today, and, 1'd ask if you'd like to nmake any
openi ng comrents.

We do have your testinony, so if you want to
hi ghlight certain sections in deference to tine,

t hat woul d be fine.

The floor is yours, sir.

Rl CHARD DEWEY:  Sure.

Thank you.

You have ny testinony.

|"mjust going to hit sone highlights al ong
the way, and then we can submt to questions.

Senat or Croci, Senator Nozzolio, thank you
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for having nme here today.

| "' m happy to present sone thoughts, and
answer any questions that you may have.

For everyone else in the room ny nanme is
Rich Dewey. |'mthe executive vice president of the
New Yor k | ndependent System Qperator.

The New York 1SOis a non-profit independent
corporation that perforns three key functions to
el ectricity consurmers within New York State.

We manage the reliability of the electric
grid. W do so under -- and in conpliance with a
nmyriad of standards at the |ocal and national at the
| evel .

We admi ni ster the whol esal e energy narkets,
and strive to cone up with the nost efficient
di spatch of generation to serve the |oad and the
consumers of New York State.

And we al so are responsi ble for planning the
state's energy future for reliability and for
demand. And as part of that role, we are non-voting
menbers of the New York State Energy Pl anni ng Board.

As an independent entity and resource, we
provi de, and strive to provide, authoritative
i nformati on-resource anal ysis for market

participants, regulators, and policynakers |ike
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your sel f.

We take pride in our independent role, and we
strive to be the honest brokers of information of
all matters related to the power grid and to the
energy industry.

As the executive vice president, |'ve got
responsibility for those three functions within the
New York | SO overseeing the operations, the markets
group, the planning organi zation, as well as
i nformation technol ogy.

|'ve been with the New York | SO since 2000.
| just celebrated 15-years anniversary.

| got a bachelor of science in electrical
and conput er engineering from d arkson University,
and a master of science in engineering from
Syracuse University.

The New York State electricity consunmers have
enj oyed benefits of 15 years of conpetitive markets.

We have the nost stringent set of reliability
standards that we operate the grid to in the
country.

We feel that we operate the nost efficiency
energy markets for the benefits of consuners.

And sone of the efficiency inprovenents that

we' ve introduced through 15 years of conpetition
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into the system have yiel ded significant benefits
and savings and prices and in energy costs to
consuners, as well as significant reductions in

em ssions and environnental inprovenents to the air
guality within New York State.

As part of those reliability functions, we
take very, very seriously the role, and pay
attention to the risk of cyber-security threats to
our industry.

The entire electric industry has been worki ng
very, very closely and diligently for quite sone
time; since 2006, really. And as such, we feel that
we've got a pretty mature set of standards and
reliability roles that we conply with relative to
other critical infrastructure in the country.

Operating through the North American Electric
Reliability Corporation, which is the enforcenent
arm of the federal Energy Regul atory Comm ssion, we
have devel oped and enforced sets of
critical-infrastructure protections standards, or
"Cl P standards,"” way back since 2006.

We operate and continue to evol ve these
standards. W subscribe to the notion of continuous
i mprovenent .

W are getting set as an industry to
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i mpl enent Version 5 of those standards since the
i nception of the process.

And we submt regularly to audits, where al
responsi ble entities need to denonstrate conpliance
with those standards. And those are sone fairly
rigorous audits that take place on a regular basis.

The CI P standards enploy a | ot of the
i ndustry-| eadi ng practices that you've heard
nmenti oned today -- |ooking at access control, asset
identification, continuous nonitoring -- really,
defense in depth, where we | ook for |ayers of
protection to protect the systemso we're not
reliant on any one technol ogy or any one defense
mechani smto protect the industry as a whol e.

The New York 1SOis regularly recognized as
an industry | eader.

We participated in the devel opnent of those
standards at the national |evel through NERC, and
we've got a very strong track record of conpliance
and success agai nst the audits agai nst which we're
nmeasur ed.

Beyond t hese nandatory standards, the
el ectric industry has al so established a strong
system of information sharing, both formally and

informal ly.
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Sone of the other -- sone of the other
speakers have tal ked about these mechani sns for
sharing information, and the inportance of it within
the industry itself.

You | ook at cyber threats, and the reality
is, they're continuously evolving. On a daily basis
we've got new threats

And the best security schenes enploy active
i nformation sharing so entities can respond to this
changi ng threat |andscape as qui ckly as possi bl e.

It's not only the frequency of information
that's inportant, but it's the quality of that
information as well, so that entities can be nade
aware of the evolving threat |andscape and then
change their defenses to react and respond to that.

On the formal basis, the New York | SO
partici pates actively with the Departnent of
Honel and Security, the FBI, the Departnent of
Energy, and the North American Electric Reliability
Corporation, or "NERC," to share information about
t hese events.

We al so have established, and we've been
| eaders in the industry to establish, nore effective
informal information sharing between like entities.

For exanple, the |1SO RTO Council, which is
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made up of the nine entities in North America that
run conpetitive markets within the industry, has
established a security working group that neets at
| east nmonthly, and frequently -- nore frequently
duri ng phone conversations, to share the nost
current information about threats.

The New York | SO has recently worked
col |l aboratively within New York State, for exanple
to establish a simlar informal information
sharing between the electric utilities within
New York State.

And you heard fromDr. Bloniarz. W actually
have involved himin sone of our conversations as
well, to make sure that state government and state
agenci es have access to that very sane information
shari ng.

We feel that these informal nmechanisns for
sharing informati on are an outstandi ng precursor to
sonme of the nore formal processes that evolve, and
allowus to really, not only share information about
threats, but information about best practices, and
hel p each other, just as an industry, establish
better defenses.

In addition to having good information

sharing, it's also vital and inportant to establish
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the right kind of recovery plans and resiliency
pl ans for when there is an event.

And you heard a | ot about sone of the
hi gh-profile public events that some conpani es have
encount er ed.

Every organi zation and entity needs to go
into the process with the assunption that, one day,
they're going to have a problem they're going to
have a breach of some sort. And then it's a matter
of having the right kind of recovery plans and
resiliency strategy to recover as quickly as
possible, and to mitigate that danmage and restore
service to your custoners.

The New York 1SO has been active at the
formal national |evel with devel opi ng these pl ans.

In October of |ast year we actually took a
| eadership role to conduct a New York State cyber
exercise, where we invited all of the electric
utilities within New York State, also the Departnent
of Energy, the federal Departnent of Homel and
Security, New York State Departnent of Homel and
Security, and we actually conducted a two-day drill
at our offices over in East G eenbush, New York,
where we sinul ated an event, a conbination physi cal

and cyber-security event, to test each of the
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entities on the conpl eteness and accuracy of their
recovery plans, and also to test those inter-agency,
i nt er-organi zati on, conmuni cation paths that would
be so inportant and vital during a critical event.

The results of that exercise were
encouraging, in terns of the readi ness of the
el ectric industry to respond to these types of
events, as well as the spirit of collaboration that
t akes pl ace between agencies, both public and
private organi zations, in sharing that information

And we were very happy to share that
information with New York State agencies as well.

I n support of our mssion to provide the nost
reliable service, New York |SO | ooks forward to
supporting the Commttees' efforts to strengthen
cyber-security posture of the state and of the
i ndustry as a whol e.

| want to thank you for the opportunity to
present these initial comments, and |I'd be pl eased
to answer any questions you may have about the
statenents or testinmony that | submtted.

SENATOR CRCCI: Thank you M. Dewey.

Senat or Nozzoli o.

SENATOR NOZZOLI O  Thank you, M. Chairman.

Vi ce President Dewey, thank you for your
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i nput .

How did that drill go?

It was -- it sounds like it was quite a fire
drill, if you will.

RI CHARD DEVEY: |t was.

SENATOR NQZZOLI O  What -- how many did you
have -- how many partici pants?

And, was there anything you di scovered that
needs wor k?

RI CHARD DEVEY: Yeah, that's a great
guesti on.

We had 120 participants: 15 electric and gas
utilities across New York State, al nost every
New York State agency, that has a stake or a role or
is involved in the protection of cyber-security
assets.

The way the drill was conducted is, we
provided a sinmulation, a tineline of inmaginary or
si mul ated events, of increasing catastrophic inpact.

It involved, both, cyber-security attacks, it
involved a sinmulated or a pretend supply-chain
problem and then we followed that up with a series
of staged and sinul ated physical attacks.

Each of the entities that was involved in the

drill was asked to descri be what processes they
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woul d follow within their own operation.

What was their plan for recovery?

How woul d they notify their custoners?

Who woul d they contact?

At what various points would they establish
comuni cation with the various government agenci es,
| aw enforcenent, et cetera?

And then we stepped the entire process
t hrough for a one-day period, to explore if there
was any problens, if there was any issues, or, was
t here sonebody that didn't know what to do?

The foll owi ng day we recreated the sane
exercise with the CECs of each of those
or gani zati ons.

So, at the top |l evel of managenent, we wanted
to make sure that everybody understood what the
strength and weaknesses of each of their plans was,
and to denonstrate that we knew how to work together
as an industry to be able to address a catastrophic
attack |i ke we had simul at ed.

W were very encouraged that every entity had
very, very robust plans within their organi zations.

Every one of the executives that took part in
t he exerci se had deep know edge and very specific

infornmed i nformati on about what each of their
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organi zations would need to do in the event of a
crisis of that nature.

And it really gave us a | ot of encouragenent
that the industry was well-positioned and
wel | -postured to be able to deal with an exerci se.

SENATOR NOZZOLIO  Was this the first time
you ever engaged in that type of exercise at that
| evel , that scal e?

Rl CHARD DEVEEY: The North American El ectric
Reliability Corporation, or "NERC," holds a national
exercise of simlar design every two years.

This is the first time that we really focused
it on just the entities within New York State, and
totry to focus on those relationships and those
comuni cation paths within the state itself.

It was a very good event to reinforce that
the plans we had in place were solid.

Sonme of the areas that we | ooked to inprove,
or recogni zed is the need to maybe have SOMVE
i nprovenents, IS in the area of comrunication
command and control during the crisis itself; that
clear realization over who is in charge at what
points in tine.

So when you go through an event like this,

you start out, you think it's very localized. Then
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you suddenly realize, "It's not just ne. |It's
everybody in the state.” And there's an escal ation
poi nt where you involve various |levels of |aw

enf orcement .

And, ultimtely, when you realize that it's a
| ar ge-scal e event, sonmebody much higher in state
government, probably fromthe Governor's Ofice,

t hen needs to get involved, and, then, which
agencies are in charge of which aspect of that.

And there was different timng
consi derati ons.

And, it hel ped us fine-tune sone of our own
procedures, quite honestly.

SENATOR NOZZOLIO Did you establish a series
of protocols as a result that are ingrained, or is
it still a work in progress?

RI CHARD DEVEEY: We did establish an
after-action report that summari zes the findings and
some of the next steps.

Dr. Bloniarz tal ked about the April session
that was held at the New York State Departnent of
Pubi c Service. W used our report fromthe exercise
in October to start the conversation at that.

So, even fromthe time we did the drill in

Cctober, until the Public Service Conm ssion had
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their event in April, we could see progress made,
procedures that were tightened up.

And | think that there's a pretty good path
going forward now if we ever --

SENATOR NOZZOLIO Do you plan to continue
t hese types of exercises on an annual, seni annual,
basi s?

Rl CHARD DEVEY: We do, we do.

It's vitally inmportant not only to continue
to test and validate your plans as new people cone
into the organi zations, but as new threats becone
avai l abl e and visible on the | andscape, you need to
be able to have those kind of tests on your
processes and procedures.

At this point, our plan is that we're going
to all participate in the NERC national event which
will take place in Novenber of this year, and then
we'll imrediately start planning for another
New York State event on the subsequent year in 2016

SENATOR NOZZOLIO M. Dewey, is there any
i ntegration between your report or an assessnent
with the Governor's task force that -- on cyber
security that we just heard fronf

RI CHARD DEWEY: There was very good alignment

between the informati on that we | earned from our
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drill and the Governor's plan.

SENATCOR NOZzZzOLI O:  How about Honel and
Security per se, were they part of --

Rl CHARD DEWEY: Honel and Security, both at
the New York State |evel and at the national |evel
were -- participated in the drill and were invol ved
in the plan, yes.

SENATOR NOZZOLI O. At the state level, as
wel | as the national |evel?

RI CHARD DEWEY: Yes, sir.

SENATOR NOZZOLI O:  How about | ocal | aw

enforcenment or -- by "local"” | nmean, all |aw
enforcenent -- let ne strike that.
Al |aw enforcenent, fromthe |local PDs, to

the state police, to the FBI, and beyond, is a --
were they integrated into this process?

RI CHARD DEVEY: The New York State Police did
participate in the drill as observers.

And, the local Al bany FBI office al so
participated in the drill, and we shared sonme of the
results of that exercise with them

So, they were very invol ved.

SENATOR NOZZOLIO |'m not asking for
speci fics of what you found, but it would be very

interesting to see, at sone point, were there any
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i mpact of law that needed to be changed to be
able -- for you to engage in fully doing your job
shoul d there be a cyber attack?

That, | think, we'll keep for another day,

t he di scussi on.

But, just noving into that area for a second,
if I my, M. Chairman, | think that it would be
very hel pful to know how you assess the ri sk.

W' ve had testinony today, saying that
conpani es believe that 70 percent of themeither
have been attacked, or even nore anticipate attack.

What is the general belief anong the --
your -- you and your peers across the country on
this issue?

RI CHARD DEVEY: | think that the strategy has
evol ved from one of defense to one of resiliency.

The aspects of defense and to build those
tight walls so the bad guys can't get inis a part
of every good security plan, good defense nmechani sm
but it's not sufficient.

You have to assune that, at sone point, that
t hose defenses are going to be -- that those
defenses are going to be breached, and you need to
approach it froma standpoint of resiliency, where

you | ook at the design of your systens itself, and
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try to define and design your networks and your

sof tware systens such that any one conponent of it
is not so integral to the entire system that you
could lose a piece of it and still provide service.

There's al so the aspect of planning for very
gui ck resol ution.

So when a systemis -- is breached or sonehow
conprom sed, you've got to have recovery plans that
can very rapidly isolate that system and then
replace it with sone capability so that the
enterprise or the corporation can go on with
busi ness, and do so as qui ckly as possible.

That approach, coupled with a defense
i n-depth strategy, where there's -- you know, you
don't just have one firewall that blocks your whole
network. You have | ayers of defenses, where
different levels of access and different |evels of
tests and validation need to be challenged at every
step of the way, and then, that way, if you' ve got
one vulnerability, it's not sufficient to get al
the way through to, say, take out the entire
capability of your organization.

So that new approach to design of systens,
and to plan for that resiliency and recovery, really

hel ps mtigate the risk of what many peopl e believe




© 00 ~N oo o b~ w N P

N NN N NN P R PR R R R R R R
gag A W N P O © 0o N oo 0o M W N+ O

129

is an inevitability: that every organi zation, at
some point intime, is going to be inpacted in sone
way.

You just try to mnimze it so that it
doesn't disrupt the service to your custoners or to
your st akehol ders.

SENATOR NOZZOLIO | know this is a daunting
task, and I know you are not responsible for,
certainly, every generator of electricity in this
st at e.

| know nost generators have their own
private -- not all -- generators have their private
security forces. Rely on local |aw enforcenent as
wel | .

In terns of protocols, besides the -- what
sounds |like an excellent drill that you engaged in
and managed, what about the protocols established in
terms of danger fromw thin?

There was testinony, | think, by the FB
about that being a concern; not to indict any
enpl oyees, but sonme terrorist group or sone
i ndi vi dual who wanted to do damage that was part of
the network, that was part of the inside, if you
will, or had inside -- had significant inside

i nfornmati on.
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What's the confidence |evel that that's being
noni t ored and policed?

RI CHARD DEVEY: Insider threat is one of the
nost chal l enging -- challenging threat factors to
protect from because you do all the up-front work
that's prudent and necessary to assure that the
i ndi vidual that you're bringing into the
organi zation can pass all the tests.

So, we do background checks, seven or eight
di fferent types of background checks, on every
person's history, plus references, plus
| aw- enf orcenent checks, before they cone into the
or gani zati on.

And even then, you never know if their
phi | osophi cal, their soci oecononical, situation
m ght change.

They could -- you know, they could be the
nodel citizen when they come into your organization.
And t hen sonet hing could happen in their life such
that they get influenced in sone way, that you' ve
got to be concerned about what their -- you know,
what their intent is.

We approach it at the New York | SO by
establishing the access to the systens, that you

only are given access to what you need to do, what
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you need to performthe job that you're hired to do.

So, you don't have cart blanche on every
system You've only got that access to be able to
interface with the systens that are necessary for
your j ob.

And for those critical systens, there's a |ot
of checks and bal ances, where, to performcertain
critical functions, no one person with their access
can do it.

It's very simlar and anal ogous, we heard the
airline description today, there's two co- --
there's two pilots in the cockpit at every tine.

A lot of the functions necessary to actually
operate, and the command and control necessary to
maintain reliability, of the power grid require
mul tiple individuals to act in concert to be able to
carry out the key functions.

So a lot of the key functions are designed
with that in mnd, and then, that way, you' ve got
t he checks and bal ances so no one person with a
specific malicious intent can cause that mnuch
cat ast rophi ¢ damage.

It's very simlar to, we heard the
conversation about the human in the | oop.

It's very anal ogous to what goes on in the
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managenment of the power grid.

We've got highly automated, highly
conputeri zed al gorithns, that maintain the
reliability and the bal ance of power delivery on the
power grid.

But, still, 24/7, 365, we've got
6 control-roomoperators sitting in our control room
that are | ooking at those advi sory outputs,
noni tori ng what the conputers are doing, follow ng
their own checks and bal ances, and human controls,
and ready to intercede whenever sonething | ooks like
it's not operating like it shoul d.

So, in that way, you've got the humans
wat chi ng the conputers, if you will. And that human
inthe loop is so inportant to conbat a |ot of the
risk, or to mtigate a lot of the risk, of what is
i ncreasi ngly becom ng a hi ghl y-aut omat ed soci ety.

SENATCR NOZZOLI O.  Are these nationa
standards that we've established since
Sept enber 11th, pretty nuch?

RI CHARD DEWEY: There are national standards
for electric-systemreliability that have been in
pl ace for years.

A lot of the security standards have evol ved

over the years as certain events, such as
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Sept enber 11th; such as, for exanple, the

power - syst em event that happened on the east coast
in 2003, where a reliability situation in the

m dwest cascaded through Ontari o and New York and
created wi despread outages.

That resulted in nuch nore stringent and
mandatory reliability standards that were put in
pl ace.

Also put in place at that tine were nmuch nore
significant and broad power-system nonitoring and
managenent tools, so that we can nonitor what's
going on the power grid well outside of our borders,
so we can get advanced notice of reliability events
that can take place way out in the m dwest or down
in the south.

So as these events happen, we're continuously
| ooking to inprove our standards, continuously
| ooking to inprove our processes and controls, to be
able to mtigate the effect of simlar events, and,
hopeful ly, prevent simlar events.

And, as Senator Croci conmmented, you know,
hopefully, try to prevent hypothetical events, and
continuously think of those disastrous-type things
t hat we hope never happens; but if they did, what

would we do in preparation for it?
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SENATOR NOZZOLI O  Thank you very rmuch.

SENATOR CRCOCI: Thank you, Senator.

M. Dewey, the -- when we think of critica
infrastructure, | can't think of a nore critica
sector of our infrastructure than energy.

Not hi ng hi ghlights that better than the
events of Septenber 11th, and how power affected
conmuni cat i ons.

Not hing illustrates that better than the
events of "Superstorm Sandy," and how power affected
comuni cations, and our ability to power our hones,
and our ability to power our backup generators and
get fuel supplies to the generators.

That is the nost critical of critical
infrastructure. Qur national defenses, our state
def enses, everything relies on power.

| " ve been pl eased, and at ease, in working
with the I SO because | know that you're doing
everything in your power, pun intended, to ensure
t hat when disaster strikes -- well, first of all,
you're in a better position to prevent disaster,
but, when disaster strikes, that we have the power
to deal with whatever that incidence is.

| " mvery appreciative of your testinony and

some of your comments.
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| heard "informal processes” with the state.

| hope that those are in the process, and

maybe you can speak to, will those processes be
codi fied?
And | would also |ike to have you -- well,

let's start with that one.

Your contact with the state, and the infornal
setting, and how we can codify that? O --

Rl CHARD DEWEY: Sure.

"1l talk generally about what | see to be
some of the challenges and barriers to effective
i nformation sharing, and then how that gets
established in terns of |aw or policy.

| think it will be just be inportant to
recognize it with what the strength and weaknesses
are.

One of the barriers to information sharing
is, is entities and organi zations are soneti nes
unwi I ling to disclose certain information if they
think it's going to lead to public-relations
probl enms for them or enbarrassnment at the public
| evel .

So if you're an organization, whether it's a
department store or sonme entity who has j ust

experienced a security breach, it would be nost
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effective for society and for the industry if they
woul d broadcast and publish the details of that
breach such that any other organization that enploys
simlar systenms or tactics could maybe exami ne their
defenses to nake sure that they won't be the next
target.

But if that organization is concerned about
the publicity that -- the negative publicity that
they're going to get fromdisclosing that
i nformation, then they're subjected to wei ghing the
risks of, What's the PR hit that |I1'mgoing to take?
as conpared to, How | can benefit society or ny
conpetitor down the street by sharing the
i nformati on.

So | think that information sharing needs to
be encouraged, and the entities need to be assured
that they can do it in a way that protects their
reputation to the greatest extent possible.

W want the information to get out, because
the nost effective information is hearing from your
friends and nei ghbors about the types of experiences
that they've had, so you can fix your own defenses,
but you don't want people to be disincented from
sharing that.

It's -- you can do that through mandatory
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requirenents.

You can -- you know, there are, certainly
Wi thin our industry, because it's just so vital to
nati onal defense and society that we share
information, there are standards and requirenents
that we're obligated to conply with as a nandatory
matter of practice and | aw

But, at the lower |level, and across nore
private organi zations, you still want to get that
i nformati on shared, but you want the organizations
to feel confortable in doing so.

| also heard earlier about a question, you
know, How do we incentivize entities to want to do
t hat ?

The easiest way that | can think of is, give
t hem somet hi ng back. Right?

So, alot of tinmes we're in this situation
where we have the mandatory and obligatory
reporting, so we ship it off -- we ship the
information off to the federal organization that
we're responsible for reporting it to.

But, how frequently do we get actionable and
useful information back about other threats, that
then | can use to protect nyself and to harden ny

def enses?
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So | think that, you know, that's an
i mportant piece of it as well: Not just to harp on
the obligation to report, but think about, Wat are
the benefits to the organization in terns of
conplying with that? And how can we make it so that
they are incentivized in a nmeani ngful way so that
they want to participate?

SENATOR CROCI:  Your organization is a
not-for-profit corporation?

RI CHARD DEWEY: That's correct.

SENATOR CROCI: Are you in any way invol ved
in an advisory role with our state governnent,
either on the Governor's Advisory Board, or in other
capacity, other than in your exercises?

Rl CHARD DEVEY: No.

| have participated and spoken at a coupl e of
t he advi sory board neetings, as invited by the
board, Dr. Bl oniarz.

We do participate very coll aboratively,

t hrough your stakehol ders process, and through sone
of our planning sessions with New York State

government, at the Public Service Conm ssion |evel,
wi th Departnent of Honmeland Securities, with -- we
participate very frequently with the Federal Bureau

of Investigation in terns of regular briefings and
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i ndustry updates that we have with them

As far as a formalized, structural, codified
way? No.

W -- we're an independent entity, we're a
501(c)3. W operate under an independent board that
has no connection to any of the stakehol der groups
t hat we serve

That i ndependence is inportant, to make sure
that we've got the nost bipartisan influences, if
you will, in terms of comng up with -- you know,
bei ng that honest information broker about future
pl ans, and how the markets are running, and how
reliability is maintained.

SENATOR CRCOCI: And you nentioned previously
that, during the course of an event, sonetines the
scope can change.

And as a state organi zation, a state
structure, it's not clear always who mght be in
charge in the response and recovery phases
post - di saster.

Are we any clearer, or are you clearer, that
i f sonet hing happened tonorrow, you would know, as
the event escal ated, where to go, that single point
of contact within our state infrastructure?

Simlar to the national -response franework,
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do we have that clarified, fromyour perspective as
a state entity?

RI CHARD DEVEY: | think we do. | think it's
a lot nore clear.

It -- absolutely, we learned a lot fromthe
exerci se.

We | earned as an industry, and not just
nmysel f, but the other entities, such as the
utilities, public and gas, that participated in it.

We | earned a | ot about what the roles and
responsibilities are for a nunber of the agencies
that, prior to that event, was just al phabet soup
for sone entities.

| think that we came out of that with a nuch
cl earer understandi ng of what the role of DHS Energy
Services is, of what the role of ITS is, of what the
role -- when to call the FBI, and under what
ci rcumst ances.

| worry that it's nore a function of
everybody knowi ng who's the right person in their
rol odex, as opposed to, exactly, does everybody know
what to do --

SENATOR CRCOCI: Wi ch highlights our concern
about codifying sone of these rel ationshi ps,

because, very often in governnent, people cone and
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go, and industry as well.

And if these structures are in place, which
was the point of the national-response franework,
and some of our energency-managenent protocols, that
we have a better chance of ensuring that there is a
bl ueprint, regardless of the situation and
regardl ess of the personalities.

Wul d you agree with that?

Rl CHARD DEWEY: Absolutely. | think it would
certainly inprove the structure.

Al so, continuous drills, like the exercise
t hat we sponsored in Cctober.

As peopl e change, as organi zation structure
changes, just to test and validate that the
structure is well known, and test and validate that
the plans are updated such that the people that need
to make decisions at those critical junctures know
whi ch decisions to nake and who to contact.

SENATOR CROCI: And that was ny | ast
guesti on.

At the federal level there's a national-I|evel
exercise in various areas yearly. |It's put on by
t he Executive Branch.

Certainly, all the departnents and agenci es,

it's an inter-agency drill, very hel pful.
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So much of what have we've | earned about how
to deal with whether it's -- in the all-hazards
sphere; where it's a natural disaster or a terrorist
act, comes fromthe | essons we've | earned at those
national -l evel exercises (unintelligible).

We have enpl oyed that at the county and the
town levels in recent years, to try to have that
sanme | evel of preparedness.

Do you reconmend -- obviously, you had a very
successful drill that you sponsored.

Wul d you recormend the State take on the
responsi bility of having that kind of a -- not an
NLE, but an SLE?

RI CHARD DEVEY: | can tell you that, in ny
experience, you can never practice your
crisis-managenent skills too frequently.

When you're faced with an actual crisis, and
there's that confusion of "Who's in charge, and what
do I do?" having had benefit and experience of going
t hrough and having drilled that, just prepares, you
know, whatever those first responders or individuals
who need to take action or make decisions, it
absol utely hel ps.

SENATOR CROCI: W say, "Train |ike you

fight; fight like you train."
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RI CHARD DEVEY: Yep. And we're in a fight.

SENATOR CROCl: Right.

Thank you very much

| f you have no other questions, Senator?

SENATOR NOZZOLI O No.

Very hel pful. Thank you.

RI CHARD DEWEY: Ckay. Thank you.

SENATOR CROCI: Thank you so nuch

And just to close, | want to thank our -- al
of our w tnesses today; certainly,
Speci al Agent Freese fromthe FBI; Dr. Bloniarz
executive director at Cyber Security Advisory Board;

M. Richard Dewey, thank you again

And, M. Brown from CA Technol ogi es.

Qur purpose today was stated in the
begi nni ng, but, we just want to make sure that our
government, the people who work in governnent, have
the appropriate | evel of unease and anxiety that the
general popul ation has about the threats that we
face in the cyber world.

And | think that ny col |l eagues and
| certainly do, and we will help spread that unease
until we're conpletely confident that we have done
everything we can, because the worst thing that we

can do is wake up the day after a cyber attack and
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say, You know, we could have done X, Y, or Z
So this body is certainly commtted to that.
And, | want to thank you all for your
partici pation.
(Wher eupon, at approxinately 2:10 p. m,
the joint public hearing held before the three
New York State Senate Standing Conmittees

concl uded, and adj ourned.)




