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Introduced by Sen. COWRIE -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Codes

AN ACT to anmend the civil rights |aw and the general business law, in
relation to establishing the "It's Your Data Act"

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. Short title. This act shall be known and may be cited as
the "It's Your Data Act".

8§ 2. Section 50 of the civil rights |aw, as anended by section 1 of
subpart A of part MM of chapter 58 of the laws of 2024, is anended to
read as foll ows:

8§ 50. Right of privacy. A person, firmor corporation that collects
stores, and/or uses for the purpose of advertising [pupeses—oer—foer—the
ptposes—of]|, trade, data-mi ning, or generating conmmercial or econonmic
val ue, the name, portrait, picture, video, |ikeness, [e+] voice, and al
other personal data, bionetric data, and |ocation data of any Iliving
person w t hout having first obtained the witten consent of such person,
or if a mnor of such minor's parent or guardian, or, if such consent is
obt ai ned, subsequently fails to exercise reasonable care consistent with
its obligations as bailee of that person's nane, portrait, picture,
video, likeness, voice, and all other personal data, bionetric data, and
| ocation data, is guilty of a m sdemeanor.

§ 3. Section 51 of the civil rights |aw, as anended by section 2 of
subpart A of part MM of chapter 58 of the laws of 2024, is anended to
read as foll ows:

8§ b51. Action for injunction and for danages. Any person [whese—are—
portrai-t et ue—Hkeness—or—volce—is—used—wit hip—t his st ate—for

consent], firmor corporation that collects, stores, and/or uses for the
pur pose of advertising, trade, data-nining, or generating commercial or
econoni ¢ value, nane, portrait, picture, video, voice, likeness, and al

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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other personal data, bionetric data, and |location data of any living
person wi thout having first obtained the witten consent of such person

or if amnor of their parent or guardian, or, when such consent is
obt ai ned, subsequently fails to exercise reasonable care consistent with
its obligations as bailee of that individual's name, portrait, picture,
vi deo, likeness, voice, and all other personal data, bionetric data, and
| ocation data first obtained as above provided nmay nmintain an equitable
action in the supreme court of this state against the person, firm or
corporation so using such person's name, portrait, picture, video, I|ike-
ness [e+], voice, and all other personal data, bionetric data, and
| ocation data to prevent and restrain the use thereof; and rmay al so sue
and recover damages for any injuries sustained by reason of such use and
if the defendant shall have knowi ngly used such person's nane, portrait,
pi cture, video, likeness [e+], voice, and all other personal data, biom
etric data, and | ocation data in such manner as is forbidden or declared
to be wunlawful by section fifty of this article, the jury, inits
di scretion, may award exenpl ary damages. But nothing contained in this

article shall be so construed as to prevent any person, firmor corpo-
ration fromselling or otherwise transferring any nmaterial containing
such nane, portrait, picture, likeness or voice in whatever nmediumto
any user of such nanme, portrait, picture, video Ilikeness [e+]. Vvoice,

and all other personal data, bionetric data, and |ocation data or to any
third party [fe—=sale] or transfer directly or indirectly to such a
user, for use, provided that the transferring party undertakes reason-
able steps to ensure that any such use is consistent with the selling or
transferring party's obligations as bailee of that individual's nane,
portrait, picture, video, likeness, voice, and all other personal data,
bionetric data, and |ocation data and use in a manner |lawful under this
article; nothing contained in this article shall be so construed as to
prevent any person, firmor corporation, practicing the profession of
phot ography, from exhibiting in or about their establishment specinmens
of the work of such establishnent, unless the sane is continued by such
person, firm or corporation after witten notice objecting thereto has
been given by the person portrayed; and nothing contained in this arti-
cle shall be so construed as to prevent any person, firmor corporation
fromusing the nane, portrait, picture, video, |ikeness [e+]. voice, and
all other personal data, bionetric data, and location data of any
manuf acturer or dealer in connection with the goods, wares and nerchan-
di se manufactured, produced or dealt in by such nanufacturer or dealer
which they have sold or disposed of with such nane, portrait, picture,

video, likeness [e+], voice, and all other personal data, bionetric
data, and location data used in connection therewith; or fromusing the
name, portrait, picture, video |ikeness [e+]., voice, and all other
personal data, bionetric data, and |ocation data of any author, conposer
or artist in connection wth their Iliterary, nusical or artistic
producti ons which they have sold or disposed of wth such nane,
portrait, picture, video, likeness [e+], voice, and all other persona

data, bionetric data, and | ocation data used in connection therewith

Nothing contained in this section shall be construed to prohibit the
copyright owner of a sound recording from disposing of, dealing in,
licensing or selling that sound recording to any party, if the right to
di spose of, deal in, license or sell such sound recording has been
conferred by contract or other witten docunent by such living person or
the holder of such right. Nothing contained in the foregoing sentence
shal |l be deenmed to abrogate or otherwise limt any rights or renedies
ot herwi se conferred by federal |law or state | aw
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§ 4. The general business law is amended by adding a new article 32-A
to read as foll ows:
ARTICLE 32-A
I TS YOUR DATA ACT
Section 676. Definitions.

676-a. Transparency of the collection, use, retention, and shar-
ing of personal information.

676-b. Fair collection and use of personal infornmation.

676-c. Deletion of personal information

676-d. Access to retained personal information.

676-e. Access to disclosure of personal infornation.

676-f. Consent to additional collection or sharing of persona
information.

676-g. No discrimnation by a business against a consuner for
exercise of rights.

676-h. Reasonabl e security.

676-i. Business inplenentation of duties.

676-]. Exceptions.

676-k. Consuner's private right of action.

676-1. Agency enforcenent action.

676-m Construction.

676-n. Attorney general regul ations.

676-0. Internediate transactions.

676-p. Non-wai ver.

676-09. Severability.

8 676. Definitions. 1. For the purposes of this article:

(a) "Aggregate consuner information" neans infornation that relates to
a group of consuners, fromwhich individual consuner identities have
been renoved, that is not linked or reasonably linkable to any consuner
or household, including via a device. Aggregate consuner information
does not nean one or nore individual consuner records that have been
de-identified.

(b) "Bionetric infornmation" nmeans an individual's physiol ogical
bi ol ogi cal or behavioral characteristics or an electronic representation
of such, including an individual's deoxyribonucleic acid (DNA), that can
be used. singly or in conbination with each other or with other identi-
fving data, to establish individual identity. Bionetric information
includes, but is not limted to, imagery of the iris, retina, finger-
print, face. hand. palm vein patterns. and voice recordings., fromwhich
an_ identifier tenplate, such as a faceprint, a mnutiae tenplate, or a
voi ceprint, can be extracted, and keystroke patterns or rhythns, gait
patterns or rhythns, and sleep, health, or exercise data that contain
identifying information.

(c) "Business" neans:

(i) A sole proprietorship, partnership, linted liability conpany,
corporation, association., or other legal entity that is organized or
operated for the profit or financial benefit of its shareholders or
other owners, that collects consuners' personal information, or on the
behal f of which such information is collected and that alone, or jointly
with others, determ nes the purposes and neans of the processing of
consuners' personal information, that does business in the state of New
York, and that satisfies one or nbore of the follow ng thresholds:

(1) has annual gross revenues in excess of fifty mllion dollars, as
adjusted pursuant to paragraph (f) of subdivision one of section six
hundred seventy-six-n of this article;
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(2) alone or in conbination, annually buys, receives for the business'
commercial purposes, sells, or discloses for comercial purposes, alone
or in conbination, the personal information of fifty thousand or nore
consuners, households, or devices; or

(3) derives fifty percent or nore of its annual revenues fromselling
consuners' personal information; and

(ii) Any entity that controls or is controlled by a business, as
defined in subparagraph i) of this paragraph, and that shares commpbn
brandi ng with such busi ness.

(d) "Control" or "controlled" neans ownership of, or the power to
vote, nore than fifty percent of the outstanding shares of any class of
voting security of a business; control in any nmanner over the election
of a mjority of the directors, or of individuals exercising simlar
functions; or the power to exercise a controlling influence over the
managenent of a busi ness.

(e) "Common brandi ng" neans a shared nane, servicenmark, or tradenark.

f " per at i onal ur pose" neans the use of personal informtion when
reasonably necessary and proportionate to achieve one of the follow ng
operational purposes:

(i) auditing related to a current interaction with the consuner and
concurrent transactions, including, but not J|imted to, counting ad
inpressions to unique visitors, verifying positioning and quality of ad
inpressions, and auditing conpliance with this paragraph and other stan-
dards;

(ii) detecting and responding to security incidents, protecting
against nmalicious, deceptive, fraudulent, or illegal activity, and pros-
ecuting those responsible for that activity;

(iii) debugging to identify and repair errors that inpair existing
intended functionality;

(iv) short-term transient use, provided the personal information is
not disclosed to another third party and is not used to build a profile
about a consuner or otherwise alter an individual consuner's experience
outside the current interaction, including, but not limted to, the
contextual custonization of ads shown as part of the sane interaction;

(v) performing or providing services on behalf of the business or

service provider, including nmaintaining or servicing accounts, billing
or collecting for requested products or services, providing custoner
service, processing or fulfilling orders and transactions, verifying

custoner information, processing paynments, providing financing, provid-
ing advertising or nmarketing services, providing analytic services, or
providing simlar services on behalf of the business or service provid-

er.

(vi) wundertaking internal research for technol ogical devel opnent and
denpnstration

(vii) undertaking activities to verify or maintain the quality or
safety of a service or device that is owned, manufactured., manufactured
for, or controlled by the business, or to inprove, upgrade, or enhance
the service or device that is owned, manufactured, nmanufactured for, or
controlled by the business;

(viii) custom zation of content; or

(ix) custonization of advertising or nmarketing.

(g) "Collects," "collected," or "collection" neans buying, renting,
gathering, obtaining, receiving, or accessing any personal information
pertaining to a consuner by any neans. This shall include, but shall not

be limted to, receiving infornmation fromthe consuner, either actively
or passively, or by observing the consuner's behavi or.
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h "Commerci al ur poses" neans to advance a person's commercial or
econonic interests, such as by inducing another person to buy, rent,
|l ease, join, subscribe to, provide, or exchange products, goods, proper-
ty, information., or services, or enabling or effecting. directly or
indirectly, a commercial transaction. Commercial purposes shall not
include engaging in speech that state or federal courts have recognized
as nonconmercial speech, including, but not limted to, political speech
and journalism

(i) "Consuner" neans a hatural person who is a resident of the state
of New York.

(j) "De-identified" nmeans infornation that cannot reasonably identify,
relate to, describe, be capable of being associated with, or be |inked.
directly or indirectly, to a particular consuner, provided that a busi-
ness that uses de-identified information:

(i) takes reasonable neasures to ensure that the data is de-identi-
fied;

(ii) publicly conmmits to maintain and use the data in a de-identified
fashion and not to attenpt to re-identify the data; and

(iii) contractually prohibits downstreamrecipients fromattenpting to
re-identify the data.

(k) "Designated nmethods for submitting requests” nmeans a mailing
address, emmil address., internet web page, internet web portal., toll-
free tel ephone nunber, or other applicable contact information, whereby
consuners nmmy subnmit a request under this article, and any new, consum
er-friendly nmeans of contacting a business, as approved by the attorney
general pursuant to section six hundred seventy-six-n of this article.

(1) "Device" neans any physical object that is capable of connecting
to the internet, directly or indirectly, or to another device.

(M "Health insurance infornmation" neans a consuner's insurance policy
nunber or subscriber identification nunber, any unique identifier used
by a health insurer to identify the consuner, or any information in the

consuner's application and clainms history., including any appeal s
records, if the information is linked or reasonably linkable to a
consuner or household, including via a device, by a business or service
provi der.

(n) "Infer" or "inference" neans the derivation of infornmation, data,

assunptions, or conclusions fromfacts, evidence, or another source of
informati on or data.

(0) "Person" neans an individual, proprietorship, firm partnershinp,
joint venture, syndicate, business trust, conpany, corporation, limted
liability conpany, association, committee, and any other organization or
group of persons acting in concert.

(p) "Personal information" neans information that identifies or could
reasonably be linked, directly or indirectly, with a particular consum
er, household, or consuner device. Personal information shall not
include publicly available information, infornmation that is de-identi-
fied, or aggregate consuner infornation.

(q) "Publicly available" neans information that is lawfully nmde
available fromfederal, state, or local governnent records. Publicly
available does not nean information collected by a business about a
consuner wi thout the consuner's know edge.

(r) "Service" or "services" neans work, labor, and services, including
services furnished in connection with the production., sale or repair of
goods.

(s) "Service provider" neans an individual sole proprietorship, part-
nership, limted liability conpany, corporation, association, or other




O©Coo~NoOO~wWNE

S. 5156 6

legal entity that is organized or operated for the profit or financial
benefit of its shareholders or other owners, that processes information
on behalf of a business and to which such business discloses a consum
er's personal information for an operational purpose pursuant to a wit-
ten or electronic contract, provided that the contract prohibits the
entity receiving the information fromretaining, using. or disclosing
the personal information for any purpose other than for the specific
pur pose of performng the services specified in the contract for such
business, or as otherwise permtted by this article, including a prohi-
bition on retaining, using, or disclosing the personal information for a
conmmercial purpose other than providing the services specified in the
contract with such business.

(t) "Verifiable consuner request" neans a request that is nade by a
consuner, by a consuner on behalf of the consuner's nmnor child, or by a
natural person or a person registered wth the secretary of state,
aut hori zed by the consuner to act on the consuner's behalf, and that the
business can reasonably verify. A business shall not be obligated to
provide any personal information to a consuner if such business cannot
verify that the consuner nmaking the request is the consuner about whom
such business has collected personal infornation or is a person author-
ized by the consuner to act on such consuner's behalf.

(u) "Third party" neans a person or business that is not any of the

(i) the business that collects personal information from consuners
under this article; or

(ii) a person to whomthe business discloses a consuner's persona
information for an operational purpose pursuant to a witten contract,
provided that the contract:

(1) prohibits the person receiving the personal information from

(A) selling the personal information;

(B) retaining. wusing, or disclosing the personal information for any
pur pose other than for the specific purpose of performng the services
specified in the contract, including retaining, using, or disclosing the
personal information for a commercial purpose other than providing the
services specified in the contract; and

(C retaining, using, or disclosing the information outside of the
direct business relationship between the person and the business; and

(2) includes a certification made by the person receiving the persona
information that the person understands the restrictions in clause one
of this subparagraph and will conply with such restrictions.

2. For references to a category or categories of personal information
required to be disclosed pursuant to this article:

(a) "Processing" neans any operation or set of operations that are
performed on personal data or on sets of personal data, whether or not
by aut onat ed neans.

(b) "Research" nmeans scientific and systematic study and observati on,
including basic research or applied research that is in the public
interest and that adheres to all other applicable ethics and privacy
laws or studies conducted in the public interest in the area of public
health. Research with personal information that may have been collected
froma consuner in the course of the consuner's interactions wth a
busi ness' service or device for other purposes shall be:

(i) conpatible with an operational purpose for which the persona
informati on was coll ected;

(ii) subsequently de-identified, or in the aggregate, such that the
information cannot reasonably identify, relate to, describe, be capable
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of being associated with, or be linked, directly or indirectly, to a
particul ar consuner:;

(iii) made subject to technical safeguards to prevent re-identifica-
tion of the consunmer to whomthe information may pertain;

(iv) subject to business processes that specifically prohibit re-iden-
tification of the infornation;

(v) made subject to business processes to prevent inadvertent release
of de-identified infornmation;

(vi) protected fromany re-identification attenpts;

(vii) wused solely for research purposes that are conpatible with the
context in which the personal information was coll ected;

(viii) not be used for any comercial purpose; and

(ix) subjected by the business conducting the research to additiona
security controls that limt access to the research data to only those
individuals in a business as are necessary to carry out the research
purpose..

(c) (i) "Sell," "selling," "sale," or "sold," nmeans selling, renting
rel easing, disclosing, disseninating, making available, transferring, or
ot herwi se conmunicating orally, in witing, or by electronic or other
neans, a consuner's personal information by the business to another
business or a third party for nonetary or other valuable consideration.

(ii) For purposes of this article, a business does not sell persona
informati on when:

(1) a consuner uses or directs the business to intentionally disclose
personal information or uses the business to intentionally interact with
a third party, provided such third party does not also sell the personal
information, wunless such disclosure would be consistent with the
provisions of this article. An intentional interaction occurs when the
consuner intends to interact with the third party, via one or nore
deliberate interactions. Hovering over, muting, pausing, or closing a
given piece of content shall not constitute a consuner's intent to
interact with a third party;

(2) the business wuses or discloses an identifier for a consuner who
has opted out of the sale of the consuner's personal infornmation for the
pur poses of alerting third parties that the consuner has opted out of
the sale of the consuner's personal information;

(3) the business uses or discloses personal information of a consuner
with a service provider that is necessary to perform an operational
pur pose and the business has provided notice that information being used
or disclosed in its ternms and conditions consistent with section six
hundred seventy-six-i of this article; or

(4) the business transfers to a third party the personal information
of a consuner as an asset that is part of a merger, acquisition, bank-
ruptcy, or other transaction in which the third party assunes control of
all or part of the business., provided that infornmation is used or
disclosed consistently wth this article. Athird party nay not mate-
rially alter how it uses or discloses the personal information of a
consuner in_ a manner that is materially inconsistent with the prom ses
made at the tine of collection, unless it first obtains opt-in consent,
as set forth inthis article.

8 676-a. Transparency of the collection, use, retention, and sharing
of personal information. Any business that <collects a consuner's
personal information shall disclose the following information inits
online privacy policy or policies, if the business has an online privacy
policy, and update such information at | east once every twelve nonths:
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1. a description of a consuner's rights pursuant to sections Six
hundred seventy-six-b, six hundred seventy-six-d, six hundred seventy-
six-e, six hundred seventy-six-f and six hundred seventy-six-g of this
article and one or nore designated nethods for submitting requests
pur suant to sections Si X hundr ed seventy-six-c, six hundred
seventy-six-d, and six hundred seventy-six-e of this article;

2. a description of the personal infornmation such business collects
about consuners;

3. the categories of sources fromwhich the personal information is
col | ect ed;

4. a description of the nmethods such business uses to collect persona
information;

5. the specific purposes for collecting, disclosing, or retaining
personal information

6. a description of the personal information it discloses about
consuners, or if the business does not disclose consuners' persona
information, the business shall disclose such fact;

7. the categories of third parties with whom such business shares
personal information with, or if the business does not disclose consum
ers' personal information to third parties, the business shall disclose
such fact;

8. the categories of service providers with whom such business shares
personal information with, or if the business does not disclose consum
ers' personal information to service providers, the business shal
di scl ose such fact;

9. a description of the length of tinme for which personal informtion
is retained; and

10. if personal data is de-identified such that it is no |onger
considered personal information but subsequently retained., used. or
shared by the business., a description of the nethod or nethods of de-i-
dentification.

8§ 676-b. Fair collection and use of personal information. 1. Subject
to section six hundred seventy-six-f of this article a business that
collects a consuner's personal infornmation shall limt its collection
and sharing of personal information wth third parties to what 1is
reasonably necessary to provide a service or conduct an activity that a
consuner has requested or is reasonably necessary for security or fraud
prevention, and shall require any such third party to exercise care over
the consuner's personal information consistent with the original busi-
ness's obligations as bailee of such infornmation.

2. Subject to section six hundred seventy-six-f of this article, a
business that collects a consuner's personal infornmation shall be obli-
gated to exercise reasonable care with respect to the collection, stor-
age, and wuse of that infornmation, consistent with its obligations as a
bailee, and shall |limt its use and retention of personal information to
what is reasonably necessary to provide a service or conduct an activity

that a consuner has requested or a related operational purpose, provided
however that data collected or retained solely for security or fraud

prevention may not be used for related operational purposes.

8 676-c. Deletion of personal infornmation. 1. A consuner shall have
the right to request that a business delete any personal information
about such consuner which the business has collected fromthe consuner.

2. A business that collects personal infornmation about consuners shal
disclose, pursuant to the notice requirenents of section six hundred
seventy-six-i of this article, the consuner's rights to request the
deletion of the consuner's personal information
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3. A business that receives a verifiable consuner request froma
consuner to delete the consunmer's personal information pursuant to
subdivision one of this section shall delete the consuner's persona
information fromits records and direct any service providers to delete
the consuner's personal information fromtheir records.

4. A business or a service provider shall not be required to conply
with a consunmer's request to delete the consuner's personal information
if:

a such retention of personal information is reasonably antici pated
within the context of a business's ongoing business relationship wth
the consuner; or

(b) it is necessary for the business or service provider to maintain
the consuner's personal information in order to:

(i) conplete the transaction for which the personal information was
collected, provide a good or service requested by the consuner., or
ot herwi se performa contract between the business and the consuner;

(ii) detect or respond to security incidents, protect against nali-
cious, deceptive, fraudulent, or illegal activity, or prosecute those
responsible for that activity;

(iii) debug to identify and repair errors that inpair existing
intended functionality;

(iv) exercise free speech. ensure the right of another consuner to
exercise their right of free speech;

(v) engage in public or peer-reviewed scientific, historical, or
statistical research in the public interest that adheres to all other
applicable ethics and privacy laws, when the businesses' deletion of the
information is likely to render inpossible or seriously inpair the
achi evenrent of such research, if the consuner has provided inforned
consent; or

(vi) conply with a legal obligation

8 676-d. Access to retained personal information. 1. [If a business
collects personal infornmation about a consuner, the consuner shall have
the right to ask the business for the following information, and the
busi ness shall have the duty to provide it, pronptly and free of charge,
upon receipt of a verifiable request:

(a) the specific pieces of personal information that the business
retains about that consuner;

(b) the specific sources from which the business collected the
personal information; and

(c) its purpose for collecting the personal information.

2. \Wen a business receives a verifiable consuner request froma
consuner for the specific pieces of their personal infornmation, such
business shall disclose such information in an electronic, portable,
nachi ne-readable, and readily-useable fornmat or fornmats that allow the
consuner to understand such information and to transnit such information
to another entity without hindrance.

8 676-e. Access to disclosure of personal information. If a business
di scl oses personal infornmation about a consuner to a third party, the
consuner shall have the right to request the following information from
the business, and such business shall have the duty to provide it,
pronptly and free of charge. upon receipt of a verifiable request:

1. the categories of personal information that the business disclosed
about the consuner., and the categories of third parties to whom the
personal information was disclosed, by category of personal information
for each category of third party; and
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2. the specific third parties to whom the personal information was
di scl osed.

8 676-f. Consent to additional collection or sharing of persona
information. 1. Gther than as described in section six hundred seventy-
six-b of this article, a business shall not collect or share a consum
er's personal information unless the consuner has affirnmatively author-
ized the <collection or disclosure. This right to collect or share a
consuner's personal information may be referred to as the right to
"opt-in consent”

2.  Any personal information of a consuner collected or shared by a
busi ness upon the affirnative authorization of the consuner shall renmin
the property of such consuner, and the business shall be required to

exercise reasonable care in the collection and sharing of such data,
consistent with its obligations towards the consuner as bailee of their
personal information

3. A business shall request a user's opt-in consent separately from
any other permission or consent, with the option to decline consent at
|l east as pronminent as the option to provide consent.

4. |If a consuner declines to provide their opt-in consent to the
disclosure of their personal information, a business shall refrain for
at least twelve nonths before again requesting that the consuner provide
their opt-in consent to the disclosure of their personal information

5. A business may nmake available a setting or other user control that
the consumer may affirmatively access in order to consent to additiona
data collection or sharing.

6. A business that obtains a consuner's opt-in consent to collect or
disclose their personal information pursuant to this section shal
provi de consuners the ability to withdraw such consent through a readily
usabl e and automated neans at any tine.

8 676-g. No discrimnation by a business against a consuner for exer-
cise of rights. A business shall not discrimnate against a consuner
because the consuner exercised any of the consuner's rights under this
article or does not provide consent to additional data collection or
sharing under section six hundred seventy-six-f of this article includ-
ing, but not limted to, by:

1. denying goods or services to the consuner

2. charging different prices or rates for goods or services, including
through the use of discounts or other benefits or inposing penalties;

3. providing a different level or quality of goods or services to the
consuner; or

4., suggesting that the consuner will receive a different price or rate
for goods or services or a different level or quality of goods or
services.

8 676-h. Reasonable security. 1. A business or service provider shal
inplenent and maintain reasonable security procedures and practices,
including adm nistrative, physical, and technical safeguards, appropri-
ate to the nature of the infornmation and the purposes for which the
personal information will be used, to protect consuners' personal infor-
mation from unauthorized use, disclosure, access, destruction, or
nodi fication.

2. A business or service provider may enploy any lawful security neas-
ures that allow it to conply with the requirenents set forth in this
section.

8 676-i. Business inplenentation of duties. 1. A business shall

(a) nmake available to consuners two or nore designated nethods for
submtting requests pursuant to sections six hundred seventy-sSix-c, SiXx
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hundred seventy-six-d. and six hundred seventy-six-e of this article,
including, at a mninmum a telephone nunber, and, if the business min-
tains an internet web site, a web site address:;

(b) disclose and deliver the required infornmation to a consuner free
of charge within forty-five days of receiving a verifiable consuner
request. A business shall take steps to deternine whether the request is
a verifiable consuner request fromthe identified consuner. The tine
period may be extended once by forty-five days when reasonably neces-
sary, provided the consuner is provided notice of the extension within
the first forty-five day period. The disclosure shall cover the twelve
nonth period preceding the request. It shall be delivered through the
consuner's account with the business, if the consunmer nmintains an
account with the business, or by nail or electronically at the consum
er's option, if the consuner does not maintain an account with the busi-
ness. The business shall not require the consuner to create an account
with the business in order to make a verifiable request;

(c) ensure that all individuals responsible for handling consuner
inquiries about the business's privacy practices or the business's
conpliance with this article are inforned of all requirenents in this
article, and howto direct consuners to exercise their rights in this
article; and

(d) limt the use of any personal infornmation collected fromthe
consuner _in connection with a business's verification of the consuner's
request solely for the purposes of verification.

2. A business shall not be obligated to provide the informtion
required by sections six hundred seventy-six-d and six hundred seventy-
six-e of this article to the sane consuner nore than twice in a twelve
nont h_peri od.

8 676-j. Exceptions. 1. The obligations inposed on businesses by this
article shall not restrict a business's or service provider's ability
to:

(a) conply with federal, state, or |ocal |aws;

(b) conmply with a civil, crinmnal, or requlatory inquiry, investi-

gation, subpoena, or sunmons by federal, state, or local authorities;

(c) cooperate with law enforcenent agencies concerning conduct or
activity that the business, service provider, or third party reasonably
and in good faith believes may violate federal, state, or local |aw

(d) exercise or defend | egal clains;

(e) collect, use, retain, sell, or disclose consuner informtion that
is de-identified or in the aggregate; or

(f) collect or sell a consuner's personal information if every aspect
of that commercial conduct takes place wholly outside of the state. For
pur poses of this section, conmmercial conduct takes place wholly outside
of the state if the business collected information while the consuner
was outside of the state, no part of the sale of the consuner's personal
information occurred in the state, and no personal information collected
while the consuner was in the state is sold. This paragraph shall not
permt a business fromstoring, including on a device, personal inforna-
tion about a consuner when such consuner is in the state and then
collecting such personal information when such consuner and stored
personal information is outside of the state.

2. Nothing in this article shall require a business to violate an
evidentiary privilege under state or federal law or prevent a business
from providing the personal information of a consunmer who is covered by
an evidentiary privilege under state or federal law as part of a privi-

| eged communi cati on.
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3. This article shall not apply to any of the follow ng:

(a) nedical information governed by part 2.6 of the Confidentiality of
Medi cal Information Act or protected health information that is
collected by a covered entity or business associate governed by the
privacy, security, and breach notification rules issued or established
by the United States departnent of health and hunan services, 45 CFE. R
parts 160 and 164, the Health Insurance Portability and Accountability
Act of 1996, or the Health Information Technology for Economc and Cin-
ical Health Act:;

(b) a provider of health care governed by part 2.6 of the Confiden-
tiality of Medical Information Act or a covered entity governed by the
privacy, security, and breach notification rules issued or established
by the United States departnent of health and human services, 45 C F. R
parts 160 and 164, or the Health Insurance Portability and Accountabil -
ity Act of 1996, to the extent the provider or covered entity maintains
patient information in the same manner as nedical information or
protected health information as described in paragraph (a) of this
subdi vi si on;

(c) information collected as part of a clinical trial subject to the
Federal Policy for the Protection of Human Subjects, also known as the
"Common Rule", pursuant to good clinical practice guidelines issued by
the International Council for Harnpnization or pursuant to human subj ect
protection requirenents of the United States Food and Drug Adm nis-
tration;

(d) the sale of personal information to or froma consuner reporting
agency if such information is to be reported in, or used to generate, a
consuner report as defined in section three hundred eighty-a of this
chapter and use of that information is |linmted by the federal Fair Cred-
it Reporting Act, 15 USC 1681;

(e) personal information <collected. processed, sold, or disclosed
pursuant to the federal G ammleach-Bliley Act or any financial privacy
laws or regulations of the state of New York, and inplenenting regu-
lations, if it is in conflict with such law, or

(f) personal infornmation collected, processed, sold, or disclosed
pursuant to the Driver's Privacy Protection Act of 1994, if it is in
conflict with such act.

4. Notwi t hstanding a business' obligations to respond to and honor
consuner rights requests pursuant to sections six hundred seventy-six-c,
six hundred seventy-six-d, and six hundred seventy-six-e of this arti-
cle:

a) the tine period for a business to respond to any verified consuner
request nay be extended by up to ninety additional days where necessary,
taking into account the conplexity and nunber of the requests. A busi-
ness shall informthe consuner of any such extension within forty-five
days of receipt of the request, together with the reasons for the del ay;

(b) if a business does not take action on the request of the consuner,
such business shall informthe consuner. w thout delay and at the | atest
within the tine period pernmitted of response by this section, of the
reasons for not taking action and any rights the consuner nay have to
appeal the decision to the business; and

(c) if requests froma consuner are manifestly unfounded or excessive,
in particular because of their repetitive character, a business may
either charge a reasonable fee, taking into account the admnistrative
costs of providing the information or comunication or taking the action
requested, or refuse to act on the request and notify the consuner of

the reason for refusing the request. Such business shall bear the burden
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of denonstrating that any verified consuner request is manifestly
unf ounded or excessive.

5. A business that discloses personal information to a service provid-
er shall not be liable under this article if the service provider
receiving the personal infornmation uses it in violation of t he
restrictions set forth inthis article, provided that, at the tine of
di sclosing the personal infornmation. such business does not have actua
know edge, or reason to believe, that the service provider intends to
conmt such a violation. A service provider shall not be |iable under
this article for the obligations of a business for which it provides
services as set forth in this article.

6. This article shall not be construed to: (a) require a business to
collect or retain personal information about a consuner longer than it
woul d be retained such information in the ordinary course of business;
or

(b) require a business to re-identify or otherwise link information
that is not maintained in a manner that would be considered persona
information.

7. The rights afforded to consuners and the obligations inposed on a
busi ness pursuant to this article shall not adversely affect the rights
and freedons of other consuners.

8. The rights afforded to consuners and the obligations inposed on any
business pursuant to this article shall not apply to the extent that
they infringe on the noncommercial activities of a publisher, editor,
reporter, or other person connected with or enployed upon a newspaper,
nmagazi ne, or other periodical publication, or by a press association or
W re service.

8 676-k. Consunmer's private right of action. 1. A consuner who has
suffered a violation of this article may bring a lawsuit against the
business that conmtted such violation. A violation of this article
shall be deened to constitute an injury in fact to the consuner who has
suffered such violation., and the consuner need not suffer nonetary or
property loss as a result of such violation in order to bring an action
for a violation of this article.

2. A consuner who prevails in such an action shall obtain the foll ow
ing renedies:

(a) danmages in an anmpbunt not to exceed seven hundred fifty dollars per
consuner per violation or actual danmages., whichever is greater;

(b) injunctive or declaratory relief, as the court deens proper

c) reasonable attorney fees and costs; and

(d) any other relief the court deens proper.

3. In assessing the anbunt of statutory danmges, the court shal
consider any one or nore of the relevant circunstances presented by any
of the parties to the case, including, but not limted to, the nature
and seriousness of the msconduct, the nunber of violations, the
persistence of the m sconduct, the length of tinme over which the niscon-
duct occurred, the willfulness of the defendant's m sconduct, and the
def endant's assets, liabilities, and net worth.

4. A consuner bringing an action pursuant to this section shall notify
the attorney general within thirty days of the filing of such action.

8 676-1. Agency enforcenent action. 1. The attorney general, county
district attorney, or city corporation counsel having proper jurisdic-
tion may bring a civil action in the nane of the people of the state of
New York against any person. business., or service provider who violates
any provision of this article.
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2. Any person, business, or service provider who violates the
provisions of this article may be liable for a civil penalty of up to
seven thousand five hundred dollars for each intentional violation and
of up to two thousand five hundred dollars for each unintentiona
violation.

8 676-m Construction. This article is intended to further the consti-
tutional right of privacy and to supplenent existing laws relating to
consuners' personal information. The provisions of this article are not
limted to infornmation collected electronically or over the internet,
but shall apply to the collection and sale of all personal information
collected by a business fromconsuners. Wherever possible, law relating
to consuners' personal information should be construed to harnonize with
the provisions of this article, but in the event of a conflict between
other laws and the provisions of this article, the provisions of the | aw
that afford the greatest protection for the right of privacy for consum
ers shall control

8 676-n. Attorney general requlations. 1. Wthin one year of the
effective date of this article, the attorney general shall adopt requ-
lations to further the purposes of this article, including, but not
limted to:

(a) detailing as needed the types of information that are persona
information in technology. data collection practices, obstacles to
inmpl enentation, and privacy concerns;

(b) establishing any exceptions necessary to conply wth state or
federal law, including, but not |limted to, those relating to trade
secrets and intellectual property rights;

(c) facilitating and governing the subnmission of a request by a
consuner to opt out of the sale of personal information pursuant to
section six hundred seventy-six-f of this article;

(d) governing business conpliance with a consuner's opt-out request:;

(e) devel oping a recognizable and uniformopt-out logo or button by
all businesses to pronote consuner awareness of the opportunity to opt-
out of the sale of personal information

(f) adjusting the nonetary threshold in clause one of subparagraph (i)
of paragraph (c) of subdivision one of section six hundred seventy-six
of this article in January of every odd-nunbered vear to reflect any
increase in the consuner price index;

(g) establishing rules, procedures., and any exceptions necessary to
ensure that the notices and information that businesses are required to
provide pursuant to this article are provided in a nanner that nmay be
easily understood by the average consuner, are accessible to consuners
with disabilities, and are available in the |anguage primarily used to
interact with the consuner. including establishing rules and guidelines
regarding financial incentive offerings; and

(h) establishing rules and procedures to further the purposes of
sections six hundred seventy-six-d and six hundred seventy-six-e of this
article and to facilitate a consuner's or the consuner's authorized
agent's ability to obtain information pursuant to section six hundred
seventy-six-i of this article, with the goal of mnimzing the adm nis-
trative burden on consuners, taking into account available technology,
security concerns, and the burden on the business, to govern a business'
deternmnation that a request for infornmation received by a consuner is a
verifiable consunmer request., including treating a request subnitted
through a password-protected account nmaintained by the consuner with the
busi ness while the consunmer is logged into the account as a verifiable

consunmer _request and providing a nechanismfor a consuner who does not
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mai ntain an account with the business to request information through the
busi ness' authentication of the consuner's identity.

2. The attorney general may update the foregoing reqgulations, and
adopt additional regulations, as necessary to further the purposes of
this article.

3. Before adopting any regulations, the attorney general shall solicit
broad public participation concerning those requl ations.

8§ 676-0. Internediate transactions. |f a series of steps or trans-
actions were conponent parts of a single transaction intended from the
beginning to be taken with the intention of avoiding the reach of this
article, a court shall disregard the internediate steps or transactions
for purposes of effectuating the purposes of this article.

8 676-p. Non-waiver. Any provision of a contract or agreenent of any
kind that purports to waive or limt in any way a consuner's rights
under this article, including, but not limted to, any right to a renedy
or nmeans of enforcenent, shall be deened contrary to public policy and

shall be void and unenforceable. This section shall not prevent a
consuner fromdeclining to request information from a busi ness, declin-
ing to opt out of a business' sale of the consuner's personal inforna-

tion, or authorizing a business to sell the consuner's personal infornma-
tion after previously opting out.

8 676-9g. Severability. If any provision of this article or the appli-
cation thereof to any person, business, service provider, or circum
stances is held invalid, such invalidity shall not affect other
provi sions or applications of this article which can be given effect
without the invalid provision or application, and to this end the
provisions of this article are declared to be severable.

8 5. This act shall take effect one year after it shall have becone a
| aw.




