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STATE OF NEW YORK

1961--A

2025- 2026 Regul ar Sessi ons

| N SENATE

January 14, 2025

Introduced by Sen. GONZALEZ -- read twi ce and ordered printed, and when
printed to be conmitted to the Cormittee on Internet and Technol ogy --
reconmmitted to the Conmttee on Internet and Technol ogy in accordance
with Senate Rule 6, sec. 8 -- commttee discharged, bill anended
ordered reprinted as anended and recommitted to said conmittee

AN ACT to anend the state technology law, in relation to establishing
the "secure our data act"

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. This act shall be known and nay be cited as the "secure our
data act".

§ 2. Legislative intent. The legislature finds that information tech-
nol ogy attacks and breaches have conprom sed governnental networks and

the electronically stored personal information of countless people
statewide and nationwide. State entities often receive such persona
information fromvarious sources, including the data subjects them
selves, other state entities, and the federal governnent. Additionally,
state entities use such personal information to nmake determ nations
regardi ng data subjects. New Yorkers deserve to have their persona

information in the possession of a state entity stored in a manner that
will withstand any attenpt by a bad actor to access, alter, or prohibit
access to such information.

Therefore, the legislature enacts the secure our data act, which will
require state entities to enploy adequate practices and systens to
protect the personal information from any unauthorized acquisition,
access, alteration or change in access.

8§ 3. The state technology | aw is anended by adding a new section 211
to read as foll ows:

§ 211. Cybersecurity protection. 1. Definitions. For purposes of this
section, the following terns shall have the foll ow ng neanings:

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted
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(a) "Breach of the security of the systenm neans (i) unauthorized
exfiltration, acquisition, or acquisition without valid authorization,
of conputerized information which conpronises the security, confiden-
tiality, or integrity of state entity-naintained personal information,
(ii) unauthorized access, or access wthout valid authorization., to
state entity-maintained personal information or to an infornation system
used for personal information, or (iii) unauthorized nodification of the
access perm ssions, including through the use of encryption, to an
information system used for personal information. "Breach of the securi-
ty of the systenm does not include good faith acquisition of or access
to personal information, or access to an infornmation system by an
enpl oyee or agent of a state entity for the purposes of the state enti-
ty: provided that the private information or information system is not
used in an unauthorized nanner. accessed for an unlawful or inappropri-
ate purpose, nmodified to change access permssions wthout authori-
zation, or subject to unauthorized disclosure. In determ ning whether
state entity-maintained personal infornmation or an infornation system
used for personal information has been exfiltrated, acquired, accessed,
or experienced a change in access perm ssions without authorization or
without valid authorization, such state entity may consider the follow
ing factors, anpng others:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a lost or stolen conputer or
ot her device containing infornation

2) indications that the infornation has been downl oaded or copi ed:;

(3) indications that the information was used by an unauthorized
person, such as fraudulent accounts opened or instances of identity
theft reported; or

(4) indications that the infornmation or infornmation system was
accessed without authorization or without valid authorization, including
but not limted to data in infornation system access |ogs, changes nodi -
fvying access to the information or infornation system nodification or
deletion of stored information, injecting or installing malicious code
on the infornation system or unauthorized encryption of stored inforna-
tion.

(b) "Data subject" nmeans the person who is the subject of the persona
informati on.

(c) "Data validation" nmeans ensuring the accuracy, quality, and valid-
ity of source data before using, inporting, saving, storing, or other-
Wi se processing data.

(d) "lmutable" neans data that is stored unchanged over tine or
unable to be changed. For the purposes of backups, "imutable" shal
nean that., once ingested, no external or internal operation can nodify
the data and nust never be available in a read/wite state to the
client. "lImutable" shall specifically apply to the characteristics and
attributes of a backup systenis file systemand nmay not be applied to
tenporary systenms state, tinme-bound or expiring configurations, or
tenmporary conditions created by a physical air gap as is inplenented in

nost | egacy systens, provided that inmmutable backups nust be capabl e of
deletion and replacenent, as applicable, in accordance wth the data

retention and deletion policy governing the data. An imutable file
system nmust denonstrate characteristics that do not pernit the editing
or changing of any data backed up to provide agencies with conplete
recovery capabilities.

(e) "Information system neans any good, service or a conbination
thereof, used by any conputer, cloud service, or interconnected system
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that is maintained for or used by a state entity in the acquisition,
storage, nmanipulation, nanagenent, novenent, control, display, swtch-
ing, interchange, transm ssion, or reception of data or voice including.
but not limted to, hardware, software, information appliances, firm
ware, prograns, systens, networks, infrastructure, nedia. and related
material used to automatically and electronically collect, receive,
access, transmt, display, store, record, retrieve, analyze, eval uate,
process, classify, nmanipulate, nmanage, assimilate, control, communicate,

exchange, convert, coverage, interface, switch, or disseninate data or
information of any kind or form

(f) "Mssion critical" neans infornmation or information systens that
are essential to the functioning of the state entity.

(g) "Segnented storage" neans the nethod of data storage whereby (i)
information is partitioned or separated, with overlapping or non-over-
|l apping protection, and (ii) such individual partitioned or separated
sets of information are stored in multiple physically or logically
distinct secure |ocations.

(h) "State entity-maintained personal information" means persona
information stored by a state entity that was generated by a state enti -
ty or provided to the state entity by the data subject, a state entity,
a federal governnental entity, or any other third-party source. Such
termshall also include personal information provided by an adverse
party in the course of litigation or other adversarial proceeding.

(i) "State entity" means any state board, bureau, division, conmttee
comni ssion, council, departnment, public authority, public benefit corpo-
ration, office or other governnental entity performing a governnental or
proprietary function for the state of New York, except:

(i) the judiciary; and

(ii) all cities, counties, nunicipalities, villages, towns, and other
| ocal agenci es.

2. Data protection standards. (a) No later than one year after the
effective date of this section, the director, in consultation with
st akehol ders and other interested parties, which shall include at | east
one public hearing, shall pronulgate regulations that design and devel op
standards for:

(i) protection against breaches of the security of the systemfor
mssion critical information systens and for personal information used
by such information systens;

(ii) data backup that includes;

(A) the creation of immutable backups of state entity-nmintained
personal information

(B) through data validation technigues, the exclusion of unwanted data
fromsuch imutable backups, including but not Ilimted to illegal
content, corrupted data, nmlicious code, and content that breaches
intellectual property protections;

(C) prohibitions on the use of such immutable backups except for
conducting data validation and performng information systemrecovery;
and

(D) storage of such inmutabl e backups in segnented storage;

(iii) infornmation systemrecovery that includes creating an identica
copy of an inmutable backup of state entity-nmmintained personal inforna-
tion in segnented storage for use when an infornation system has been
adversely affected by a breach of the security of the system and
requires restoration fromone or nore backups;

(iv) data retention and deletion policies specifying how |long certain
types of data shall be retained on infornation systens and as inmutable
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backups in segnented storage and when or under what circunstances such
data shall be del eted; and

(v) annual workforce training regarding protection against breaches of
the security of the system as well as processes and procedures that
should be followed in the event of a breach of the security of the

system
(b) Such regulations nmmy be adopted on an energency basis. |If such

regul ati ons are adopted on an energency basis, the office shall engage
in the formal ruleneking procedure no later than the day inmediately
following the date that the office promulgated such regqulations on an
energency basis. Provided that the office has commenced the formal rule-
naking process, the requlations adopted on an energency basis may be
renewed no nore than two tines.

3. Vulnerability assessnents. Notw thstanding any provision of law to
the contrary, each state entity shall engage in vulnerability testing of
its information systens as foll ows:

(a) Beginning January first, two thousand twenty-seven and on a nonth-
ly basis thereafter, each state entity shall perform or cause to be
performed, a vulnerability assessnment of at |l east one nission critical
information system ensuring that each nmission critical system has under-
gone a vulnerability assessnent during the past year. A report detailing
the wvulnerability assessnent nethodology and findings shall be made
available to the office for reviewno later than forty-five days after
the testing has been conpl et ed.

b Begi nni n Decenber first, two thousand twenty-seven, each state
entity's entire information system shall undergo vulnerability testing.
A report detailing the vulnerability assessnent nethodol ogy and fi ndings
shall be nmde available to the office for reviewno later than forty-
five days after such testing has been conpleted.

(c) The office shall assist state entities in conplying wth the
provisions of this section.

4. Data and infornmation systeminventory. (a) No later than one year
after the effective date of this section, each state entity shall create
an inventory of the state entity-maintained personal information and the
pur pose or purposes for which such state entity-nmaintained persona
information is maintained and used. The inventory shall include a list-
ing of all types of state entity-maintained personal information. along
with the source and the nedian age of such information.

(b) No later than one year after the effective date of this section.
each state entity shall create an inventory of its information systens
and the purpose or purposes for which each such infornmation systemis
nai nt ai ned and used. The inventory shall denote those infornmation
systens that are mission critical and those that use personal inforna-
tion, and whether the information systemis protected by imutable back-
ups and stored in a segnented manner.

(c) Notwi thstandi ng paragraphs (a) and (b) of this subdivision, if a
state entity has already conpleted a state entity-nmintained persona
information inventory or information systens inventory, such state enti -
ty shall update the previously conpleted state entity-maintained
personal information inventory or information systeminventory no |later
than one year after the effective date of this section.

(d) Upon witten request fromthe office, a state entity shall provide
the office with either or both of the state entity-maintained persona
information and information systens inventories required to be created
or updated pursuant to this subdivision.
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e) Notwi thstandin aragraph (d) of this subdivision, the state enti -
ty-nmai ntai ned personal information and information systens inventories
required to be created or updated pursuant to this subdivision shall be
kept confidential and shall not be nmade available for disclosure or
inspection under the state freedomof infornmation | aw unless a subpoena
or other court order directs the office or state entity to release such
inventory or information from such inventory.

5. Incident managenent and recovery. (a) No later than ei ghteen nonths
after the effective date of this section, each state entity shall have
created an incident response plan for incidents involving a breach of
the security of the systemthat render an information systemor its data
unavai lable, and incidents involving a breach of the security of the
systemthat result in the alteration or deletion of or unauthorized
access to, personal infornmmation.

(b) Such incident response plan shall include a procedure for situ-
ations where information systens have been adversely affected by a
breach of the security of the system as well as a procedure for the
storage of personal information and nmission critical backups in
segnented storage to ensure that such personal information and ni ssion
critical systens are protected by i nmutabl e backups.

(c) Beginning January first, two thousand twenty-nine and on an annua
basis thereafter, each state entity shall conplete at | east one exercise
of its incident response plan that includes copying the inmmutable
per sonal i nf ormati on and mssion critical applications from the
segnented portion of the state entity's information system and using
such copies in the state entity's restoration and recovery process. Upon
conpletion of such exercise, the state entity shall docunent the inci-
dent response plan's successes and shortconings in an incident response
plan exercise report. Such incident response plan exercise report shal
be kept confidential and shall not be nade available for disclosure or
inspection under the state freedomof information | aw unless a subpoena
or other court order directs the state entity to release such inventory
or information from such inventory.

6. No private right of action. Nothing set forth in this section shal
be construed as creating or establishing a private cause of action.

8 4. Severability. The provisions of this act shall be severable and
if any portion thereof or the applicability thereof to any person or
circunstances shall be held to be invalid, the remai nder of this act and
the application thereof shall not be affected thereby.

8§ 5. This act shall take effect inmediately.




