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STATE OF NEW YORK

8614

2025- 2026 Regul ar Sessi ons

| N ASSEMBLY

May 22, 2025

Introduced by M of A CUNNINGHAM -- read once and referred to the
Committee on Governnental Operations

AN ACT to anmend the state technology law, in relation to pronpt notifi-
cation to affected individuals in the event of a data breach within
certain state entities

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Paragraphs (b) and (c) of subdivision 1 of section 208 of
the state technol ogy | aw, paragraph (b) of subdivision 1 as anmended by
chapter 491 of the |aws of 2005 and paragraph (c) of subdivision 1 as
added by chapter 442 of the |aws of 2005, are anended and a new para-
graph (e) is added to read as foll ows:

(b) "Breach of the security of the systeni shall nean unauthorized
acqui sition [er], acquisition without valid authorization, or unauthor-
ized wutilization of conputerized data which conprom ses the security,
confidentiality, or integrity of personal information naintained by a
state entity. Good faith acquisition of personal information by an
enpl oyee or agent of a state entity for the purposes of the agency is
not a breach of the security of the system provided that the private
information is not used or subject to unauthorized disclosure.

In determ ning whether information has been acquired or utilized, or
is reasonably believed to have been acquired or utilized, by an unau-
thorized person [e—=2]. person without valid authorization or unauthor-
ized entity, such state entity may consider the followi ng factors, anpng
ot hers:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a | ost or stolen conputer or
ot her device containing information; or

(2) indications that the information has been downl oaded or copied; or
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(3) indications that the information was wused by an unauthorized
person, such as fraudulent accounts opened or instances of identity
theft reported[-]. or

(4) indications that a cybersecurity incident, as defined in paragraph
(e) of this subdivision, as occurred.

(c) "State entity" shall nmean any state board, bureau, division
conm ttee, comm ssion, council, department, public authority, public
benefit corporation, office or other governnental entity perfornming a
governnental or proprietary function for the state of New York, except[=

5] the judiciary; [ard

23] but shall include all cities, counties, nunicipalities, villages,
towns, and other |ocal agencies.
(e) "Cybersecurity incident" shall nean an event occurring on or

conducted through a conputer network that actually or imrnently jeop-
ardi zes the integrity, confidentiality, or availability of conputers
information or conmmuni cations systens or networks, physical or virtu-
al infrastructure controlled by conputers or information systens, or
information resident thereon.

8 2. The opening paragraph of subdivision 2 of section 208 of the
state technology | aw, as anended by chapter 117 of the laws of 2019, is
amended to read as foll ows:

Any state entity that owns [e+], licenses, or nmintains conputerized
data that includes private information shall disclose any breach of the
security of the systemfollow ng discovery or notification of the breach
in the security of the systemto any resident of New York state whose
private information was, or is reasonably believed to have been
accessed or acquired by a person or entity without valid authorization.
The disclosure shall be nmade in the nost expedient tinme possible and
wi t hout unreasonabl e delay, consistent with the legitimte needs of |aw
enforcenent, as provided in subdivision four of this section, or any
nmeasures necessary to determ ne the scope of the breach and restore the
integrity of the data system The state entity shall consult with the
state office of information technology services to determine the scope
of the breach and restoration nmeasures. Wthin ninety days of the notice
of the breach, the office of information technol ogy services shal
deliver a report on the scope of the breach and reconmendations to
restore and inprove the security of the systemto the state entity.

8 3. Subdivision 3 of section 208 of the state technology |aw, as
amended by chapter 117 of the laws of 2019, is anended to read as
fol | ows:

3. Any state entity that maintains conputerized data that includes
private information which such agency does not own shall notify the
owner or licensee of the information of any breach of the security of
the systeminmediately followi ng discovery, if the private information
was, or is reasonably believed to have been, accessed [e+]. acquired, or
utilized by [a] any person or entity w thout valid authorization.

8 4. This act shall take effect on the ninetieth day after it shal
have becone a | aw.




