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STATE OF NEW YORK

6769

2025- 2026 Regul ar Sessi ons

| N ASSEMBLY

March 13, 2025

Introduced by M of A JONES -- read once and referred to the Conmttee
on Local Governnents

AN ACT to anmend the general nunicipal law and the executive law, in
relation to requiring nunicipal cybersecurity incident or ransomeware
attack reporting and exenpting such reports fromfreedom of infornma-
tion requirenments; and to anend the state technology law, in relation
to requiring cybersecurity awareness training

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The general rmunicipal law is anended by adding a new arti -
cle 19-C to read as fol |l ows:
ARTICLE 19-C
CYBERSECURI TY | NCI DENT REPORTI NG REQUI REMENTS FOR MUNI Cl PAL CORPORATI ONS
Section 995-a. Definitions.
995-b. Reporting of cybersecurity incidents.
995-c. Notice and explanation of ransom paynent.

8 995-a. Definitions. For the purposes of this article: 1. "Cyberse-
curity incident" neans an event occurring on or conducted through a
conmput er network that actually or imrnently jeopardizes the integrity,
confidentiality, or availability of conputers, information or conmuni-
cations systenms or networks, physical or vi rtual infrastructure
controlled by conputers or information systens, or information resident
t her eon.

2. "Information system neans a discrete set of information resources
organized for the collection, processing., maintenance, use, sharing.
di ssenination, or disposition of information.

3. "Minicipal corporation” neans:

(a) A municipal corporation as defined in section one hundred nine-
teen-n of this chapter; or

(b) A district as defined in section one hundred nineteen-n of this
chapt er.

4. "Ransom paynent" neans the transni ssion of any noney or other prop-
erty or asset, including virtual currency, or any portion thereof., which

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is old law to be onitted.
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has at any tinme been delivered as ransomin connection with a ransonnare
attack.

5. "Ransomnare attack":

(a) neans an incident that includes the use or threat of use of unau-
thorized or nalicious code on an information system or the use or
threat of wuse of another digital nechanism such as a denial of service
attack, to interrupt or disrupt the operations of an information system
or conpromse the confidentiality, availability, or integrity of elec-
tronic data stored on, processed by, or transiting an infornation system
to extort a demand for a ransom paynent; and

(b) does not include any such event in which the demand for paynent
is:

(i) not genuine; or

(ii) made in good faith by an entity in response to a specific request
by the owner or operator of the information system

8 995-b. Reporting of cybersecurity incidents. 1. Notw thstanding any
other provision of lawto the contrary, all nunicipal corporations shal
report cybersecurity incidents and when applicable, the denmand of a
ransom paynent, to the conm ssioner of the division of honeland security
and energency services in the formand nethod prescribed by such comi s-
sioner.

2. Al nmunicipal corporations shall report cybersecurity incidents,
and demands for a ransom paynent., no later than seventy-two hours after
the nunicipality reasonably believes the cybersecurity incident has
occurred or demand for a ransom paynent has been nmade.

3. Any cybersecurity incident report and any records related to a
ransom paynent subnitted to the conmi ssioner of the division of honel and
security and energency services pursuant to the requirenments of this
article shall be exenpt fromdisclosure under article six of the public
officers |aw

8 995-c. Notice and explanation of ransom paynent. Notwi thstandi ng any
other provision of law to the contrary, each nunicipal corporation
shall, in the event of a ransom paynent nmade in connection wth a
cybersecurity incident or ransommare attack involving the nunicipa
corporation, provide the comm ssioner of the division of honeland secu-
rity and energency services through neans prescribed by such comm ssi on-
er with the foll ow ng:

(a) within twenty-four hours of the ransom paynent. notice of the

paynent ; and
(b) within thirty days of the ransom paynent. a witten description of

the reasons paynent was necessary, the anount of the ransom paynent, the
neans by which the ransom paynent was nmade, a description of alterna-
tives to paynent considered, all diligence perforned to find alterna-
tives to paynment and all diligence perforned to ensure conpliance with
applicable state and federal rules and requlations including those of
the United States departnent of the treasury's office of foreign assets
control .

8§ 2. The executive lawis anended by adding a new section 711-c to
read as foll ows:

8 711-c. Cybersecurity incident reviews. 1. For the purposes of this
secti on:

(a) "Cybersecurity incident" neans an event occurring on or conducted
through a conputer network that actually or inmnently jeopardizes the
integrity, confidentiality, or availability of conputers, information or
communi cations systems or networks, physical or virtual infrastructure
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controlled by conputers or information systens, or infornmation resident
t her eon.

(b) "Cyber threat" neans any circunstance or event with the potential
to adversely inpact organi zational operations, organizational assets, or
individuals through an information system via unauthorized access,
destruction, disclosure, nodification of information, and/or denial of
service.

(c) "Cyber threat indicator" neans information that is necessary to
describe or identify:

(i) nmalicious reconnai ssance, including anomal ous patterns of communi -
cations that appear to be transnmitted for the purpose of gathering tech-
nical infornation related to a cyber threat or security vulnerability;

(ii) a nmethod of defeating a security control or exploitation of a
security vulnerability;

(iii) a security vulnerability, including anomalous activity that
appears to indicate the existence of a security vulnerability;

(iv) a nethod of causing a user with legitimte access to an inforna-
tion systemor infornation that is stored on, processed by, or transit-
ing an information systemto unwittingly enable the defeat of a security
control or exploitation of a security vulnerability;

(v) malicious cyber command and control;

(vi) the actual or potential harm caused by an incident. including a
description of the information exfiltrated as a result of a particular
cyber threat;

(vii) any other attribute of a cyber threat, if disclosure of such
attribute is not otherwi se prohibited by law, or

(viii) any conbination thereof.

(d) "Defensive neasure" neans an action, device, procedure, signature,
technique, or other neasure applied to an information system or infornma-
tion that is stored on, processed by, or transiting an infornmation
system that detects, prevents, or nmtigates a known or suspected cyber
threat or security vulnerability. The term "def ensive neasure" does not
include a neasure that destroys, renders unusable, provides unauthorized
access to, or substantially harns an information systemor infornmation
stored on, processed by, or transiting such infornation system not owned
by the nunicipal corporation operating the neasure, or federal entity
that is authorized to provide consent and has provided consent to that
nuni ci pal corporation for operation of such neasure

(e) "Information system' neans a discrete set of information resources
organi zed for the collection, processing, naintenance, use, shari nag,
di ssenination, or disposition of information.

(f) "Municipal corporation" neans:

(i) A nmunicipal corporation as defined in section one hundred nine-
teen-n of the general nmunicipal law, or

(ii) Adistrict as defined in section one hundred nineteen-n of the
general nunicipal |aw

(g) "Ransomware attack":

(i) neans an incident that includes the use or threat of use of unau-
thorized or malicious code on an infornmation system or the use or
threat of use of another digital nechanismsuch as a denial of service
attack, to interrupt or disrupt the operations of an infornation system
or _conpromise the confidentiality, availability, or integrity of elec-
tronic data stored on, processed by, or transiting an information system
to extort a demand for a ransom paynent; and

(ii) does not include any such event in which the denand for

payment is:
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(A) not genuine; or

(B) nmade in good faith by an entity in response to a specific request
by the owner or operator of the information system

2. The comm ssioner, or their designee, shall review each cybersecuri -
ty incident report and notice of ransom paynent and explanation of
ransom paynent subnmitted pursuant to sections nine hundred ninety-five-b
and nine hundred ninety-five-c of the general nunicipal law to assess
potential inpacts of cybersecurity incidents and ransom paynents on the
health, safety, welfare or security of the state, or its residents.

3. The commissioner, or their designee, nay work with appropriate
state agencies, federal |law enforcenent, and federal honeland security
agencies to provide nmunicipal corporations with reports of cybersecurity

incidents and trends, including but not linmted to, to the maxinum
extent practicable, related contextual information, cyber threat indica-
tors, and defensive neasures. The comnissioner shall coordinate and

share such reported information w th nunicipal corporations, and nay
coordi nate and share such reported infornmation with state agencies, and
federal law enforcenent and honel and security agencies as necessary to
respond to and mtigate cyber threats.

4. Wthin forty-eight hours of receiving a cybersecurity incident
report or notice of a demand for ransom paynent pursuant to article
ni neteen-c of the general nmunicipal law, the conmmissioner, or their
desi gnee, shall provide advice and technical assistance to the nunicipa
corporation that reported such cybersecurity incident or demand for
ransomin connection with a cybersecurity incident or ransomware attack
and shall further notify any nunicipal corporation that nmay be affected
or inpacted by such cybersecurity threat or ransomware attack within
forty-eight hours of receiving such report.

5. Such reports, assessnents, records, reviews, docunents, recomrenda-
tions, guidance and any infornmation contained or used in its preparation
shall be exenpt fromdisclosure under article six of the public officers
| aw.

§ 3. The state technology |aw is amended by adding a new section 103-f
to read as foll ows:

8 103-f. Cybersecurity awareness training. 1. (a) Enployees of the
state who use technology as a part of their official job duties shal
take annual cybersecurity awareness training beginning January first,
two thousand twenty-six. Enployees of the state shall be required to
conplete the training provided by the office.

(b) For purposes of this section, "enployees of the state" shal
include enployees of all state agencies and all public benefit corpo-
rations, the heads of which are appointed by the governor.

2. Enployees of a county, a city, atown, village, or a district as
defined in section one hundred nineteen-n of the general nunicipal |aw

who use technology as a part of their official job duties shall take
annual cybersecurity awareness training beginning January first, two
thousand twenty-six. The office shall nmke a cybersecurity training
available for use by a county, a city, atown, or a village at no
charge.

3. Al training mandated by this section shall be conducted during the
enpl oyee's reqular working hours and enployees shall receive conpen-

sation at their regular rate of pay for any tinme spent participating in
such training.

8§ 4. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.




