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STATE OF NEW YORK

9131

| N SENATE

February 5, 2026

I ntroduced by Sen. GONZALEZ -- read tw ce and ordered printed, and when
printed to be conmtted to the Conmittee on Internet and Technol ogy

AN ACT to anend the general business law, in relation to data broker
regul ation

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The general business law is anmended by adding a new article
42-A to read as foll ows:
ARTICLE 42-A
DATA BROKER REGULATI ON
Section 1200. Definitions.
1201. Acquisition of personally identifiable information; prohi-
bition.
1202. Data brokers:; conprehensive infornmation security program
1203. Data brokers:; registration.
1204. Enforcenent; civil penalties.

8 1200. Definitions. As used in this article, wunless the context
requires a different neaning:

1. "Artificial intelligence system neans any nachi ne | earning-based
systemthat, for any explicit or inplicit objective, infers from the
inputs such systemreceives how to generate outputs, including content,
decisions, predictions, and recommendations, that can influence physica
or virtual environnents. "Artificial intelligence systenl does not
include any artificial intelligence systemor general purpose artificia
intelligence nodel that is used for developnent, prototyping, and
research activities before such artificial intelligence system or gener-
al purpose artificial intelligence nodel is nmade available to deployers
Or _consuners.

2. "Bionetric data" neans data generated by autonatic neasurenents of
an individual's biological characteristics, such as a fingerprint,
voiceprint, eye retinas, irises, or other uniqgue biological patterns or
characteristics that is used to identify a specific individual. "Bione-
tric data" does not include a physical or digital photograph., a video or
audio recording or data generated therefrom or infornmation collected,.

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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used, or stored for health care treatnent, paynent, or operations under
Hl PAA.

3. "Business" neans a corporation, partnership. sole proprietorship,
firm enterprise, franchise, association, trust or foundation, or any
other individual or entity carrying on a business or profession, whether
or not for profit. "Business" does not include a state or |ocal agency.

4. "Consuner" neans a natural person who is a resident of the state of
New York acting only in an individual or household context. "Consuner"
does not include a natural person acting in a comrercial or enpl oynent
cont ext.

5. "Data broker" neans a business that knowingly collects and conducts
the sale of personally identifiable infornmation to third parties. The
following activities conducted by a business, and the <collection and
sale or licensing of personally identifiable infornation incidental to
conducting these activities, do not qualify the business as a "data
br oker":

(a) providing 411 directory assistance or directory information
services, including nane, address, and tel ephone nunber, on behalf of or
as a function of a telecomunications carrier;

(b) providing publicly available infornmation related to a consuner's
busi ness or profession; or

(c) providing publicly available information through real-tine or
near-real-tine alert services for health or safety purposes.

6. "Data broker security breach"” neans an unauthorized acquisition or
a reasonable belief of an wunauthorized acquisition of nore than one
elenent of personally identifiable information nmaintained by a data
broker when the personally identifiable information is not de-identi -
fied, redacted, or protected by another nethod that renders the informa-
tion unreadable or unusable by an wunauthorized person. "Data broker
security breach" does not include good faith but unauthorized acquisi -
tion of personally identifiable information by an enpl oyee or agent of
the data broker for a legitinmate purpose of the data broker, provided
that the personally identifiable information is not used for a purpose
unrelated to the data broker's business or subject to further unauthor-
ized disclosure. In deternining whether personally identifiable inforna-
tion has been acquired or is reasonably believed to have been acquired
by a person without valid authorization, a data broker nay consider

(a) indications that the personally identifiable information is in the
physi cal possession and control of a person without valid authorization
such as a lost or stolen conputer or other device containing personally
identifiable information;

(b) indications that the personally identifiable informtion has been
downl oaded or copi ed;

(c) indications that the personally identifiable informtion was used
by an unauthorized person., such as fraudulent accounts opened or
instances of identity theft reported; or

(d) that the personally identifiable information has been made public.

7. (a) "De-identified data" nmeans data that cannot reasonably be
linked to an identified or identifiable natural person, or a device
linked to such person, provided that a controller that possesses "de-i-
dentified data" shall:

(i) take reasonable neasures to ensure that such information cannot be
associated with a consuner or a househol d;

(ii) publicly commt to maintaining and using de-identified data wth-
out attenpting to re-identify the data; and
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iii) contractually obligate any recipients of the de-identified data
to conply with all provisions of this article.
(b) Nothing in this article shall be construed to (i) require a

controller or processor to re-identify de-identified data or pseudony-
nous data or (ii) maintain data in identifiable form or collect,
obtain, retain, or access any data or technology. in order to be capable
of associating an authenticated consuner request with personal data.

8. "ldentified or identifiable natural person" nmeans a person who can
be readily identified, directly or indirectly.

9. (a) "Personally identifiable information" neans infornation that
identifies, relates to, describes, is reasonably capable of being asso-
ciated with, or could reasonably be |inked, whether directly or indi-
rectly, with a particular consuner. "Personally identifiable informa-
tion" includes the foll ow ng:

(i) identifiers such as a real nane, alias, postal address, unique
personal identifier, online identifier. internet protocol address. enni
addr ess, account nane, social security nunber, driver's |license nunber,
passport nunber, or simlar identifier;

(ii) characteristics of protected classifications under state or
federal |aw

(iii) comrercial information, including records of personal property,
product or service purchases, whether obtained or considered, or other
purchasing or consunming histories or tendencies;

(iv) bionetric data;

(v) internet or other electronic network activity information, includ-
ing browsing history, search history, and infornmation regarding a
consuner's interaction with an internet website application or adver-
ti senent;

(vi) precise geolocation data;

(vii) audio, electronic, visual, thernmal, olfactory, or sinmlar infor-
mat i on;

(viii) information related to profession or enploynent;

(ix) education information that is not publicly available personally
identifiable information as defined in the famly educational rights and
privacy act (20 U.S.C. § 1232q):

(x) inferences drawn fromany of the information identified in this
definition to create a profile about a consuner reflecting the consum
er's preferences, characteristics, psychological trends, predisposi-
tions, behavior, attitudes, intelligence, abilities, and aptitudes; and

(xi) sensitive data.

(b) "Personally identifiable infornation" does not include publicly
available information or personally identifiable information that has
been de-identified.

10. "Precise geolocation data" neans information derived fromtechnol -
ogy, including but not linmted to global positioning systemlevel lati-
tude and |ongitude coordinates or other nechanisns, that directly iden-
tifies the specific location of a natural person wth precision and
accuracy wthin a radius of one thousand seven hundred fifty feet.
"Precise geolocation data" does not include the content of conmuni-
cations or any data generated by or connected to advanced utility neter-
ing infrastructure systens or equipnent for use by a utility.

11. (a) "Publicly available information" neans information that has
been lawfully nmade available to the general public from (i) federal
state, or |ocal governnent records, if the person collects, processes,
and transfers such infornmation in accordance with any restrictions or
terns of use placed on the infornmation by the rel evant governnent enti -
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ty: (ii) widely distributed nedia; or (iii) a disclosure to the genera
public as required by federal, state, or |ocal |aw

(b) "Publicly available information" does not include (i) any obscene
visual depiction; (ii) any inference nmde exclusively from nultiple
i ndependent sources of publicly available infornmation that reveals
sensitive data with respect to a consuner; (iii) bionetric data; (iv)
personal data that is created through the conbination of personal data
with publicly available information; (v) genetic data, unless otherw se
made  publicly available by the individual to whomthe information
pertains; or (vi) intimate i nages, whether authentic or conputer-gener-
ated, known to be nonconsensual

12. "Sale of personally identifiable informati on" neans the exchange
of personally identifiable infornation for nonetary or other valuable
consideration by a data broker to a third party. "Sale of personally
identifiable informati on" does not include a one-tine or occasional sale
of assets of a business as part of a transfer of control of those assets
that is not part of the ordinary conduct of the business or a sale of
personally identifiable infornmation that is nerely incidental to the
busi ness.

13. "Sensitive data" neans a category of personal data that includes:

(a) personal data revealing racial or ethnic origin. religious
beliefs, nental or physical health diagnosis. sexual orientation. or
citizenship or inmgration status;

(b) the processing of genetic or bionetric data for the purpose of
uni quely identifying a natural person;

(c) the personal data collected froma known child; or

(d) precise geolocation data.

8 1201. Acquisition of personally identifiable informtion; prohibi-
tion. 1. No person shall acquire personally identifiable infornmation
through fraudul ent neans.

2. No person shall acquire or use personally identifiable information
for the purpose of:

a) stalking or harassing another person;

(b) committing a fraud, including identity theft, financial fraud, or
emai |l fraud; or

(c) engaging in unlawful discrinnation, including enploynent discrin
ination or housing discrimnnation.

8 1202. Data brokers; conprehensive information security program 1
(a) A data broker shall develop, inplenent, and nmaintain a conprehensive
information security programthat is witten in one or nore readily
accessible parts and contains adnministrative, technical, and physica
saf equards that are appropriate according to:

(i) the size, scope, and type of business of the data broker;

(ii) the anpunt of resources available to the data broker:;

(iii) the anpunt of stored data; and

(iv) the need for security and confidentiality of personally identifi-
able information.

b) A data broker shall adopt safeguards in the conprehensive securit
programthat are consistent wth the safequards for protection of
personally identifiable information and infornmation of a sinmilar charac-
ter set forth in other state or federal laws or requlations applicable
to the data broker.

2. A conprehensive information security programrequired pursuant to
subdi vi sion one of this section shall include the follow ng features:

(a) designation of one or nore enployees to naintain the program
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b identification and assessnent of reasonably foreseeable interna
and external risks to the security, confidentiality, and integrity of
any electronic, paper, or other records containing personally identifi-
able information;

(c) a process for evaluating and inproving. where necessary., the
effectiveness of the current safeguards for limting such risks, includ-
ing (i) ongoing enployee training, including training for tenporary and
contract enployees; (ii) enployee conpliance with policies and proce-
dures; and (iii) neans of detecting and preventing security systemfail-
ures;

(d) security policies for enployees relating to the storage. access,
and transportation of records containing personally identifiable infor-
nmat i on out si de busi ness preni ses;

(e) disciplinary neasures for violations of the conprehensive infornma-
tion security programrules;

f) measures that prevent term nated enpl oyees from accessin records
containing personally identifiable information;

(g) supervision of third-party service providers by taking reasonable
steps to select and retain such providers that are capable of maintain-
ing appropriate security neasures to protect personally identifiable
information consistent with applicable |law and by requiring such provid-
ers by contract to inplenent and maintain appropriate security neasures
for personally identifiable infornation;

h) reasonable restrictions upon physical access to records containin
personally identifiable information and storage of the records and data
in locked facilities, storage areas, or containers;

(i) reqgular nonitoring to ensure that the conprehensive information
security program is operating in a manner reasonably calculated to
prevent unauthorized access to or unauthorized use of personally iden-
tifiable information and upgrading information safeguards as necessary
tolimt risks;

(j) review of the scope of the security neasures (i) at least annual -
ly: and (ii) whenever there is a nmaterial change in business practices
that may reasonably inplicate the security or integrity of records
containing personally identifiable information; and

(k) docunentation of responsive actions taken in connection with any
incident involving a breach of security and nmndatory post-incident
review of events and actions taken. if any, to neke changes in business
practices relating to protection of personally identifiable information.

3. (a) A conprehensive infornmation security programrequired pursuant
to subdivision one of this section shall, to the extent technically
feasible, include the following technical elenents:

(i) a secure user authentication protocol that has (A) the control of
user identifications and other identifiers; (B) a reasonably secure
net hod of assigning and sel ecting passwords or use of unique identifier
technologies. such as bionetrics or token devices; (C control of data
security passwords to ensure that such passwords are kept in a location
and format that do not conpromi se the security of the data they protect;

D) the ability to restrict access to only active users and active user
accounts; and (E) the ability to block access to wuser identification
after multiple unsuccessful attenpts to gain access:;

(ii) secure access control neasures that restrict access to records
and files containing personally identifiable information to those who
need such information to performtheir job duties and assign to each
person with conputer access unique identifications plus passwords that
are not vendor-supplied default passwords and that are reasonably
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designed to nmaintain the integrity of the security of the access
controls:;

(iii) a nmechanismthat ensures that all transmitted records and files
containing personally identifiable information that will travel across
public networks and all data containing personally identifiable inforna-
tion to be transmitted wirelessly shall be transforned to de-identified
data prior to such travel or transm ssion

(iv) reasonable nonitoring of systenms for unauthorized use of or
access to personally identifiable information;

(v) a nmechanismthat ensures that all personally identifiable informa-
tion stored on laptops or other portable devices is de-identified prior
to such storage

(vi) for files containing personally identifiable information on a
systemthat is connected to the internet, reasonably up-to-date firewall
protection and operating system security patches that are reasonably
designed to nmaintain the integrity of the personally identifiable infor-
mat i on;

(vii) reasonably up-to-date versions of system security agent software
that shall include nmalware protection and reasonably up-to-date patches
and virus definitions, or a version of such software that can still be
supported with up-to-date patches and virus definitions and is set to
receive the nbst current security updates on a reqgular basis; and

(viii) education and training of enployees in the proper use of the
conputer security systemand the inportance of personally identifiable
information security.

(b) Nothing in this subdivision shall prohibit a conprehensive infor-
nmation security programfrom providing a higher degree of security than
the protocols described in this subdivision

8 1203. Data brokers; registration. 1. Beginning on Decenber first,
two thousand twenty-seven, and annually thereafter, a data broker oper-
ating in the state of New York shall register with the office of the
attorney general by paying a registration fee of one hundred thousand
dollars and providing the follow ng information

(a) the nane and primary physical, emil, and internet addresses of
the data broker:

(b) if the data broker permits a consuner to opt-out of the data
broker's collection of personally identifiable information, opt-out of
its databases, or opt-out of certain sales of data, (i) the nmethod for
requesting an opt-out; (ii) which activities or sales the opt-out
applies to, if the opt-out applies only to certain activities or sales;
and (iii) whether the data broker pernits a consuner to authorize a
third party to performthe opt-out on the consuner's behalf;

(c) a statenent specifying the data collection, databases, or sales
activities fromwhich a consuner may not opt-out:;

(d) a statenent stating whether the data broker inplenents a purchaser
credentialing process;

(e) the nunber of data broker security breaches that the data broker
experienced during the prior year, and, if known, the total nunber of
consuners affected by such breaches;

(f) where the data broker has actual know edge that it possesses the
personally identifiable information of minors, a separate statenent
detailing the data <collection practices, databases, sales activities,
and opt-out policies that are applicable to the personally identifiable
information of mnors;

(g) whether the data broker collects:

i reci se geol ocation data;
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(ii) reproductive health care data;

(iii) bionetric data

(iv) data related to inmgration status;

(v) data related to sexual orientation

(vi) data related to uni on nenbershi p;

(vii) data related to nane, date of birth, zip code, ennil address, or

phone nunber ;
(viii) account login data in conbination with any required security

code, access code, or password that would pernit access to a consuner's
account by a third party:;

(ix) data related to driver's license nunber, state identification
card nunber, tax identification nunber, social security nunber, passport
nunber, mlitary identification nunber, or other unique identification
nunber issued on a governnent docunent commponly used to verify the iden-
tity of an individual; or

(x) dat a related to nobile advertising identification nunber
connected television identification nunber, or vehicle identification
nunber ;

(h) whether the data broker has shared or sold consuner data in the
past year with or to:

(i) a foreign business or governnent;

(ii) the federal governnent;

(iii) a state governnent;

any | aw enforcenent agenc unl ess such data was shared ur suant
to a subpoena or court order; or

(v) a developer of an artificial intelligence system

(i) between one and three of the nbst commpn categories of personally
identifiable infornmation that the data broker collects; and

(j) any additional infornmation or explanation the data broker chooses
to provide concerning its data collection practices.

2. The office of the attorney general shall post on its website the
registration information provided by data brokers as described in this
section.

8 1204. Enforcenent; civil penalties. Any violation of this article
shall constitute a prohibited practice under the provisions of section
three hundred forty-nine of this chapter and shall be subject to any and
all of the enforcenent provisions of article twenty-two-A of this chap-
ter.

§ 2. This act shall take effect January 1, 2027.




