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AN ACT to anend the general business law, in relation to requiring
synthetic content creations system providers to include provenance
data on synthetic content produced or nodified by a synthetic content
creations systemthat the synthetic content creations system provider
makes avail abl e

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. This act shall be known and nay be cited as the "stop deep-
fakes act".
8 2. The general business |aw is anmended by adding a new article 45-C
to read as foll ows:
ARTICLE 45-C
STOP DEEPFAKES ACT
Section 1550. Definitions.
1551. Synthetic content creations system
1552. Content provenance preservation.
1553. Provenance data requirenents.
1554. Enforcenent by attorney general.
8 1550. Definitions. For the purposes of this article:
1. "Provenance data" neans data that records the origin or history of
digital content and is communicated as a content credential or via
another substantially simlar nethod, pursuant to either the Technical

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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Specification for Content Credentials published by the Coalition for
Content Provenance and Authenticity, or pursuant to rel evant standards,
guidelines or specifications which adopt generally accepted security
best practices and are published by an established standards setting
body. Such data nust at a m ni num conmuni cat e: (a) information about
the origin or creation of the content; (b) subsequent editing or nodifi-
cation to the content or its netadata; and (c) use of a synthetic
content creations systemin generating or nodifying the content. Such
data shall be cryptographically bound to the underlying file and use
signing credentials whenever the nediumof the synthetic content permts
such binding credentials. "Provenance data" shall not include persona
information as defined in subdivision five of section two hundred two of
the state technology law, or unigue device, system or service inform-
tion that is reasonably capable of being associated with a particular

user, including but not limted to an internet protocol address., unless
a user chooses to include such personal information in such data
described in paragraph (a), (b), or (c) of this subdivision.

2. "Cenerative artificial intelligence systenm nmeans a class of arti-

ficial intelligence systemthat is self-supervised and enulates the
structure and characteristics of input data to generate derived synthet-
ic content, including, but not |limted to, inages, videos., audio, text,
and other digital content.

3. "Synthetic content” neans audio or visual content that has been
generated or materially nodified by a synthetic content creations
system

4. "State agency" has the same neaning as defined in subdivision six
of section two hundred two of the state technology | aw

5. "Synthetic content creations system provider" neans an organi zation
or individual that creates, codes, substantially nodifies, or otherw se
produces a synthetic content creations system that is nade publicly
available for use by a New York resident. regardless of whether the
terns of such use include conpensation.

6. "Synthetic content creations system hosting platform neans an
online repository or other website, other than the synthetic content
creations systemprovider, that nmakes a synthetic content creations
system available for use by a New York resident, regardless of whether
the terns of such use include conpensation. Synthetic content creations
system hosting platformdoes not include a cloud conputing platform or
other service insofar as such cloud conputing platformor other service
nmekes synthetic content creations systens available for use by a New
York state resident solely at the direction of others.

7. "Soci al nedia platform' shall have the sanme neaning as in section
el even hundred of this chapter.
8. "Artificial intelligence" or "artificial intelligence technology"

neans a machi ne-based systemthat can. for a given set of hunan-defined
obj ectives, neke predictions, recommendations., or decisions influencing
real or virtual environnments, and that uses nmchi ne- and human- based
inputs to perceive real and virtual environnments., abstract such percep-
tions into nodels through analysis in an autonated manner, and use nodel
inference to fornmulate options for information or action.

9. "Synthetic content creations systenml neans a class of generative
artificial intelligence system capable of generating wholly synthetic
cont ent .

10. "File-sharing platfornm neans an online service for which a prina-
ry function is to enable wusers to upload files and make such files
avai l able for access, discovery, or downl oad by users who did not create
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or collaborate in creating the content, including through public 1inks,
browsing interfaces, or simlar distribution features.
11. "Mass nessaging platfornl neans a public-facing direct nessaging

platformthat allows users to distribute content to nore than one
hundred users sinmultaneously.

12. "large online platform' neans a social nedia platform file-shar-
ing platform mass nessaging platform or stand-al one search engi ne that
distributes content to users who did not create or collaborate in creat-
ing the content. A "large online platforni does not include:

(a) broadband, broadband service or broadband internet, as defined in
paragraph (b) of subdivision two of section sixteen-gg of the New York
state urban devel opnent corporation act., as added by section two of part
MW of chapter fifty-eight of the laws of two thousand twenty-two; or

(b) a tel ecommunications service, as defined in section 153 of ¢title
47 of the United States code.

(c) Any infrastructure as a service or platformas a service, as those
terms are defined in the National Institute of Standards and Technol o-
gy's Special Publication 800-145, and any subsequent version of such
publi cati on.

8 1551. Synthetic content creations system 1. A synthetic content
creations system provider shall apply provenance data, either directly
or through the wuse of third-party technology, to synthetic content
produced or nodified by a synthetic content creations system that the
synthetic content creations system provider nmakes avail abl e; provided,
however, that this obligation shall not apply to the extent the synthet-
ic content creations systemperforns an assistive function for standard
editing or does not substantially alter the input data provided by the
depl oyer or the senmantics thereof.

2. The application of provenance data to synthetic content. as

required by this section, shall, at a mnimum identify the digital
content as synthetic and comunicate the foll ow ng provenance data:

(a) that the content was created or edited using artificial intelli-
gence;

(b) the nane of the synthetic content creations system provider;

(c) the tine and date the provenance data was applied;

(d) to the extent technically feasible, the specific portions of the
content that the synthetic content creations system generated; and

(e) the type of device, system or service that was used to generate
the imge, audio, or video.

3. Synthetic content creations systemhosting platforns shall not make
available a synthetic content creations system where the hosting plat-
formknows that the synthetic content creations system provider for such
system does not apply provenance data to content created or substantial -
ly nodified by the artificial intelligence systemin a nanner consistent
with specifications set forth in this section, nor shall a synthetic
cont ent creations system hosting platform deliberately prevent a
synthetic content creations system provider from applying provenance
data to content created or substantially nodified by a synthetic content
creations system in a manner consistent with the specifications set
forth above.

4. The provisions of this section shall only apply to synthetic
content creations systens that were created or nodified after the effec-
tive date of this article.

8 1552. Content provenance preservation. 1. A large online platform
shall not delete, disassociate, or degrade, in whole or in part, prove-
nance data fromor associated with content uploaded to the |large online
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platform unless and until such content is pernmanently deleted or
renoved fromthe large online platformor the deletion, disassociation,
or degradation of such content is required by law. Nothing in this arti-
cle shall be construed as prohibiting users fromchoosing to include
personal information in provenance data from or associated wth such
upl oaded content.

2. (a) A large online platformshall be required to surface |atent
provenance data with either content that is an innge., video, or audio,
or content that is any conbination thereof, that is:

(i) dear, conspicuous, appropriate for the nediumof the content and
under st andable to a reasonable natural person; and

(ii) Permanent or extraordinarily difficult to renmove or nodify.

(b) Such surfacing of latent provenance data shall include, to the
extent such infornmation is available and reliable in conformance with
security best practices via the provenance data, the follow ng inforna-
tion:

(i) Wwether or not the content was created or nodified using a
synthetic content creations system

(ii) The nane of the synthetic content creations system provider used,
if any;

(iii) The tine and date the provenance data was applied;

(iv) The type of device, system or service that was used to generate
the imge, audio, or video;

(v) The name of the tool used to apply the provenance data; and

(vi) The specific portions of the content that the synthetic content
creations systemgenerated, if any.

(c) This subdivision shall not apply to file sharing platfornms that
are designed prinmarily for file storage or collaboration within a
defined organi zation, workspace, or group of users in which access to
files is limted through perm ssion-based or invitation-only controls,
or where content is not routinely surfaced or distributed to the genera
public, nor shall this subdivision apply to nmss nessaging platfornms
that are designed primarily for conmunication within a defined organiza-
tion, workspace, or group where participation is limted through perms-
sion-based or invitation-only controls and where nessages on such pl at-
formare not routinely distributed or surfaced to the general public.

8 1553. Provenance data requirenents. 1. A state agency shall ensure,
to the extent practicable either through direct application or through
the use of third-party technology., that all audio, inmages and videos

published or distributed electronically by the state agency carry prove-
nance data

2. The application of provenance data to audio, inmages and vi deos, as
required by this article, shall, at a mininum comunicate the follow ng
provenance dat a:

(a) The type of device, system or service that was used to generate
the audio, inage or video, to the extent the device, system or service
has the technical capability to do so;

(b) The specific portions of the content that the synthetic content

creations systemused by the state agency generated, if any;
(c) Wether the content was created or edited using artificial intel-

ligence;

(d) The nane of the synthetic content creations system provider used
to generate the synthetic content, if any; and

(e) The tinme and date any of the provenance data delineated in this

section was appli ed.
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8 1554. Enforcenent by attorney general. In addition to the other
renedies provided, whenever there shall be a violation of this article,
application nmay be nmade by the attorney general in the nane of the

people of the state of New York to a court or justice having jurisdic-
tion by a special proceeding to issue an injunction, and upon notice to
the defendant of not less than five days. to enjoin and restrain the
conti nuance of such violations; and if it shall appear to the satisfac-
tion of the court or justice that the defendant has, in fact, violated
this article, an injunction may be issued by such court or justice,
enjoining and restraining any further violation, without requiring proof
that any person has, in fact, been injured or damaged thereby. In any
such proceeding, the court nmay nmake allowances to the attorney genera
as provided in paragraph six of subdivision (a) of section eighty-three
hundred three of the civil practice law and rules. Wenever the court
shall determne that a violation of this article has occurred, the court
may inpose a civil penalty of not nore than twenty-five thousand dollars
for each violation.

8§ 3. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.




