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STATE OF NEW YORK

10724

| N SENATE

Cct ober 23, 2026

Introduced by Sen. MAY -- read tw ce and ordered printed, and when
printed to be conmtted to the Committee on Rul es

AN ACT to anmend the public authorities law and the public service |aw,
inrelation to establishing the "rural water utility nodernization and
security act”

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "rural state water utility nodernization and security act"”.

8§ 2. Legislative findings and intent. The legislature finds that water
security is an inportant aspect of honeland security, and that safe-
guardi ng public health, securing critical infrastructure, and ensuring
equitable resource distribution are paranount duties of the state.
Further, and with respect to drinking water, the state has a duty of
care that should extend not only to providing clean water but also a
safe and secure supply of drinking water in rural comrunities. Near |y
ninety percent of the state's total conmunity water systens serve popu-
| ati ons under 10, 000; the purpose of this act is to focus on such rura
systems because they are the npbst vul nerable to cyber attacks and are
the nost in need of nodernization.

8§ 3. The public authorities law is anended by adding a new section
1285-v to read as foll ows:

§ 1285-v. Rural water utility cybersecurity action plan. 1. For the
purposes of this section, the term"rural water utility" shall nean a
water managenent facility, a water-works corporation as defined by
section two of the public service law, or other owner or operator of a
water system as defined by section two of the public service |aw,
providing water to ten thousand persons or less at donestic residences,
school s, and/or hospitals.

2. The corporation, in consultation wth the division of honel and
security and energency services, shall develop an action plan for the
noderni zati on _and enhancenent of cybersecurity at all rural water utili-
ties in the state. Such action plan shall include, but not be limted

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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to, the following steps to be undertaken by rural water utilities in the
st at e:

(a) disconnection of all control devices fromdirect exposure to the
internet:

(b) installation of secure cybersecurity firewalls and use of virtua
private networks (VPNs):

c) regularly updating system access passwords to stron uni que char -
acter conbi nations; and

(d) trainings for staff on how to safely run rural water utility
pl ants using manual backup operations.

3. Trainings under paragraph (d) of subdivision two of this section
nmay include video training conponents, provided, however, that such
trainings include an in-person follow up inspection follow ng such video

trai ni ng.
4. The action plan developed pursuant to subdivision two of this
section shall initially be developed no |later than Decenber thirty-

first, two thousand twenty-seven, and shall be reviewed and updated as
deened necessary by the corporation annually thereafter.

8 4. The public service law is amended by adding a new section 89-q to
read as foll ows:

8 89-¢q. Rural water utility cybersecurity. 1. For the purposes of
this section, the term"rural water utility" shall nean any water-works
corporation or other owner or operator of a water system providing water

to ten thousand persons or |less at donestic residences, schools, and/or

hospitals.
2. Each rural water utility in the state shall inplement the action

plan developed pursuant to subdivision two of section twelve hundred
eighty-five-v of the public authorities |aw

3. Each rural water utility shall conduct an independent, third-party
cybersecurity vulnerability audit annually. The results of such audit
shall be filed confidentially with the New York state division of hone-
|l and security and energency services.

4. 1In the event of a cyber breach, data extortion, or unauthorized
system access, the affected rural water utility shall notify the divi-
sion of honeland security and enmergency services and the state police
cybercrine unit within twenty-four hours of discovery.

5. The New York state division of honeland security and energency
services shall establish a specialized water cyber-defense task force to
provide free technical assistance, npnitoring tools. and energency rene-
diation services to rural water utilities.

§ 5. The public authorities |law is amended by adding a new section
1285-w to read as foll ows:

8 1285-w. Rural water utility funding and accessibility expansion. 1
For the purposes of this section, the term"rural water utility" shal
nean any water-works corporation or other owner or operator of a water
system providing water to ten thousand persons or less at donestic resi-
dences, schools, and/or hospitals.

2. The strengthening essential cybersecurity for utilities and resili -
enc enhancenent s SECURE rogram established and operated by the
authority of the New York environmental facilities corporation shal
prioritize rural water wutilities in the distribution of grants under
such program

8 6. Severability. If any clause, sentence, paragraph, subdivision,
section or part of this act shall be adjudged by any court of conpetent
jurisdiction to be invalid, such judgnent shall not affect, inpair, or
i nval i date the renmi nder thereof, but shall be confined in its operation
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to the clause, sentence, paragraph, subdivision, section or part thereof
directly involved in the controversy in which such judgnent shall have
been rendered. It is hereby declared to be the intent of the legislature
that this act would have been enacted even if such invalid provisions
had not been included herein.

8 7. This act shall take effect immediately.



