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AN ACT to anend the general business law, in relation to requiring
synthetic content creations system providers to include provenance
data on synthetic content produced or nodified by a synthetic content
creations systemthat the synthetic content creations system provider
makes avail abl e

The People of the State of New York, represented in Senate and Assem
bly., do enact as foll ows:

Section 1. This act shall be known and nay be cited as the "stop deep-
fakes act".
8 2. The general business law is amended by adding a new article 45-A
to read as foll ows:
ARTICLE 45-A
STOP DEEPFAKES ACT

Section 1510. Definitions.
1511. Synthetic content creations system
1512. Content provenance preservation.
1513. Provenance data requirenents.
1514. Enforcenent by attorney general.

8 1510. Definitions. For the purposes of this article:

1. "Provenance data" neans data that records the origin or history of
digital content and is conmunicated as a content credential pursuant to
the Technical Specification for Content Credentials published by the
Coalition for Content Provenance and Authenticity, or relevant stand-
ards, guidelines or specifications published after the effective date of

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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this article by an established standards setting body, which at a mni-
num i ncl udes: (a) information about the origin or creation of the

content: (b) subsequent editing or nodification to the content or its
netadata; and (c) use of a synthetic content creations systemin gener-
ating or nodifying the content. Such infornmation shall be cryptographi-
cally bound to the underlying file and use signing credentials. "Prove-
nance data" shall not include personal information as defined in
subdi vision five of section two hundred two of the state technol ogy | aw,
or unique device, system or service infornmation that is reasonably
capable of being associated with a particular user, including but not
limted to an internet protocol address, wunless a user chooses to
include such personal information in such data described in paragraph
(a). (b), or (c) of this subdivision.

2. "Cenerative artificial intelligence system neans a class of arti-
ficial intelligence npdels that are self-supervised and emulate the
structure and characteristics of input data to generate derived synthet-
ic content, including, but not limted to, inmages, videos, audio, text,
and other digital content.

3. "Synthetic content" neans audio or visual content that has been
generated or materially nodified by a synthetic content creations
system

4. "State agency" shall have the sanme neaning as defined in subdivi-

sion six of section two hundred two of the state technol ogy | aw.

5. "Synthetic content creations system provider" neans an organi zation
or individual that creates, codes, substantially nodifies, or otherw se
produces a synthetic content creations systemthat is nmade publicly
available for use by a New York resident, regardless of whether the
terns of such use include conpensation.

6. "Synthetic content creations system hosting platfornf neans an
online repository or other website that nmakes a synthetic content
creations systemavailable for use by a New York resident, regardl ess of
whether the terns of such use include conpensation. Synthetic content
creations systemhosting platformdoes not include cloud conputing plat-
forms or other services that nake synthetic content creations systens
available for use by a New York state resident solely at the direction
of others.

7. "Social nedia platformt shall have the same neaning as in section
el even hundred of this chapter.

8. "Covered operator"” shall nmean any person, business, or other |egal
entity, that operates or provides a social nedia platform

9. "Covered user" shall nean a user of a social nedia platformin the
state, not acting as an operator, or agent or affiliate of the operator
of such social nedia platformor any portion thereof.

10. "Artificial intelligence" or "artificial intelligence technol ogy"
neans a machi ne-based systemthat can. for a given set of hunan-defined
obj ectives, neke predictions, recommendations., or decisions influencing
real or virtual environnments, and that uses nmachine- and human-based
inputs to perceive real and virtual environnments., abstract such percep-
tions into nodels through analysis in an autonated manner, and use nodel
inference to fornmulate options for information or action.

11. "Al nodel"” neans an information systemor a conponent of an infor-
mation system that inplenents artificial intelligence technology and

uses conputational, statistical, or machine-learning techniques to
produce outputs froma given set of inputs.
12. "Synthetic content creations system neans a class of generative

artificial intelligence system capable of generating wholly synthetic
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creations systent shall not include technol-

ogies such as red-eye filte

rs or other technologies that are only capa-

bl e of making changes to exi

sting audio or visual content.

& 1511. Synthetic conte

nt creations system 1. A synthetic content

creations system provider sh

all apply provenance data, either directly

or through the use of t

hird-party technology, to synthetic content

produced or nodified by a sy

nthetic content creations system that the

synthetic content creations system provider nekes avail abl e.

2. The application of

provenance data to synthetic content, as

required by this section, sh

all, at a mninum identify the digital

content as synthetic and communi cate the foll owi ng provenance dat a:

(a) that the content was

created or edited using artificial intelli-

gence;
(b) the name of the synthe

tic content creations system provider;

(c) the tine and date the

provenance data was appli ed;

(d) the specific portions

of the content that the synthetic content

creations system generat ed;
(e) the type of device

system or service that was used to generate

the i nage, audio, or video;

and

(f) any other additional

provenance data specified in regulations

pronul gat ed pursuant to this

article by the attorney general.

3. Synthetic content creat

ions system hosting platforns shall not neke

available a synthetic cont

ent creations systemwhere the hosting plat-

form knows that the synthet

c content creations system provider for such

system does not apply provenance data to content created or substantial -

ly nodified by the artificial

intelligence systemin a manner consi stent

with specifications set fort

h inthis section, nor shall a synthetic

cont ent Creations system

hosting platform deliberately prevent a

synthetic content creations

system provider from applving provenance

data to content created or s

ubstantially nodified by a synthetic content

creations system in a manner consistent with the specifications set
forth above.
4. The provisions of this section shall only apply to synthetic

content creations systens th

at were created or nodified after the effec-

tive date of this article.
8§ 1512. Content provenance

preservation. A social nedia platform shal

not delete, disassociate

or degrade, in whole or in part, provenance

data fromor associated with

cont ent upl oaded to the social nedia plat-

form by a covered user,

unl ess and until the content is pernmnently

deleted or renopved fromthe

social nedia platform or the deletion

di sassoci ation, or degradation of such content is required by |Iaw _Noth-

ing in this article shall be

construed as banning users from choosing to

include personal infornatio

n in provenance data fromor associated with

such upl oaded content.
8§ 1513. Provenance data re

quirenents. 1. A state agency shall ensure,

to the extent practicable

either through direct application or through

the use of third-party techn

ology, that all audio, inmages and videos

published or distributed ele

ctronically by the state agency carry prove-

nance data

2. The application of provenance data to audi o,

i rages and vi deos, as

required by this article, shall, at a mininum conmunicate the follow ng
provenance dat a:
(a) The type of device, system or service that was used to generate

the audio, innge or video,

to the extent the device,

system or service

has the technical capability

to do so;
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(b) The specific portions of the content that the synthetic content
creations systemused by the state agency generated, if any;

(c) Wether the content was created or edited using artificial intel-
ligence;

(d) The nane of the synthetic content creations system provider used
to generate the synthetic content, if any;

(e) The tine and date any of the provenance data delineated in this
section was applied; and

(f) Any other additional provenance data specified in reqgulations
promul gated pursuant to this article.

8 1514. Enforcenent by attorney general. In addition to the other
renedi es provided., whenever there shall be a violation of this article,
application may be nmade by the attorney general in the nane of the
people of the state of New York to a court or justice having jurisdic-
tion by a special proceeding to issue an injunction, and upon notice to
the defendant of not less than five days, to enjoin and restrain the
continuance of such violations; and if it shall appear to the satisfac-
tion of the court or justice that the defendant has, in fact, violated
this article, an injunction may be issued by such court or justice,
enjoining and restraining any further violation, without requiring proof
that any person has, in fact, been injured or danmaged thereby. In any
such proceeding. the court nmay make all owances to the attorney genera
as provided in paragraph six of subdivision (a) of section eighty-three
hundred three of the civil practice law and rules. Wenever the court
shall deternmine that a violation of this article has occurred, the court
nmay i npose a civil penalty of not nore than twenty-five thousand dollars
for each violation.

8§ 3. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw




