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AN ACT to anmend the general business law, in relation to bionetric iden-
tifier privacy

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The general business |aw is amended by adding a new article
32-Ato read as foll ows:
ARTICLE 32-A
Bl QVETRI C | DENTI FI ER PRI VACY ACT
Section 676. Short title.
676-a. Definitions.
676-b. Retention; collection; disclosure; destruction.
676-c. Requlatory authority and enforcenent.
676-d. Construction with other |aws.
676-e. Severability.

8 676. Short title. This article shall be known and may be cited as
the "bionetric identifier privacy act".

8 676-a. Definitions. As used in this article: 1. "Bionetric identifi-
er" neans the data generated by neasurenents or other analysis of an
individual's biological or behavioral characteristics such as a face-
print, fingerprint, voiceprint, gait, retina or iris inage, DNA or any
ot her biological characteristic that can be used for automated recogni-
tion of a known or unknown individual. "Bionetric identifier" does not
include:

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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(a) a witing sanple of witten signature;

(b) a photograph or video, except "bionetric identifier" includes data
generated, captured., or collected fromthe biological characteristics of
a person depicted in a phot ograph or video;

(c) a human biological sanple used for valid scientific testing or

Screeni ng;

(d) denographic data;

(e) a physical description, including height. weight, hair color, eye
color, or a tattoo description;

(f) any donated portion of a hunman body stored on behalf of a recipi-
ent or potential recipient of a living cadaveric transplant and obtai ned

or stored by a federally designated organ procurenent agency, including
an _organ, tissue, an eye, a bone, an artery, blood. and any other fluid
or _serum

(0) information collected, used., or stored for health care treatnent,
paynent, or operations under the federal Health Insurance Portability
and Accountability Act of 1996;

(h) any image or filmof the hunan anatony used to di agnose, provide a
prognosis for, or treat an illness or other nedical condition or to
further validate scientific testing or screening including an x-ray, a
roentgen process, conputed tonpbgraphy, a nagnetic resonance inmaging
image, a positron eni ssion tonography scan, and nmammography; or

(i) information collected, wused, or disclosed for human subject
research that is conducted in accordance with the federal policy for the
protection of hunan subjects, 45 C FEF R Part 46, or other simlar
research ethics laws, or wth the good clinical practice guidelines
issued by the International Council for Harnpnisation of Technica
Requi renents for Pharmaceuticals for Human Use.

2. "Bionetric information" neans any information, regardless of how it
is captured, converted, stored, or shared, based on an individual's
bionetric identifier used to identify an individual. Bionetric inforna-
tion shall not include information derived fromitens or procedures
excluded under the definition of bionetric identifiers.

3. "Confidential and sensitive information" nmeans personal information
that can be used to uniquely identify an individual or an individual's
account or property which shall include, but shall not be linited to, a
genetic nmarker, genetic testing information, a unique identifier nunber
to locate an account or property, an account nunber, a personal iden-
tification nunber, a pass code, a driver's license nunber, or a social
security nunber.

4. "Private entity" neans any individual, partnership. corporation
limted liability conpany, association, or other group, however organ-
ized. A private entity shall not include a state or |local governnent
agency or any court in the state, a clerk of the court, or a judge or
justice thereof.

5. "Witten rel ease" neans:

(a) in any context other than enploynent: inforned witten consent,
including witten consent provided by electronic nmeans. A valid witten
release may not be secured through a general release or user agreenent.

(b) in the context of enploynent: a rel ease executed by an enpl oyee as
a condition of enploynent., provided that the private entity has first
determi ned, and docunented in witing, that the collection, storage, or
use of the enployee's bionetric identifier or bionetric information is
strictly necessary to:

(i) acconplish essential functions of the enployee's position that

cannot reasonably be acconplished by non-bionetric neans;
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(ii) enable business operations of the private entity that cannot
reasonably be acconplished by non-bionetric neans; or

(iii) protect the health, safety, or security of enployees, the phys-
ical security of the enployer's facilities, or the security of the
enployer's software or conputer networks.

8 676-b. Retention; collection; disclosure; destruction. 1. A private
entity in possession of bionetric identifiers or bionetric information
nmust develop a witten policy, nade available to the public, establish-
ing a retention schedule and guidelines for permanently destroying biom
etric identifiers and bionetric information within a reasonable tine,
but in no event later than sixty days, after it is no |longer necessary
to maintain for the perm ssible purpose or purposes identified in the
notice or for which the individual provided valid authorization or wth-
in one vear of the individual's last interaction with the private enti -
ty. whichever occurs first. Absent a valid warrant or subpoena issued by
a court of conpetent jurisdiction, a private entity in possession of
bionetric identifiers or bionetric information nust conply with its
established retention schedule and destruction guidelines.

2. No private entity may collect, capture, purchase, receive through
trade, or otherwi se obtain a person's or a custoner's bionetric identi-
fier or bionetric infornmation, unless it first:

(a) inforns the subject or the subject's legally authorized represen-
tative in witing that a bionetric identifier or bionetric infornmation
is being collected or stored;

b) inforns the subject or the subject's legally authorized represen-
tative in witing of the specific purpose and length of termfor which a
bionetric identifier or bionmetric information is being collected,
stored, and used; and

(c) receives a witten rel ease executed by the subject of the bione-
tric identifier or bionetric information or the subject's legally
aut hori zed representative.

3. No private entity in possession of a bionetric identifier or bione-
tric information may sell, lease, trade, or otherwise profit from a
person's or a custoner's bionetric identifier or bionetric information.

4. No private entity in possession of a bionetric identifier or bione-
tric information nmy disclose, redisclose, or otherwi se dissem nate a
person's or a custoner's bionetric identifier or bionetric information
unl ess:

(a) the subject of the bionetric identifier or bionmetric infornmation
or the subject's legally authorized representative consents to the
di sclosure or redisclosure;

(b) the disclosure or redisclosure conpletes a financial transaction
requested or authorized by the subject of the bionetric identifier or
the bionetric information or the subject's legally authorized represen-
tative;

(c) the disclosure or redisclosure is required by federal., state or
| ocal law or nmunicipal ordinance; or

d) the disclosure is required pursuant to a valid warrant or subpoena
issued by a court of conpetent jurisdiction.

5. A private entity in possession of a bionetric identifier or bione-
tric information shall

(a) store, transmt, and protect fromdisclosure all bionetric identi-
fiers and bionetric information using the reasonable standard of care
within the private entity's industry; and

(b) store, transnmit, and protect fromdisclosure all bionetric identi-
fiers and bionetric information in a manner that is the sane as or nore
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protective than the manner in which the private entity stores, trans-
mts, and protects other confidential and sensitive information.

6. Aprivate entity may not:

(a) condition the provision of a good or service on the collection
use, disclosure, transfer, sale, retention., or processing of bionetric
identifiers unless bionetric identifiers are strictly necessary to
provide the good or service; or

(b) charge different prices or rates for goods or services or provide
a different level of quality of a good or service to any individual who
exercises the individual's rights under this subtitle.

8 676-c. Reqgulatory authority and enforcenment. 1.(a) The attorney

general is authorized and enpowered to adopt. promul gate, anend and
rescind suitable rules and regulations to carry out the provisions of
this article, including rules governing the formand content of any
di sclosures or conmmunications required by this article.

(b) Whenever it appears to the at t or ney general , either upon

conplaint or otherwise, that any person or persons has engaged in or
is about to engage in any of the acts or practices stated to be unlaw

ful under this article, the attorney general may bring an action or
special proceeding in the nane and on behalf of the people of the state
of New York to enjoin any violation of this article, to obtain restitu-
tion of any nobneys or property obtained directly or indirectly by any
such violation, to obtain di sgor genent of any profits obtained
directly or indirectly by any such violation, to obtain civil penalties
of not nore than twenty thousand dollars per violation, and to obtain
any such other and further relief as the court may deem proper, includ-
ing prelimnary relief.

(c) Each instance of unlawful processing counts as a separate
violation. Unlawful processing of the personal data of npbre than one
consuner counts as a separate violation as to each consuner. Each
provision of this article that is violated counts as a_separate
viol ation.

(d) In assessing the anmount of penalties, the court nust consider
anyone or nore of the relevant circunstances presented by any of
the parties, including. but not limted to, the nature and seriousness
of the msconduct, the nunber of violations, the persistence of the
m sconduct, the length of tine over which the nisconduct occurred., the
willfulness of the violator's misconduct, and the violator's finan-
cial condition.

2. Any action or special proceeding brought by the attorney genera
pursuant to this section nust be commenced within six years of the date
on which the attorney general becanme aware of the violation

3. In connection with any proposed action or special proceeding under
this section, the attorney general is authorized to take proof and nmake
a determination of the relevant facts, and to i ssue subpoenas in accord-
ance with the civil practice law and rules. The attorney general nay
also require such other data and information as the attorney general nay
deemrelevant and may require witten responses to questions under
oath. Such power of subpoena and exanination shall not abate or term -
nate by reason of any action or special proceeding brought by the
attorney general under this article.

4. Any person, within or outside the state, who the attorney genera
believes may be in possession, custody, or control of any books, papers,
or other things, or may have infornation, relevant to acts or practices
stated to be unlawful in this article is subject to the service of a
subpoena issued by the attorney general pursuant to this section
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Service nmay be nmade in any nmanner that is authorized for service of a
subpoena or a sunmons by the state in which service is nade.

5.(a) Failure to conmply with a subpoena issued pursuant to this
section without reasonable cause tolls the applicable statutes of lim-
tations in any action or special proceeding brought by the attorney
general against the nonconpliant person that arises out of the attorney
general's investigation.

(b) If a person fails to conply with a subpoena issued pursuant to
this section, the attorney general may nove in the suprene court to
conpel conpliance. |If the court finds that the subpoena was authori zed,
it shall order conpliance and may inpose a civil penalty of up to one
thousand dollars per day of nonconpliance.

(c) Such tolling and civil penalty shall be in addition to any other
penalties or renedies provided by |law for nonconpliance with a subpoena.

6. This section shall apply to all acts declared to be unl awful under
this article, whether or not subject to any other law of this state, and
shall not supersede, anend or repeal any other law of this state under
which the attorney general is authorized to take any action or conduct
any inquiry.

7. An individual alleging a violation of this subtitle nmay bring a
civil action against the offending private entity in a court of conpe-
t ent jurisdiction. A prevailing plaintiff may recover for each
viol ation:

(a) against a private entity that negligently violates a provision of
this article, liguidated damages of one thousand dollars or actual
danages, whichever is greater;

(b) against a private entity that intentionally or recklessly violates
a provision of this article, |liquidated danages of five thousand dollars
or actual danmges, whichever is greater;

(c) reasonable attorneys' fees and costs: the court shall assess
reasonabl e attorneys' fees and other litigation costs reasonably
incurred by such person in any case under the provisions of this
section, including expert witness fees and other litigation expenses, in
whi ch such person has prevailed; and

(d) such other relief, including an injunction or declaration, as the
court may deem appropriate.

8. One or nore persons aggrieved by a violation of this article nay
bring a class action on behalf of all simlarly situated persons pursu-
ant to article nine of the civil practice |law and rules. For purposes of
class certification under article nine, violations of this article aris-
ing froma private entity's common policy or practice of collecting,
storing, using, or disclosing bionetric identifiers or bionetric infor-
mation without a valid witten release shall be presuned to present
common questions of Jlaw or fact. Nothing in this subdivision shall be
construed to |limt any procedural right otherwi se available to a class
or its nmenbers under the civil practice |law and rul es.

9. For purposes of this article, the negligent recapturing of the
identical bionetric identifier fromthe identical subject for the iden-
tical use as a prior capturing and use of a bionetric identifier does
not constitute a separate and distinct violation of this article.

8 676-d. Construction with other laws. 1. Nothing in this article
shall be construed to inpact the admi ssion or discovery of bionetric
identifiers and bionetric infornation in any action of any kind in any
court, or before any tribunal. board. agency, or person.

2. Nothing in this article shall be construed to conflict with the
federal Health Insurance Portability and Accountability Act of 1996.
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3. Nothing in the article shall be deened to apply in any manner to a
financial institution or an affiliate of a financial institution that is
subject to Title V of the federal G ammleach-Bliley Act of 1999.

4. Nothing in this article shall be construed to apply to a contrac-
tor, subcontractor, or agent of a state agency of |ocal governnent when
working for that state agency of |ocal governnent.

8 676-e. Severability. If any provision of this article, or any appli-
cation of any provision of this article, is held to be invalid, that
shall not affect the validity or effectiveness of any other provision of
this article, or of any other application of any provision of this arti-
cle, which can be given effect without that provision or application
and to that end., the provisions and applications of this article are
severabl e.

§ 2. This act shall take effect on the ninetieth day after it shall
have becone a | aw.




