OCoO~NOUIRAWNPEF

STATE OF NEW YORK

158--B
Cal. No. 429

2023- 2024 Regul ar Sessi ons

| N SENATE

(Prefil ed)
January 4, 2023

Introduced by Sens. KRUEGER, COVRIE, HI NCHEY, HOYLMAN-SI GAL -- read
twi ce and ordered printed, and when printed to be committed to the
Comrittee on Internet and Technol ogy -- reported favorably from said
committee, ordered to first and second report, ordered to a third
readi ng, amended and ordered reprinted, retaining its place in the
order of third reading -- again anmended and ordered reprinted, retain-
ing its place in the order of third reading

AN ACT to anend the general business law, in relation to providing for
the protection of health information

The People of the State of New York, represented in Senate and Assem
bly., do enact as foll ows:

Section 1. The general business law is anmended by adding a new article

42 to read as foll ows:
ARTICLE 42
NEW YORK HEALTH | NFORVATI ON PRI VACY ACT

Section 1100. Definitions.

1101. Requirenents for comrunications to individuals.

1102. lLawful ness of processing regulated health information.

1103. Individual rights.

1104. Security.

1105. Service providers.

1106. Exenptions.

1107. Enforcenent.

8 1100. Definitions. As used in this article, the following terns
shall have the follow ng neanings:

1. "Deidentified infornation" neans infornation that cannot reasonably
be used to infer information about, or otherwise be linked to a partic-
ul ar individual, household, or device, provided that the regulated enti -
ty or service provider that processes the information:

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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a) Inplenents reasonable technical safeguards to ensure that the
information cannot be associated wth an individual, household, or
devi ce;

(b) Publicly commits to process the information only as deidentified
information and not attenpt to reidentify the infornmation, except that
the regulated entity or service provider nay attenpt to reidentify the
information solely for the purpose of determning whether its deiden-
tification processes satisfy the requirenents of this section; and

(c) Contractually obligates any recipient of the deidentified infornma-
tion to conply with all requirenents of this section.

2. "Regulated health information" neans any information that is
reasonably linkable to an individual, or a device, and is collected or
processed in connection with the physical or nental health of an indi-
vidual. Llocation or paynent information that relates to an individual's
physical or nental health or any inference drawn or derived about an
individual's physical or nental health that is reasonably linkable to an
individual, or a device, shall be considered, without limtation, regu-
lated health infornation. Regulated health infornation shall not include
deidentified information.

3. "Process" or "processing" neans an operation or set of operations
performed on requlated health information, including but not linted to
the collection, use, access, sharing, sale, nonetization., analysis,
retention, creation, generation, derivation, recording, organization,
structuring, storage, disclosure, transmi ssion, disposal, |icensing.
destruction., deletion, nodification, or deidentification of regulated
health i nformation.

4. "Requlated entity" neans any entity that (a) controls the process-
ing of regulated health infornation of an individual who is a New York
resident, (b) controls the processing of regulated health information of
an individual who is physically present in New York while that individ-
ual is in New York, or (c) is located in New York and controls the proc-
essing of regulated health information of an individual. A regulated
entity may also be a service provider depending upon the context in
which requlated health information is processed

5. "Sell" nmeans to share regulated health infornmation for nonetary or
ot her val uabl e consideration. Selling does not include the sharing of
requlated health information for nonetary or other val uable consider-
ation to a third party as an asset that is part of a nerger, acquisi-
tion, bankruptcy, or other transaction in which the third party assunes
control of all or part of the regulated entity's assets.

6. "Service provider" neans any person or entity that processes regu-
lated health information on behalf of a regulated entity. A service
provider may also be a requlated entity depending upon the context in
which requlated health information is processed

7. "Third party" nmeans a person or entity other than the individual
regulated entity, or service provider involved in a transaction or
occurrence that involves regulated health information. A third party may
also be a regulated entity or service provider depending upon the
context in which regulated health information is processed.

8 1101. Requirenents for communications to individuals. All notices,
disclosures, fornms, and other conmunications to individuals provided
pursuant to this article shall conply with the follow ng:

1. In general, all conmmunications shall use plain, straightforward
| anguage., avoiding technical or legal jargon, and nust be provided
through an interface regularly used in conjunction wth the reqgulated
entity's product or service.
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2. Al communications shall be reasonably accessible to individuals
with disabilities, including by:

(a) utilizing digital accessibility tools:;

(b) for notices, conplying with generally recognized industry stand-
ards, including, but not |limted to, the Wb Content Accessibility
GQuidelines, version 2.1 of June 5. 2018, fromthe Wrld Wb Consortium
incorporated herein by reference; and

(c) for other communications, providing information about how an indi-
vidual with a disability may access the comrunication in an alternative
fornmat.

3. All communications shall be available in the [anguages in which the
requlated entity provides information via its website and services. Any
direct conmmunication to an individual shall be provided in the |anguage
in which the individual ordinarily interacts with the regulated entity
or its service provider.

4. A requlated entity shall make any notice for processing pursuant to
a perni ssible purpose ursuant to subparagraph (ii) of paragraph (b) of
subdi vi si on one of section eleven hundred two of this article, or form
for processing pursuant to authorization, pursuant to subparagraph (i)
of paragraph (b) of subdivision one of section eleven hundred two of
this article, publicly available on its website. If an authorization
formis custonized for each individual, the regulated entity may instead
publicly post a sanple authorization formon its website.

8§ 1102. lawfulness of processing requlated health information. 1. 1In
general, it shall be unlawful for a regulated entity to:

(a) sell an individual's regulated health information to a third
party; or

(b) otherwi se process an individual's regulated health information
unl ess:

(i) The individual has provided valid authorization for such process-
ing; or

(ii) Processing of an individual's requlated health information is
strictly necessary for the purpose of:

(A) providing a product or service requested by such individual;

(B) conducting the regulated entity's internal business operations,
whi ch exclude any activities related to narketing. advertising, research
and devel opnent, or providing products or services to third parties;

(C) protecting against malicious, fraudulent, or illegal activity;

(D) detecting, responding to, or preventing security incidents or
threats;

(E) protecting the vital interests of an individual or the public
interest in the area of public health:;

(F) investigating, establishing, exercising, preparing for, or defend-
ing legal clains; or

(G conplying with the regulated entity's legal obligations.

2. Aregulated entity that processes regulated health information
pursuant to valid authorization as required by subparagraph (i) of para-
graph (b) of subdivision one of this section shall conply with the
foll ow ng:

(a) A request for authorization to process an individual's regulated
health information shall:

(i) be nmade separately fromany other transaction or part of a trans-
action;

(ii) be made at least twenty-four hours after an individual creates an
account or first uses the requested product or service;
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iii) be made in the absence of any nechanismthat has the purpose or
substantial effect of obscuring, subverting, or inpairing an individ-
ual ' s deci sion-making regarding authorization for processing;

(iv) if requesting authorization for nultiple categories of processing
activities, allowthe individual to provide/w thhold authorization sepa-
rately for each category of processing activity; and

(v) not include any request for authorization for a processing activ-
ity for which an individual has withheld or revoked authorization within
the past cal endar year.

(b) A valid authorization shall include:

(i) the types of requlated health information to be processed;

(ii) the nature of the processing activity;

(iii) the specific purposes for such processing;

(iv) the nanes where readily available, or categories of service
providers and third parties to which the regulated entity nmay disclose
the individual's regulated health informati on and the purposes for such
di sclosure, including the circunstances under which the regulated entity
may di sclose requlated health infornation to | aw enf orcenent;

(v) any nonetary or other valuable consideration the requlated entity
nay receive in connection with processing the individual's requlated
health information, where applicable;

(vi) that failing to provide authorization will not affect the indi-
vidual's experience of wusing the regulated entity's products or
services:;

(vii) the expiration date of the authorization., which nay be up to one
vear fromthe date authorization was provided;

(viii) the nechanismby which the individual may revoke authorization
prior to expiration;

(ix) the nmechanism by which the individual may request access to and
deletion of their regulated health information;

(x) any other information material to an individual's decision-naking
regardi ng aut horization for processing; and

(xi) the signature, which may be electronic, of the individual who is
the subject of the requlated health information, or a parent or guardian
authorized by lawto take actions of |egal consequence on behalf of the
individual who is the subject of the regulated health information, and
the date.

(c) (i) Aregulated entity that receives authorization for processing
shall provide an effective, efficient, and easy-to-use nechanism by
which an individual may revoke authorization at any tine through an
interface reqularly used in conjunction wth the reqgulated entity's
product or service.

(ii) Upon an individual's revocation of authorization, the requl ated
entity shall imediately cease all processing activities for which
aut hori zation was revoked, except to the extent necessary to conply with
the regulated entity's |legal obligations.

(iii) For individuals who have an online account with the reqgul ated
entity, the regulated entity nust provide, in a conspicuous and easily
accessible place wthin the account settings, a list of all processing
activities for which the individual has provided authorization and, for
each processing activity, allowthe individual to revoke authorization
in the sane place with one notion or action

(d) Upon obtaining valid authorization froman individual, the regu-
lated entity shall provide that individual a copy of the authorization.
The authorization shall be provided in a manner that is capable of being
retained by the individual.
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(e) The requlated entity shall limt its processing to what was cl ear-
ly disclosed to an individual pursuant to paragraph (b) of this subdivi-
sion when the reqgulated entity received authorization fromthe individ-
ual .

(f) If the regulated entity seeks to materially alter its processing
activities for regulated health information <collected pursuant to
aut hori zation, the regulated entity shall obtain a new authorization for
the new or altered processing activity.

Providing a product or service requested by an individual nust not
be made contingent on providing authorization. The requlated entity nust
not discrininate against an individual for w thholding authorization
such as by charging different prices or rates for products or services,
including through the use of discounts or other benefits, inposing
penalties, or providing a different level or quality of services or
goods to the individual

3. A requlated entity that processes regulated health information

ursuant to a perm ssible purpose pursuant to subparagraph (ii) of para-
graph (b) of subdivision one of this section shall conply wth the
fol |l owi ng:

(a) Aregulated entity shall provide clear and conspi cuous notice that
descri bes:

(i) the types of requlated health information to be processed;

(ii) the nature of the processing activity;

iii) the specific purposes for such processin

(iv) the nanes where readily available, or categories of service
providers and third parties to which the requlated entity may disclose
the individual's regulated health infornation and the purposes for such
di sclosure, including the circunstances under which the regulated entity
nay di sclose requlated health information to | aw enforcenent; and

(v) the nechanismby which the individual may request access to and
deletion of their regulated health information.

(b) If the regulated entity materially alters its processing activ-
ities for regulated health information collected pursuant to a permssi-
bl e purpose, the regulated entity nust provide a clear and conspi cuous
notice in plain language, separate from a privacy policy, terns of
service, or simlar docunent, that describes any nmaterial changes to the
processing activities and provide the individual with an opportunity to
request deletion of their regulated health information.

8 1103. Individual rights. 1. (a) A regulated entity shall make avail -
able an effective, efficient, and easy-to-use nechanismthrough an
interface reqularly used in conjunction wth the regulated entity's
product or service by which an individual nmay request access to their
reqgulated health information.

(b) Wthin thirty days of receiving an access request, the regulated
entity shall nake available a copy of all regulated health informtion
about the individual that the regulated entity maintains or that service
providers maintain on behalf of the regulated entity.

2. (a) Aregulated entity shall nake available an effective, effi-
cient, and easy-to-use nechanismthrough an interface regularly used in
conjunction with the regulated entity's product or service by which an
individual may request the deletion of their requlated health inforna-
tion.

(b) An individual's deletion or cancellation of their online account
shall be treated as a request to delete the individual's regul ated
health information.
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(c) Wthin thirty days of receiving a deletion request, the requlated
entity shall:

(i) Delete all regulated health infornation associated with the indi-
vidual in the regulated entity's possession or control, except to the
extent necessary to conply with the requlated entity's legal obli-
gations; and

(ii1) Unless it proves inpossible or involves disproportionate effort
that is docunented in witing by the regulated entity, comunicate such
request to each service provider or third party that processed the indi-
vidual's requlated health information in connection with a transaction
involving the regulated entity occuring within one yvear preceding the
individual's request.

(d) Any service provider or third party that receives notice of an
individual's deletion request shall within thirty days delete all requ-
lated health information associated with the individual in its
possession or control, except to the extent necessary to conply with its
| egal obligations.

3. Any right set forth in this section nay be exercised at any tine by
the individual who is the subject of the regulated health information or
an agent authorized by such individual.

8 1104. Security. 1. In general, a regulated entity shall devel op
inplenent, and maintain reasonable adm nistrative, technical, and phys-
ical safeguards to protect the security, confidentiality, and integrity
of reqgulated health infornation

2. Aregulated entity nust securely dispose of an individual's regu-
lated health information pursuant to a publicly available retention
schedule within a reasonable tine, and in no event later than sixty
days, after it is no longer necessary to maintain for the perm ssible
pur pose or purposes identified in the notice or for which the individua
provided valid authorization.

8 1105. Service providers. 1. In general, any processing of reqgulated
health information by a service provider on behalf of a regulated entity
shall be governed by a witten, binding agreenent. Such agreenent shal
clearly set forth instructions for processing regulated health infornma-
tion, the nature and purpose of processing., the duration of processing,
and the rights and obligations of both parties.

2. An agreenent pursuant to subdivision one of this section shal
require that the service provider

(a) ensure that each person processing regulated health infornation is
subject to a duty of confidentiality with respect to such infornation;

(b) protect reqgulated health information in a nanner consistent with
the requirenents of this article;

(c) process reqgulated health infornmation only when and to the extent
necessary to conply with its obligations to the regulated entity;

(d) not conbine the requlated health information which the service
provider receives fromor on behalf of the requlated entity wth any
other personal infornmation which the service provider receives from or
on behalf of another party or collects fromits own relationship wth
i ndi vi dual s;

(e) conply with any exercises of an individual's rights under section
el even hundred three of this article upon the request of the regulated
entity and notify any service providers or third parties to which it
di sclosed regulated health infornati on of the request;

(f) delete or return all regulated health information to the reqgul ated
entity at the end of the provision of services, unless retention of the
regulated health information is required by | aw
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upon the reasonable request of the regulated entit nake avail -
able to the requlated entity all data in its possession necessary to
denpnstrate the service provider's conpliance with the obligations in
this section;

(h) allow, and cooperate with, reasonable assessnents by the requl ated
entity or the regulated entity's designated assessor for purposes of
evaluating conpliance with the obligations of this article; alternative-
ly, the service provider may arrange for a qualified and independent
assessor _to conduct an assessnent of the processor's policies and tech-
ni cal and organi zational neasures in support of the obligations under
this article using an appropriate and accepted control standard or
franework and assessnent procedure for such assessnents. The service
provider shall provide a report of such assessnent to the requl ated
entity upon request;

(i) a reasonable tine in advance before disclosing or transferring
regulated health information to any further service providers, notify
the reqgulated entity of such a proposed disclosure or transfer, which
may be in the form of a reqularly updated list of further service
providers that nmay access requlated health infornation; and

(J) engage any further service provider pursuant to a witten, binding
agreenent that includes the contractual requirenents provided in this
section, containing at mnimum the sane obligations that the service
provider has entered into with regard to requlated health information.

8 1106. Exenptions. Nothing in this article shall apply to:

1. information processed by local, state, and federal governnents, and
nuni ci pal corporations;

2. protected health infornmation that is collected by a covered entity
or business associate governed by the privacy, security, and breach
notification rules issued by the United States Departnent of Health and
Human Services, Parts 160 and 164 of Title 45 of the Code of Federal
Requl ati ons, established pursuant to the Health Insurance Portability
and Accountability Act of 1996 (Public Law 104-191) and the Health
Information Technology for Economic and Cinical Health Act (Public Law
111-5);

3. any covered entity governed by the privacy, security, and breach
notification rules issued by the United States Departnent of Health and
Human Services, Parts 160 and 164 of Title 45 of the Code of Federa
Requl ati ons, established pursuant to the Health Insurance Portability
and Accountability Act of 1996 (Public Law 104-191), to the extent the
covered entity naintains patient information in the sane nmnner as
protected health information as described in subdivision two of this
section;

4. information collected as part of a clinical trial subject to the
Federal Policy for the Protection of Human Subjects, also known as the
Common Rul e, pursuant to good clinical practice guidelines issued by the
International Council for Harnonisation or pursuant to hunan subject
protection requirenents of the United States Food and Drug Adm nis-
tration;

5. information processed pursuant to the federal Fanily Educationa
Ri ghts and Privacy Act (20 U.S.C. Sec. 1232g) and its inplenenting requ-
|l ations:;

6. information processed pursuant to section two-d of the education
|l aw, and

7. information processed pursuant to the federal Driver's Privacy
Protection Act of 1994 (18 U.S.C. Sec. 2721 et seq).
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8 1107. Enforcenent. 1. Whenever it appears to the attorney general
either upon conplaint or otherwi se, that any person or persons, wthin
or outside the state, has engaged in or is about to engage in any of the
acts or practices stated to be unlawful under this article, the attorney
general may bring an action or special proceeding in the nane and on
behalf of the people of the state of New York to enjoin any violation of
this article, to obtain restitution of any nobneys or property obtained
directly or indirectly by any such violation, to obtain disgorgenent of
any profits obtained directly or indirectly by any such violation, to
obtain civil penalties of not nore than fifteen thousand dollars per
violation or twenty percent of revenue obtained from New York consuners
within the past fiscal vyear, whichever is greater, and to obtain any
such other and further relief as the court may deem proper, including
prelimnary relief.

2. The renedies provided by this section shall be in addition to any
other |lawful renedy avail able.

3. Any action or special proceeding brought by the attorney genera
pursuant to this section nust be comenced within six years of the date
on which the attorney general becane aware of the violation

4. In connection with any proposed action or special proceeding under
this section, the attorney general is authorized to take proof and make
a determnation of the relevant facts, and to i ssue subpoenas in accord-
ance with the civil practice law and rules. The attorney general nay
also require such other data and information as he or she nmay deemrel e-
vant and nay require witten responses to questions under oath. Such
power of subpoena and exanination shall not abate or term nate by reason
of any action or special proceeding brought by the attorney genera
under this article.

5. This section shall apply to all acts declared to be unlawful in
this article, whether or not subject to any other law of this state, and
shall not supersede, anend or repeal any other law of this state under
which the attorney general is authorized to take any action or conduct
any inquiry.

6. The attorney general may pronulgate such rules and regulations as
are necessary to effectuate and enforce the provisions of this section.

8§ 2. Severability. |If any clause, sentence, paragraph, subdivision,
section or part of this act shall be adjudged by any court of conpetent
jurisdiction to be invalid, such judgnent shall not affect, inpair, or
i nval i date the renmi nder thereof, but shall be confined in its operation
to the clause, sentence, paragraph, subdivision, section or part thereof
directly involved in the controversy in which such judgnent shall have
been rendered. It is hereby declared to be the intent of the legislature
that this act would have been enacted even if such invalid provisions
had not been included herein.

8 3. This act shall take effect July 1, 2024.




