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STATE OF NEW YORK

9340

| N ASSEMBLY

March 6, 2024

Introduced by M of A LEE -- read once and referred to the Conmittee on
Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to peer-to-peer
nobi | e paynent service security; and to anend the financial services
law, in relation to authorizing the financial frauds and consuner
protection unit to enforce such provisions

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. This act shall be known and rmay be cited as the "Financi al
App Security Act"

8 2. The general business |aw is amended by adding a new section 399-
j] to read as follows:

8§ 399-jj. Peer-to-peer nobile paynent service security. 1. For the
pur poses of this section:

(a) "Peer-to-peer nobile service" neans any app or app service that
allows users to send and receive noney fromtheir nobile devices through
a linked bank account or credit card or debit card using only a recipi-
ent's cell phone nunber or enmil address.

(b) "Bionetric authentication" neans either fingerprint or face iden-
tification for access to a service, or verification of an in-app action.

2. Every peer-to-peer npbile service shall require users to create a
personal identification code associated with the user's account that is
a mnimm of four alpha-nuneric characters associated with the user's
account. Wen certain actions are taken, including but not linited to,
actions defined in subdivision four of this section, the personal iden-
tification nunber nmust be used to authenticate the user's identity. The
use of such personal identification code nmay not be substituted for any
formof bionetric authentication.

3. Every peer-to-peer nobile service shall require users to set a
nonet ary anmount for intended transfers above which the use of a personal
identification nunber will be required to authenticate the user's iden-
tity.

4. The following actions require use of a personal identification
nunber when using a peer-to-peer nobile service:

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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a) an aynent transaction initiated by the user exceeding the none-
tary limt set by said user;

(b) paynment transactions initiated by the user that would bring said
users twenty-four-hour paynment transaction anpunt exceeding the npnetary
limt set by said user starting fromthe first transaction;

(c) paynent transactions initiated by the user to another user whose
account was created less than twenty-four hours prior to said trans-
action;

d aynent transactions initiated by the user that appear suspicious
based on said user's behavior and/or geolocation profile as determn ned
by the service's existing behavioral analytics;

(e) any paynent transactions initiated by the user after three
successful paynent transactions initiated by the user have been nade
within sixty mnutes for anpunts under the user's set nonetary limt;

(f) any attenpt to sign in to the service by the user to a new and/or
unr ecogni zed device

an attenpt to sign in to the service after the account password
has been reset in any manner, including but not limted to, password
recovery service offered by the service; and

(h) any attenpt to sign in to the service by the user after the device
password has been reset.

5, A wuser's account will be locked after five unsuccessful attenpts
within a twenty-four hour period to input said user's personal identifi-
cation nunber when required. The peer-to-peer npbile service can unl ock
said account after twenty-four hours if said user is able to verify
their identity through a tel ephone call.

6. Any paynent transactions initiated by the user after three success-
ful payment transactions initiated by the user have been made within
sixty mnutes after the first successful paynent for anpunts, despite
the input of the user's correct personal identification nunber, wll
have a forty-eight hour hold before the funds will be released to the
recipient if:

(a) any of the transactions exceeds the user's set nonetary limt; or

(b) the aggregate ampunt of the transactions exceeds the wuser's set
nonetary limt.

7. Any transaction placed on a forty-eight-hour hold can be cancelled
by the user making the paynment in the event of fraud or user-error after
tinely notification is nade to the peer-to-peer nobile service

8. Any peer-to-peer nobile service that does not conply wth this
section is prohibited fromoffering its services to users residing in
the state of New York.

8§ 3. Subsection (b) of section 403 of the financial services law is
anmended to read as foll ows:

(b) The financial frauds and consuner protection unit shall be a qual-
ified agency, as defined in section eight hundred thirty-five of the
executive law, to enforce the provisions of this article and article
four of the insurance law and article 11-B of the banking | aw and
section 399-j] of the general business |aw.

§ 4. This act shall take effect on the sixtieth day after it shall
have becone a | aw.




