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STATE OF NEW YORK

9312

| N ASSEMBLY

February 27, 2024

I ntroduced by M of A RAJKUMAR -- read once and referred to the Commit-
tee on Governnental Operations

AN ACT to anend the state finance | aw and the general municipal law, in
relation to prohibiting procurenent of certain technology that poses
security threats

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The state finance law is amended by adding a new section
163-e to read as foll ows:

8 163-e. Restriction on purchasing certain technology which poses a
security threat. 1. (a) Notwi thstanding any inconsistent provision of
law, the state and any departnent, bureau. board. conm ssion, authority,
and any other agency or instrunmentality of the state shall not enter
into or renew any contract or agreenent to procure information and
comuni cations technology, including hardware, systens, devices, soft-
ware, or services that include enbedded or incidental information tech-
nol ogy, which are prohibited fromfederal procurenent pursuant to 41 USC
4713.

(b) The term"information and conmmuni cations technol ogy" neans:

(i) information technology, as defined in section 11101 of title 40;

(ii) information systens, as defined in 44 U S.C. 3502; and

(iii) telecommunications equi pnent and tel econmuni cations services, as
those terns are defined in section 3 of the Communications Act of 1934
(47 U.S.C. 153).

2. Notwi t hstandi ng any inconsistent provision of law, the state and
any departnment, bureau., board., conmmi ssion, authority, or any other agen-
cy or instrunentality of the state shall not enter into or renew any
contract or agreenent to procure any electronic parts, products, or
services, or enter into a contract, or extend or renew a contract, with
an entity to procure or obtain electronic parts or products that use any
electronic parts or products that include products, fromany entity
prohibited fromfederal contracting (or any subsidiary, affiliates, or
successors of such entity) as set forth in Pub. L. 117-263, div. E
title LIX, & 5949; or any entity (or any subsidiary, affiliates, or

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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successors of such entity) designated as prohibited from federa
contracting pursuant to Pub. L. 115-232, div. A title VIII, § 889; or
from any entity (or any subsidiary, affiliates, or successors of such
entity) det er m ned to be a t hr eat to national security by
DODI G- 2019-106.

3. The conm ssioner of honeland security and energency services, the
adjutant general, the chief infornmation officer, the chief cyber offi-
cer, the chief technology officer of the city of New York and any feder-
al agency authorized under 41 USC 4713, may provide a waiver from this
section if:

(a) any such entity determnes the waiver is in the critical state or
national security interests; and

(b) no conpliant product or service is available to be procured as,
and when. needed at United States narket prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conpromse the
critical state or national security interests.

4. Nothing in this section shall be construed:

(a) to require any covered products or services resident in equipnent,
systens, or services as of the day before the effective date of this
section to be renpved or replaced;

(b) to prohibit or linmt the utilization of such covered products or
services throughout the lifecycle of such existing equipnent; or

(c) torequire the recipient of a state contract, grant, |loan, or |oan
guarantee to replace covered products or services resident in equipnent,
systens, or services before the effective date of this section.

8 2. The general municipal Ilawis anended by adding a new section
103-h to read as foll ows:

8§ 103-h. Restriction on purchasing certain technology which poses a
security threat. 1. (a) Notwi thstanding any inconsistent provision of
law a political subdivision shall not enter into or renew any contract
or agreenment to procure information and conmunications technol ogy,
including hardware, systens, devices, software, or services that include
enbedded or incidental information technology, which are prohibited from
federal procurenent pursuant to 41 USC 4713.

(b) The term"information and communi cations technol ogy" neans:

(i) information technology, as defined in 40 U S.C. 11101;

(ii) information systens., as defined in 44 U S. C. 3502; and

(iii) teleconmmunications equi pnent and tel econmmuni cations services, as
those ternms are defined in section 3 of the Comunications Act of 1934
(47 U.S.C. 153).

2. Notwithstanding any inconsistent provision of law, a politica
subdi vision or any district therein shall not enter into or renew any
contract or agreenent to procure any electronic parts, products, or
services, or enter into a contract, or extend or renew a contract, with
an entity to procure or obtain electronic parts or products that use any
electronic parts or products that include products or services., in
violation of the provisions as set forth in Pub. L. 117-263, div. E
title LIX, 8§ 5949; or fromany entity (or any subsidiary, affiliates, or
successors of such entity) designated as prohibited from federa
contracting pursuant to Pub. L. 115-232, div. A title WVII, 8889; or
from any entity (or any subsidiary, affiliates, or successors of such
entity) determined to be a cybersecurity risk by DODI G 2019-106.

3. The conm ssioner of honeland security and energency services, the
adjutant general, the chief infornmation officer, the chief cyber offi-
cer, the chief technology officer of the city of New York and any feder-
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al _agency authorized under 41 U S.C 4713, may provide a waiver fromthis
section if:

(a) any such entity determnes the waiver is in the critical state or
national security interests; and

(b) no conpliant product or service is available to be procured as,
and when. needed at United States narket prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conpromse the
critical national security interests of the United States.

4. Nothing in this section shall be construed:

(a) to require any covered products or services resident in equipnent,
systens, or services as of the day before the effective date of this
section to be renpved or replaced;

(b) to prohibit or linmt the utilization of such covered products or
services throughout the lifecycle of such existing equipnent; or

(c) to require the recipient of a state contract, grant, loan, or |oan
guarantee to replace covered products or services resident in equipnent,
systens, or services before the effective date of this section.

8 3. No later than the effective date of this act, the office of
general services shall promrmulgate rules and regul ati ons and i ssue guid-
ance to all state agencies and | ocal procurenent authorities necessary,
i ncluding providing updates on prohibited or excluded entities for
procurenment contracts in conformty with federal |law, rules and regu-
|ations, no later than sixty days after any entity is prohibited or
excl uded.

8 4. This act shall take effect five years after it shall have becone
a law. Effective inmmedi ately, the office of general services is author-
ized to pronulgate rules and regul ations and issue guidance to all state
agenci es and | ocal procurement authorities necessary for the inplenmenta-
tion of this act on its effective date, including providing updates on
prohi bited or excluded entities for procurenent contracts in conformty
with federal law, rules and regul ations.




