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STATE OF NEW YORK

4638

2023- 2024 Regul ar Sessi ons

| N ASSEMBLY

February 21, 2023

Introduced by M of A MAMDANI -- read once and referred to the Commt-
tee on Codes

AN ACT to anmend the crimnal procedure law, in relation to prohibiting
the creation of fake el ectronic comunication service accounts and to
prohi biting the collection and use of individuals' account information
by | aw enforcenent officers and other governnent entities

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "stop online police fake accounts and keep everyone safe act" or the
"stop fakes act".

8§ 2. The crimnal procedure |law is anmended by adding a new article 702
to read as foll ows:

ARTICLE 702
DECEPTI VE LAW ENFORCEMENT ACCESS TO ELECTRONI C COVMUNI CATI ON SERVI CE
ACCOUNTS PRCHI Bl TED
Section 702.00 Definitions.
702.10 Law enforcenent creation of fake accounts prohibited.
702. 20 Law enforcenent use of fake accounts prohibited.
702.30 Third party use of fake accounts.
702.40 Law enforcenent collection of account information prohib-
ited.
702.50 Law enforcenent use of account information prohibited.
702. 60 Fake accounts and collection of credentials; suppression
of evidence.
702. 70 Fake accounts and collection of account information
private right of action
8 702.00 Definitions.
As used in this article, the following terns shall have the follow ng

nmeani ngs:

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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1. "CGovernnent entity" shall nean any departnent or agency of the
state or any political subdivision thereof, or any individual acting for
or _on behalf of such departnment or agency of the state or politica
subdi vi si on thereof.

2. "lLaw enforcenent officer"” neans any police officer, peace officer
school resource officer or prosecutor.

3. "Electronic conmunication"” neans any conmunication sent between
account holders using an el ectronic comruni cation service.

4, "Electronic communication information" nmeans information related to
an_electronic conmunication or the use of an electronic conmrunication
service including, but not linmted to the contents, sender. recipients,
or format of an electronic communication; the precise or approximate
|l ocation of the sender or recipient of an electronic conmuni cation at
any tinme during such electronic comunication; the tine or date such
el ectronic communi cation was created, sent, or received and informtion
pertaining to an individual or device involved in such electronic comu-
nication including but not Ilimted to an internet protocol address.
"El ectronic comrunication information" shall not include information in
the public donmin.

5. "Electronic communication service" neans a service that provides
subscribers to or users of such service the ability to send or receive
an electronic comunication, including a service that acts as an inter-
nediary in the transm ssion of electronic conmmunications, or that stores
el ectronic communication informtion.

6. "Account" neans an individual profile or account created using an
el ectronic conmmunication service.

7. "Account information" neans information used to access or identify
an individual's account including, but not linmted to, access creden-
tials, usernanes. passwords, and/or bionetric identifiers.

8. "Fake account" neans any account created with or used with false
identifying information, including, but not limted to, nane., occupa-
tion, or pictures.

9. "Collect" or "collection" neans any nethod used to obtain an indi-
vidual's account information, including but not linmted to, requesting,
denmandi ng, and/or coercing any individual to provide such account infor-
mation fromindividuals in person, electronically, in witing. or other-
W Sse.

10. "Account holder" neans the creator and operator of an account.

8§ 702.10 Law enforcenent creation of fake accounts prohibited.

No law enforcenent officer shall create a fake account with an el ec-
tronic comruni cation service.

8 702.20 Law enforcenent use of fake accounts prohibited.

No | aw enforcenent officer shall access or use a fake account for any
purpose, including, but not limted to, conmunication with individua
accounts, public conmmunications, updates to account information, and/or
requests to access information or content fromthe user of any electron-
i c conmuni cation service.

8§ 702.30 Third party use of fake accounts.

No governnment entity or governnent official shall seek the assistance
of any non-governnent entity, any agency of the federal governnent, or
any agency of the governnent of another state or subdivision thereof in
obtaining information or data using a fake account if such governnent
entity or governnent official would be barred fromdirectly seeking such
information under this article.

8§ 702.40 Law enforcenent collection of account information prohibited.
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No law enforcenent officer or governnent official shall request,
denand, and/or coerce any account holder to provide such account hold-
er's account information.

8 702.50 Law enforcenent use of account infornation prohibited.

No law enforcenent officer or governnent official shall use any
account information obtained in violation of section 702.40 of this
article, including, but not |limted to, by logging into an individual's
account. Nothing in this section shall prohibit a |law enforcenent offi-
cer or governnent official fromcreating and maintaining accounts for
personal use, provided that such accounts are not used in the scope of
any |law enforcenent or investigative duties.

8 702.60 Fake accounts and collection of credentials; suppression of
evi dence.

1. Upon notion froma defendant, a court shall order that evidence be
suppressed or excluded if the court finds that such evidence:

(a) consists of a record acquired via a fake account;

(b) was obtained as a result of other records obtained via a fake
account; or

(c) consists of a record, or was obtained as a result of other
records, acquired via account access credentials obtained in violation
of this article.

2. This section shall apply regardless of any claimthat the inform-
tion or evidence is attenuated froman unlawful order or request, would

inevitably have been discovered, or was sinultaneously or subsequently

obt ai ned or reobtained through other neans.
8§ 702.70 Fake accounts and collection of account infornmation; private

right of action.

1. Any individual whose account infornmation, records, evidence, or
other information were either accessed by any governnent entity or
governnent official or by a third party at the request of a governnent
entity or governnent official in violation of this article nay institute
a civil action against such governnment entity or governnent official for
any or all of the follow ng:

(a) Ten thousand dollars per violation or actual danages, whichever is
greater;

(b) Punitive danmges:;

(c) Injunctive or declaratory relief; and/or

(d) Any other relief the court deens proper.

2. In assessing the anpbunt of punitive damages under this section, the
court shall consider:

(a) The nunber of people whose electronic communication information
was di scl osed;

(b) The targeting of accounts with heightened privacy concerns,
including, but not limted to, houses of worship., political organiza-
tions, and nedical facilities, and individuals associated therewith; and

(c) The persistence of violations by the particular government entity
or governnent official.

3. In any action brought under this section, the court shall award
reasonable attorneys' fees, expenses, and costs to a prevailing plain-
tiff.

8 3. This act shall take effect inmediately.




