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STATE OF NEW YORK

4457

2023- 2024 Regul ar Sessi ons

| N SENATE

February 9, 2023

Introduced by Sen. LIU -- read tw ce and ordered printed, and when
printed to be conmitted to the Committee on Consuner Protection

AN ACT to anmend the general business law, in relation to bionetric
privacy

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. The general business law is anmended by adding a new article
32-Ato read as foll ows:
ARTICLE 32-A
Bl OVETRI C PRI VACY ACT
Section 676. Short title.
676-a. Definitions.
676-b. Retention; collection; disclosure; destruction.
676-c. Right of action.
676-d. Construction with other |aws.

8 676. Short title. This article shall be known and may be cited as
the "bionetric privacy act".

8 676-a. Definitions. As used in this article: 1. "Bionetric identifi-
er" means a retina or iris scan, fingerprint, voiceprint, or scan of
hand or face geonetry. Bionetric identifiers shall not include witing
sanples, witten signatures, photographs, human biol ogi cal sanples used
for valid scientific testing or screening, denographic data, tattoo
descriptions, or physical descriptions such as height, weight, hair
color, or eye color. Bionetric identifiers shall not include donated
body parts as defined in section forty-three hundred of the public
health | aw or blood or serumstored on behalf of recipients or potentia
recipients of living or cadaveric transplants and obtained or stored by
a federally designated organ procurenent agency. Bionetric identifiers
do not include information captured froma patient in a health care
setting or information collected, used, or stored for health care treat-
nent, paynent., or operations under the federal Health |nsurance Porta-
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bility and Accountability Act of 1996. Bionetric identifiers do not
include an X-ray, roentgen process, conputed tonpgraphy, nmagnetic reso-
nance imaging, positron-enission tonography scan, mamography, or ot her
image or filmof the hunman anatony used to di agnose, prognose, or treat
an illness or other nedical condition or to further validate scientific
testing or screening.

2. "Bionetric information" neans any information, regardless of how it
is captured, converted, stored, or shared, based on an individual's
bionetric identifier used to identify an individual. Bionetric inforna-
tion shall not include information derived fromitens or procedures
excluded under the definition of bionetric identifiers.

3. "Confidential and sensitive information" nmeans personal information
that can be used to uniquely identify an individual or an individual's
account or property which shall include, but shall not be linmted to, a
genetic nmarker, genetic testing information, a unique identifier nunber
to locate an account or property, an account nunber, a personal iden-
tification nunber, a pass code, a driver's license nunber, or a social
security nunber.

4. "Private entity" neans any individual, partnership, corporation
limted liability conpany, association, or other group, however organ-
ized. A private entity shall not include a state or |ocal governnent
agency or any court in the state, a clerk of the court, or a judge or
justice thereof.

5. "Witten release" neans inforned witten consent or, in the context
of enploynent, a release executed by an enployee as a condition of
enpl oynent .

8 676-b. Retention; collection; disclosure; destruction. 1. A private
entity in possession of bionetric identifiers or bionetric information
nust develop a witten policy, nade available to the public, establish-
ing a retention schedule and guidelines for permanently destroying biom
etric identifiers and bionetric information when the initial purpose for
collecting or obtaining such identifiers or information has been satis-
fied or within three years of the individual's last interaction with the
private entity, whichever occurs first. Absent a valid warrant or
subpoena issued by a court of conpetent jurisdiction, a private entity
in possession of bionetric identifiers or bionetric information nust
conply with its established retention schedule and destruction guide-
lines.

2. No private entity may collect, capture, purchase, receive through
trade, or otherwi se obtain a person's or a custoner's bionetric identi-
fier or bionetric information, unless it first:

(a) infornms the subject or the subject's legally authorized represen-
tative in witing that a bionetric identifier or bionetric information
is being collected or stored;

(b) infornms the subject or the subject's legally authorized represen-
tative in witing of the specific purpose and length of termfor which a
bionetric identifier or bionetric information is being collected,
stored, and used; and

(c) receives a witten rel ease executed by the subject of the bione-
tric identifier or bionetric information or the subject's legally
aut hori zed representati ve.

3. No private entity in possession of a bionetric identifier or bione-
tric information may sell, lease, trade, or otherwise profit from a
person's or a custoner's bionetric identifier or bionetric information.

4. No private entity in possession of a bionetric identifier or bione-
tric information nmay disclose, redisclose, or otherwi se dissemnate a
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person's or a custoner's bionetric identifier or bionetric information

unl ess:

(a) the subject of the bionetric identifier or bionetric information
or the subject's legally authorized representative consents to the
di sclosure or redisclosure;

(b) the disclosure or redisclsoure conpletes a financial transaction
requested or authorized by the subject of the bionetric identifier or
the bionetric infornmation or the subject's legally authorized represen-
tative;

(c) the disclosure or redisclosure is required by federal, state or
local law or municipal ordinance; or

(d) the disclosure is required pursuant to a valid warrant or subpoena
issued by a court of conpetent jurisdiction.

5. A private entity in possession of a bionetric identifier or bione-
tric infornmation shall

(a) store, transmt, and protect fromdisclosure all bionetric identi-
fiers and bionetric information using the reasonable standard of care
within the private entity's industry: and

(b) store, transmit, and protect fromdisclosure all bionetric identi-
fiers and bionetric information in a manner that is the sane as or nore
protective than the manner in which the private entity stores, trans-
mts, and protects other confidential and sensitive information.

8 676-c. Right of action. Any person aggrieved by a violation of this
article shall have a right of action in suprene court against an offend-
ing party. A prevailing party may recover for each violation:

1. against a private entity that negligently violates a provision of
this article, liquidated danages of one thousand dollars or actua
danages, whi chever is greater;

2. against a private entity that intentionally or recklessly violates
a provision of this article, |iquidated danages of five thousand dollars
or actual danmmges, whichever is greater;

3. reasonable attorneys' fees and costs, including expert wtness fees
and other litigation expenses; and

4. other relief, including an injunction, as the court nmay deem appro-
priate.

8 676-d. Construction with other laws. 1. Nothing in this article
shall be construed to inpact the adnission or discovery of bionetric
identifiers and bionetric information in any action of any kind in any
court, or before any tribunal, board, agency, or person.

2. Nothing in this article shall be construed to conflict wth the
federal Health Insurance Portability and Accountability Act of 1996.

3. Nothing in the article shall be deened to apply in any nanner to a
financial institution or an affiliate of a financial institution that is
subject to Title V of the federal G ammleach-Bliley Act of 1999.

4. Nothing in this article shall be construed to apply to a contrac-
tor., subcontractor., or agent of a state agency of |ocal governnent when
working for that state agency of |ocal governnent.

8§ 2. This act shall take effect on the ninetieth day after it shall
have becone a | aw.




