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STATE OF NEW YORK
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2023- 2024 Regul ar Sessi ons

| N SENATE

February 2, 2023

I ntroduced by Sens. GONZALEZ, BRI SPORT, BROUK, FERNANDEZ, HOYLMAN- S| GAL,
SALAZAR, SEPULVEDA -- read twi ce and ordered printed, and when printed
to be conmitted to the Committee on Investigations and Governnent

Operations -- reconmitted to the Comittee on Investigations and
Governnent (Operations in accordance wth Senate Rule 6, sec. 8 --
comm ttee discharged, bill anmended, ordered reprinted as anmended and

recommtted to said conmittee

AN ACT to anend the public officers law, in relation to disclosing
personal information

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Section 92 of the public officers |aw, as added by chapter
652 of the |aws of 1983, subdivision 8 as anended by section 135 of
subpart B of part C of chapter 62 of the laws of 2011 and the opening
par agraph of subdivision 9 as anended by chapter 313 of the laws of
1991, is anended to read as foll ows:

8§ 92. Definitions. (1) Agency. The term "agency" nmeans any state
board, bureau, conmttee, commission, council, departnment, public
authority, public benefit corporation, division, office or any other
governnental entity performng a governmental or proprietary function
for the state of New York, except the judiciary or the state |egislature
or any wunit of Jlocal government and shall not include offices of
district attorneys.

(2) Committee. The term "committee" neans the comrittee on open
governnent as constituted pursuant to subdivision one of section eight-
y-nine of this chapter.

(3) Data subject. The term "data subject” neans any natural person
about whom personal information has been coll ected by an agency.

(4) Disclose. The term "di scl ose" neans to reveal, release, transfer,
di ssem nate or otherw se conmuni cate personal information or records
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orally, in witing or by electronic or any other nmeans other than to the
data subj ect.

(5) 911 services dispatcher. The term"911 services dispatcher"” neans
a _person who receives reports of enmergencies via a 911 system or E911
system as defined in subdivision three of section three hundred one of
the county | aw

(6) Energency nedical services personnel. The term "energency nedica
services personnel" neans individuals designated as such in subdivision
five of section twenty-nine hundred ninety-four-aa of the public health
| aw.

(7) Governnental unit. The term "governnental unit" means any govern-
mental entity perform ng a governmental or proprietary function for the
federal government or for any state or any nunicipality thereof.

[6] (8) Law. The term "l aw' neans state or federal statute, rule or
regul ati on.

[A] (9) Law enforcenent agency. The term "law enforcenent agency"
shall have the sane nmeaning as in subdivision four of section 705.00 of
the crimnal procedure |aw.

(10) Law enforcenment officer. The term"law enforcenent officer"” neans
a police officer or peace officer as defined in section 1.20 of the
crimnal procedure |aw.

(11) Police agency. The term"police agency" has the sane neaning as
in subdivision eight of section eight hundred thirty-five of the execu-
tive [ aw

(12) Personal information. The term "personal infornmation" means any
i nformati on concerning a data subject which, because of nane, nunber,
synmbol, mark or other identifier, alone or in conbination with other

information, can be used to identify that data subject or be associated
with an identified data subject.

[£8y] (13) Public safety agency record. The term "public safety agency
record" neans a record of the state commission of correction, the tenpo-
rary state commssion of investigation, the departnent of corrections
and conmunity supervision, the office of children and famly services,
the office of victimservices, the office of probation and correctiona
alternatives or the division of state police or of any agency or conpo-
nent thereof whose primary function is the enforcenent of civil or crim
inal statutes if such record pertains to investigation, |aw enforcenent,
confinement of persons in correctional facilities or supervision of
persons pursuant to crimninal conviction or court order, and any records
mai ntained by the division of «crimnal justice services pursuant to
sections eight hundred thirty-seven, eight hundred thirty-seven-a, eight
hundred thirty-seven-b, eight hundred thirty-seven-c, eight hundred
thirty-eight, eight hundred thirty-nine, and eight hundred forty-five of
the executive law and by the departnment of state pursuant to section
ni nety-ni ne of the executive |aw.

[695] (14) Record. The term"record" neans any item <collection or
grouping of personal information about a data subject which is nain-
tained and is retrievable by use of the nane or other identifier of the
data subject irrespective of the physical formor technol ogy used to
mai ntai n such personal information. The term "record" shall not include
personal information which is not used to nake any deterni nati on about
the data subject if it is:

(a) a tel ephone book or directory which is used exclusively for tele-
phone and directory information;

(b) any card catal og, book or other resource material in any library;
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(c) any conpilation of information containing names and addresses only
which is used exclusively for the purpose of nmailing agency information;

(d) personal information required by law to be nmaintained, and
required by law to be used, only for statistical research or reporting
pur poses;

(e) information requested by the agency which is necessary for the
agency to answer unsolicited requests by the data subject for infornma-
tion; or

(f) correspondence files.

[ ££6)] (15) Routine use. The term "routine use" means, with respect to
the disclosure of a record or personal information, any use of such
record or personal information relevant to the purpose for which it was
collected, and which use is necessary to the statutory duties of the
agency that collected or obtained the record or personal infornmation, or
necessary for that agency to operate a program specifically authorized
by | aw.

[(&] (16) Systemof records. The term "system of records” neans any
group of records under the actual or constructive control of any agency
pertaining to one or nore data subjects fromwhich personal information
is retrievable by use of the name or other identifier of a data subject.

8§ 2. Section 96 of the public officers |aw, as added by chapter 652 of
the laws of 1983, paragraph (j) of subdivision 1 as anended by chapter
1015 of the laws of 1984, paragraph (n) of subdivision 1 as anended by
chapter 319 of the laws of 2014, paragraphs (o) and (p) of subdivision 1
as anended by section 1 of part S of chapter 58 of the laws of 2022, and
paragraph (c) of subdivision 2 as amended by chapter 322 of the laws of
2021, is amended to read as foll ows:

8 96. Disclosure of records. (1) No agency may di scl ose any record or
personal information unless such disclosure is:

(a) pursuant to a witten request by or the voluntary witten consent
of the data subject, provided that such request or consent by its terns
limts and specifically describes:

(i) the personal information which is requested to be discl osed,;

(ii) the person or entity to whom such personal information is
requested to be disclosed; and
(iii) the uses which will be nade of such personal information by the

person or entity receiving it; or

(b) to those officers and enployees of, and to those who contract
with, the agency that maintains the record if such disclosure is neces-
sary to the performance of their official duties pursuant to a purpose
of the agency required to be acconplished by statute or executive order
or necessary to operate a program specifically authorized by |aw, or

(c) subject to disclosure under article six of this chapter, unless
di scl osure of such information would constitute an unwarranted invasion
of personal privacy as defined in paragraph (a) of subdivision two of
section eighty-nine of this chapter; or

(d) to officers or enployees of another governnental unit if each
category of information sought to be disclosed is necessary for the
recei ving governnmental unit to operate a program specifically authorized
by statute and if the use for which the information is requested is not
relevant to the purpose for which it was collected; or

(e) for a routine use, as defined in subdivision [ten] fifteen of
section ninety-two of this article; or

(f) specifically authorized by statute or federal rule or regulation;
or
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(g) to the bureau of the census for purposes of planning or carrying
out a census or survey or related activity pursuant to the provisions of
Title XIIl of the United States Code; or

(h) to a person who has provided the agency with advance witten
assurance that the record will be used solely for the purpose of statis-
tical research or reporting, but only if it is to be transferred in a
form that does not and cannot reveal the identity of any data subject,
alone or in conbination with other available informtion; or

(i) pursuant to a showing of conpelling circunstances affecting the
health or safety of a data subject, if upon such disclosure notification
is transnmitted to the data subject at [his—e+—her] their |ast known
address; or

(j) to the state archives as a record which has sufficient historica
or other value to warrant its continued preservation by the state or for
evaluation by the state archivist or [his—e+—her] their designee to
det erm ne whether the record has such val ue; or

(k) to any person pursuant to a court ordered subpoena or other
compul sory | egal process; or

(1) fromone public safety agency record for inclusion in [a] another
public safety agency record or fromone public safety agency record to
any governnmental unit or conponent thereof which perforns as one of its
princi pal functions any activity pertaining to the enforcenment of crim-
nal |aws, provided that, such record is reasonably described and is
requested solely for a law enforcenment function, and further provided
that data may not be transferred under this paragraph to United States
Immigrations and Custons Enforcenment, United States Custons and Border
Protection, any other entity for the purposes of inmigration enforce-
nent, or to any out-of-state |aw enforcenent agency, |aw enforcenent
officer, or police agency for the enforcement of any crininal law the
elenents of which would not constitute a crine in the state of New York;
or

(m pursuant to a search warrant; or

(n) to officers or enployees of another agency if the record sought to
be disclosed is necessary for the receiving agency to conply with the
mandat e of an executive order, but only if such records are to be used
only for statistical research, evaluation or reporting and are not used
i n maki ng any determnati on about a data subject; or

(o) to officers or enployees of a public retirement systemof the city
of New York if the information sought to be disclosed is necessary for
the receiving public retirement systemto process benefits under the
retirement and social security law, the adnministrative code of the city
of New York, or the education |aw or any other applicable provision of
law. A witten request or consent from the data subject pursuant to
paragraph (a) of this subdivision shall not be required for the disclo-
sure of records pursuant to this paragraph; or

(p) to officers or enployees of the United States departnment of educa-
tion for such departnent to process credit for qualifying enploynment and
| oan forgiveness under the public service loan forgiveness program A
witten request or consent fromthe data subject pursuant to paragraph
(a) of this subdivision shall not be required for the disclosure of
records pursuant to this paragraph,_or

(g) necessary to prevent an inmrediate and substantial risk of death,
significant bodily harm significant danmage to property, or is otherw se
necessary to respond to an inmedi ate enmergency; or

(r) disclosed by a 911 service dispatcher in the course of responding
to an energency reported via a 911 systemor E911 systemto energency
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nedi cal services personnel, |aw enforcenent officers, or others respon-
sible for providing assistance at the scene of an energency; or

(s) to licensing officers of New York state, as defined in subdivision
ten of section 265.00 of the penal law, for such officers to issue
firearmlicenses pursuant to section 400.00 of the penal |aw

(2) Notwi thstanding subdivision one of section ninety-two of this
article, for the purposes of this section. the term"agency" has the
sane neaning as in subdivision three of section eighty-six of this chap-
ter.

(3) Notwi thstanding subdivision one of this section, no agency nmay
di sclose any record or personal information to a | aw enforcenent agency.
law enforcenent officer, or police agency unless such disclosure is
pursuant to paragraph (k), (1), (m, (qg). (r), or (s) of subdivision one
of this section., and no agency other than a law enforcenent agency or
police agency nmy disclose any record or personal information to a | aw
enf orcenent agency. |law enforcenent officer, or police agency pursuant
to paragraph (1) of subdivision one of this section.

(4) (a) An agency nmmy only disclose records or personal information to
a person or entity that is not an agency pursuant to paragraph (b) or
(e) of subdivision one of this section if such person or entity agrees
in witing not to disclose such records or personal information to a | aw
enforcenent agency. law enforcenment officer, or police agency except
pursuant to this section.

(b) If an agency enters into a partnership or agreenent with another
entity to provide services, and such other entity directly collects
records or personal infornation pursuant to such a partnership or agree-
nent, the entity may not disclose the records or personal information
other than pursuant to paragraph (k), (1), (m, (q), (r), or (s) of
subdi vi sion one of this section.

(c) No agency shall enter into an agreenent described in paragraph (b)
of this subdivision with any police agency or |aw enforcenent agency.

(5) Nothing in this section shall require disclosure of [+~

sure] any record or personal infornmation or expand an agency's or
governnmental unit's ability to disclose any record or personal informa-
tion.

8§ 3. Section 97 of the public officers |aw, as added by chapter 652 of
the laws of 1983, is amended to read as follows:

8§ 97. [ GHt—+enedies] Renedies. (1) Any data subject aggrieved by
any action taken under this article may seek judicial review and relief
pursuant to article seventy-eight of the civil practice | aw and rules.

(2) ln any action brought under subdivision one of this section, the
plaintiff may seek:
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(a) one thousand dollars per violation or actual danages, whichever is
greater:; and

(b) punitive damages; and

(c) any other relief the court deens proper.

(3) In assessing the anmobunt of punitive damages awarded to a plaintiff
in an action brought under subdivision one of this section. the court
shall consider:

(a) the defendant's pattern of violations of this article; and

(b) the inpact of the violation on the data subject's exercise of
constitutional and statutory rights, including, but not limted to,
religion, political views, and nedical care.

(4) In any proceedi ng brought under subdivision one of this section,
the party defending the action shall bear the burden of proof, and the

court [sey] shall, if the data subject [substantially] prevails against
any agency [and—+i—Lhe—ageney—La9ked—a—LeasenabLe—bas+s—pa;saan%—%e—+h+s
arti-ce—for—the——challenrged—action], award to the data subject reasonabl e

attorneys' fees and di sbursenents reasonably incurred.

[3F] (5) Any information disclosed to a |aw enforcenent agency, |aw
enforcenment officer, or police agency in violation of this article shal
be inadnmi ssible against the data subject in a crimnal or <civil court,
or administrative proceeding.

(6) Nothing in this article shall be construed to linit or abridge the
right of any person to obtain judicial review or pecuniary or other
relief, in any other formor upon any other basis, otherwi se available
to a person aggrieved by any agency action under this article.

8 4. This act shall take effect inmediately.




