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STATE OF NEW YORK

217

2023- 2024 Regul ar Sessi ons

| N SENATE

(Prefil ed)
January 4, 2023

Introduced by Sens. MYRIE, BRI SPORT, COONEY, d ANARI'S, GOUNARDES, HOYL-
MAN, JACKSON, KRUEGER, LIU, RAMOS, RIVERA, SEPULVEDA, STAVI SKY -- read
twi ce and ordered printed, and when printed to be committed to the
Conmi ttee on Codes

AN ACT to amend the crimnal procedure law, in relation to prohibiting
the search, with or without a warrant, of geol ocation and keyword data
of a group of people who are under no individual suspicion of having
committed a crinme, but rather are defined by having been at a given
|l ocation at a given tinme or searched particular words, phrases, char-
acter strings, or websites

The People of the State of New York, represented in Senate and Assem
bly., do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "reverse | ocation and reverse keyword search prohibition act".
8§ 2. The crimnal procedure law is anmended by adding a new article 695
to read as foll ows:
ARTI CLE 695
REVERSE | OCATI ON AND REVERSE KEYWORD SEARCHES
Section 695.00 Definitions.
695. 10 Issuance of reverse location court orders and reverse
keyword court orders.
695. 20 Execution of reverse |location and reverse keyword search-
es.
695. 30 Reverse | ocation and reverse keywor d sear ches;
suppressi on of evidence.
695.40 Reverse location and reverse keyword searches; private
right of action.
695. 50 Physi cal searches excl uded.
695. 60 Severability.
8 695.00 Definitions.

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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As used in this article, the following terns shall have the follow ng
nmeani ngs:

1. "CGovernnent entity" shall nmean any departnent or agency of the
state or any political subdivision thereof, or any individual acting for
or on behalf of the state or a political subdivision thereof.

2. "Person" neans a natural person or a legal entity, including but
not |limted to a proprietorship. partnership, limted partnership.
corporation, conpany, linmted liability conpany or corporation, associ-

ation, or other firm or simlar body, or any unit, division, agency,
departnent, or simlar subdivision thereof.

3. "Reverse keyword court order" neans any court order, including a
search warrant, conpelling the disclosure of records or information
identifying any unnaned persons., by nane or other unique identifier, who
electronically searched for particular words, phr ases, char acter
strings, or websites, or who visited a particular website through a link
generated by such a search, regardless of whether or not the order is
limted to a specific geographic area or tine frane.

4. "Reverse |location court order"” neans any court order, including a
search warrant, conpelling the disclosure of records or information
pertaining to electronic devices or their users or owners, whose scope
extends to an unknown nunber of electronic devices present in a given
geographic area at a given tinme as neasured via global positioning
system coordinates, cell tower connectivity, W-Fi data and/or any other
formof location detection.

5. "Voluntary reverse keywrd request” neans any request in the
absence of a court order, by any governnent entity for the provision of
records or information identifying any unnaned persons, by nane or other
unique identifier, who electronically searched for particular words,
phrases, character strings, or websites, or who visited a particular
website through a link generated by such a search., regardl ess of whether
or not the order is |limted to a specific geographic area or tine frane.

6. "Voluntary reverse |ocation request" neans any request in the
absence of a court order by any governnent entity for records or infor-
mation pertaining to electronic devices or their users or owners, whose
scope extends to an unknown nunber of electronic devices present in a
given geographic area at a given tinme, whether such device location is
neasured via global positioning systemcoordinates, cell tower connec-
tivity, W-Fi data and/or any other formof |ocation detection.

8 695.10 Issuance of reverse location court orders and reverse keyword
court orders.

No court shall issue a reverse location court order or a reverse
keyword court order.

8 695.20 Execution of reverse location and reverse keyword searches.

1. No governnent entity shall seek, fromany court, a reverse |ocation
court order or a reverse keyword court order

2. No governnent entity shall nmke a voluntary reverse |ocation
request or a voluntary and reverse keyword request.

3. No governnent entity shall seek, secure, obtain, borrow, purchase
use, or review any infornmation or data obtained through a reverse
location court order, a reverse keyword court order, a voluntary reverse
|l ocation request, or a voluntary keyword request.

4. No governnent entity shall seek the assistance of any non-govern-
nental entity, any agency of the federal governnment. or any agency of
the governnent of another state or subdivision thereof in obtaining
information or data froma reverse |ocation court order, reverse keyword
court order, reverse location request, or reverse keywrd request if the
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governnent entity would be barred fromdirectly seeking such information
under this article.

5. Notwithstanding any state or local law, regulation, or agreenent to
the contrary., no court or governnent entity of the state of New York, or
political subdivision thereof, shall support, assist, or enforce a
reverse |ocation court order or reverse keyword court order issued by
the state of New York or a political subdivision thereof, or any other
state or a political subdivision thereof, including the donestication of
any such court order

6. Notwi thstanding any state or local law, regulation, or agreenent to
the contrary, no person or entity in the state of New York, as a result
of any law, requlation, or agreenent adopted by the state of New York or
any political subdivision thereof, shall be obligated to conply with a
reverse |ocation court order or a reverse keyword court order issued by
the state of New York or a political subdivision thereof or any other
state or a political subdivision thereof.

695. 30 Reverse |location and reverse keyword searches; suppression of

evi dence.

1. Upon notion froma defendant, a court shall order that evidence be
suppressed or excluded if the court finds that such evi dence:

(a) consists of a record acquired via a reverse |ocation court order
reverse keyword court order, voluntary reverse |ocation request, or
voluntary reverse keyword request:; or

(b) was obtained as a result of other evidence obtained under a
reverse |ocation court order, reverse keyword court order, voluntary
reverse |ocation request, or voluntary reverse keywrd request.

2. This section shall apply regardless of the court which issued the
order and regardless of whether the issuance of the order was perm ssi-
bl e under the procedures of that court.

3. This section shall apply regardless of any claimthat the inform-
tion or evidence is attenuated froman unlawful order or request, would

inevitably have been discovered, or was sinultaneously or subsequently

obt ai ned or reobtained through other neans.
8 695.40 Reverse location and reverse keywrd searches; private right of

action.

1. Any individual whose records were obtained by any governnent entity
in violation of section 695.20 of this article may institute a civil
action against such governnent entity for any or all of the foll ow ng:

(a) One thousand dollars per violation or actual danages, whichever is

greater.
(b) Punitive damages.

(c) Injunctive or declaratory relief.

(d) Any other relief the court deens proper.

2. In assessing the anpunt of punitive dannges, the court shal
consi der:

(a) the nunber of people whose information was discl osed;

(b) whether the violation directly or indirectly targeted persons
engaged in the exercise of activities protected by the constitution of
the United States of Anerica or the constitution of the state of New
York: and

(c) the persistence of violations by the particular governnent entity.

3. In any action brought under this section, the court shall award
reasonable attorneys' fees., expenses and costs to a prevailing plain-
tiff.

8 695.50 Physical searches excl uded.
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The foregoing limtations shall not apply to the search of any elec-
tronic device lawfully seized and/or searched pursuant to a search
warrant issued under article six hundred ninety of this title.

8 695.60 Severability.

The provisions of this article are severable. If any part or provision
of this article, or the application of this article to any person. enti-
ty, or circunstance, is held invalid, the remainder of this article,
including the application of such part or provision to other persons,
entities, or circunstances, shall not be affected by such holding and
shall continue to have force and effect.

8 3. This act shall take effect inmediately.




