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February 27, 2024

Introduced by M of A RAJKUMAR ALVAREZ, DI CKENS, LEMONDES, K. BROWN --
read once and referred to the Conmmittee on Governnental Operations --
commi ttee discharged, bill amended, ordered reprinted as anended and
reconmmtted to said conmttee -- again reported fromsaid conmittee
wi th amendnments, ordered reprinted as anmended and reconmitted to said
conmittee

AN ACT to anend the state finance |aw and the general nunicipal law, in
relation to prohibiting procurenent of certain technology that poses
security threats

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The state finance law is anmended by adding a new section
163-e to read as foll ows:

8 163-e. Restriction on purchasing certain technology which poses a
security threat. 1. (a) Notwi thstanding any inconsistent provision of
law, the state and any departnent, bureau, board., conm ssion, authority,
and any other agency or instrunmentality of the state shall not enter
into or renew any contract or agreenent to procure information and
conmuni cations technology, including hardware, systens, devices, soft-
ware, or services that include enbedded or incidental information tech-
nology, which are prohibited from federal procurenent pursuant to
section 889 of Public lLaw 115-232 of 2018.

(b) The term"information and communi cati ons technol ogy" neans:

(i) infornmation technology, as defined in section 11101 of title 40:;

(ii) information systens, as defined in 44 U S . C. 3502; and

(iii) tel ecomunications equi pnent and tel ecomunications services, as
those terns are defined in section 3 of the Communications Act of 1934
(47 U.S.C. 153).

(c) The term "information and conmuni cations technol ogy" shall not
include aut omat ed-deci sion making systens.

2. The chief information officer shall, in consultation with the divi-
sion of honeland security and energency services and the office of
general services, establish and update regularly a list of restricted
informati on and conmuni cations technol ogy. Technology on this |list shal
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not be procured by any state agency, state or |local authority, or poli-
tical subdivision unless a waiver is issued pursuant to subdivision

three of this section or the chief infornation officer determnes that
the technology shall only be restricted in limted circunstances.

The list shall:

(a) contain information and conmuni cations technol ogies that pose a
security risk to the state of New York or its political subdivisions. In
det erm ni ng whether information and communi cati ons technol ogy poses such
arisk, the chief information officer shall consult relevant federa
sources, including the departnent of defense inspector general report
no. DODI G 2019-106, as well as any other source that shall be deternined
to be rel evant;

(b) describe the scope of each restriction, such as whether it is
generally prohibited or prohibited in certain circunstances or from
certain entities;

(c) include an explanation as to why itens were included on the list;
and

(d) be published online and comunicated to all relevant procurenent
officers in all state agencies, state authorities, and political subdi-
Vi Si ons.

3. The conmissioner of honeland security and energency services, the
conm ssioner of the office of general services, the adjutant general
the chief infornmation officer, the chief cyber officer, the chief tech-
nol ogy officer of the city of New York and any federal agency authorized
under section 889 of Public Law 115-232 of 2018, may provide a waiver
fromthis section if:

(a) any such entity deternmines the waiver is in the interests of the
state or political subdivision;

(b) no conpliant product or service is available to be procured as,
and when. needed at United States narket prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conpromse the
security or integrity of a conputer network operated by an instrunental-
ity of the state.

4. Nothing in this section shall be construed:

(a) torequire any information and conmuni cations technol ogy resident
in equipnent, systens, or services as of the day before the effective
date of this section to be renpved or replaced

(b) to prohibit or linmt the wutilization of such information and
communi cati ons technol ogy throughout the lifecycle of such existing
equi pnent ; or

(c) to require the recipient of a state contract, grant, loan, or |oan
guarantee to replace information and conmmuni cati ons technol ogy resident
in equipnent, systens, or services before the effective date of this
section.

§ 2. The general municipal |awis amended by addi ng a new section
103-h to read as foll ows:

8§ 103-h. Restriction on purchasing certain technology which poses a
security threat. 1. (a) Notwi thstanding any inconsistent provision of
law a political subdivision shall not enter into or renew any contract
or agreenent to procure information and communications technol ogy.
including hardware, systens. devices, software, or services that include
enbedded or incidental information technology. which are prohibited from
federal procurenent pursuant to section 889 of Public lLaw 115-232 of
2018, or which are included on the list created pursuant to subdivision
two of section one hundred sixty-three-e of the state finance | aw
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(b) The term"information and conmmuni cati ons technol ogy" neans:

(i) infornmation technology, as defined in 40 U S. C 11101;

(ii) information systens, as defined in 44 U. S . C. 3502; and

(iii) telecomunications equi pnent and tel ecomunications services, as
those terns are defined in section 3 of the Comunications Act of 1934
(47 U.S.C. 153).

2. The conmi ssioner of honeland security and energency services, the
conm ssioner of the office of general services, the adjutant general
the chief information officer, the chief cyber officer, the chief tech-
nol ogy officer of the city of New York and any federal agency authorized
under section 889 of Public Law 115-232 of 2018, nmay provide a waiver
fromthis section if:

(a) any such entity determnes the waiver is in the interest of the
political subdivision

(b) no conpliant product or service is available to be procured as,
and when, needed at United States market prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conpronise the
security or integrity of a conputer network operated by an instrunental -
ity of the state.

4. Nothing in this section shall be construed:

(a) to require any information and conmmuni cations technology resident
in equipnent, systens, or services as of the day before the effective
date of this section to be renpved or replaced

(b) to prohibit or Ilimt the wutilization of such information and
conmuni cations technology throughout the [lifecycle of such existing
equi pnent ; _or

(c) to require the recipient of a state contract, grant, loan., or |oan
guarantee to replace informati on and conmuni cations technology resident
in equipnent, systens, or services before the effective date of this
section.

8 3. No later than the effective date of this act, the office of
general services shall promulgate rules and regul ati ons and i ssue guid-
ance to all state agencies and |ocal procurement authorities necessary,
i ncluding providing updat es on prohibited or excluded entities for
procurement contracts in conformty with federal law, rules and regu-
lations, no later than sixty days after any entity is prohibited or
excl uded.

8 4. This act shall take effect two years after it shall have becone a
law. Effective inmediately, the office of general services is authorized
to pronmulgate rules and regul ations and issue guidance to all state
agenci es and | ocal procurenent authorities necessary for the inplenmenta-
tion of this act on its effective date, including providing updates on
prohi bited or excluded entities for procurenment contracts in conformty
with federal law, rules and regul ations.




