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STATE OF NEW YORK

8129

2023- 2024 Regul ar Sessi ons

| N ASSEMBLY

Cct ober 13, 2023

Introduced by M of A VANEL -- read once and referred to the Conmttee
on Sci ence and Technol ogy

AN ACT to anmend the state technology law, in relation to enacting the
New York artificial intelligence bill of rights

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "New York artificial intelligence bill of rights".

8 2. Legislative intent. This legislature hereby finds that this
generation of humans is the first in history to have the ability to
create technol ogies that can make deci sions which previously could have
only been made by hunans. States and countries across the world are
grappling with critical questions of how we can use these technol ogies
to sol ve our problens, how we can avoid or nanage the new problens that
these technologies my create, and how we can control these powerful
t echnol ogi es.

Therefore, the legislature declares that any New York resident
affected by any system making decisions without human intervention be
entitled to certain rights and protections to ensure that the system
inmpacting their lives do so lawfully, properly, and w th neani ngful
over si ght.

Among these rights and protections are (i) the right to safe and
effective systens; (ii) protections against algorithmc discrimnation
(iii) protections agai nst abusive data practices; (iv) the right to have
agency over one's data; (v) the right to know when an autonmated system
is being wused; (vi) the right to understand how and why an automated
system contri buted to outcones that inpact one; (vii) the right to opt
out of an automated system and (viii) the right to work with a human in
the place of an automated system

The legislature also finds that automated systems will continue to be
devel oped and evolve both within the state and outside the state. It is
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therefore critical that New York does not overburden the devel opnent of
i nnovative systens that better the state and its residents, nor drive
t he devel opnment of such systems to foreign states or countries with | ess
appropriate regul ation, nor threaten the security of our state, country,
and its peopl e.

To these ends, the legislature declares that the white paper published
by the Wite House Ofice of Science and Technology titled "Bl ueprint
for an Al Bill of Rights" in October of 2022 is conmensurate with the
goals of this state in relation to artificial intelligence.

8 3. The state technology |aw is amended by adding a new article IV to
read as follows:

ARTICLE IV
ARTI FI CIAL I NTELLI GENCE BILL OF RIGHTS

Section 401. Definitions.
402. Application.
403. Construction.
404. Safe and effective systens.
405. Algorithmic discrinmnation practices.
406. Data privacy.
407. Notice and expl anati on.
408. Human alternatives., consideration, and fallback
409. Penalties; no private cause of action.

8 401. Definitions. As used in this article, the following terns shall
have the foll owi ng neani ngs:

1. "Cvil rights, civil liberties, and privacy" or "rights, opportu-
nity, and access" neans such rights and protections provided for in the
United States Constitution, federal law, the laws and constitution of
the state of New York, and privacy and other freedons that exist in both
the public and private sector contexts, which shall include, but shal
not be limted to:

(a) freedom of speech;

(b) voting rights;

(c) protections fromdiscrinination:

(d) protections fromexcessive or unjust punishnent; and

(e) protections fromunlawful surveill ance.

2. "Equal opportunity" neans equal access to education, housing., cred-
it, enploynent. and other prograns.

3. "Access to critical resources or services" neans such resources and
services that are fundanental for the well-being., security, and equita-
ble participation of New York residents in society, which shall include,
but shall not be limted to:

(a) healthcare;

(b) financial services;

(c) safety;

(d) social services;

(e) non-deceptive information about goods and services; and

(f) governnent benefits.

4. "Algorithnmc discrinmnation" nmeans circunstances where an aut onat ed
system contributes to an unjustified different treatnent or inpact which
di sfavors people based on their age., color, creed, disability, donestic
violence victimstatus, gender identity or expression, famlial status,
narital status, mlitary status, national origin. predisposing genetic
characteristics, pregnancy-related condition, prior arrest or conviction
record, race, sex, sexual orientation, or veteran status or any other
classification protected by | aw
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5. "Automated systenl neans any system software, or process that
affects New York residents and that uses conputation as a whole or part
of a systemto determ ne outcones, nake or aid decisions, inform policy
inplenentation, collect data or observations, or otherwise interact with
New York residents or comunities. Autonated systens shall include, but
not be limted to, systens derived fromnmachine |earning, statistics, or
other data processing or artificial intelligence techniques, and shal

excl ude passive conputing infrastructure.

6. "Passive conputing infrastructure" shall include any internediary
technol ogy that does not influence or deternmne the outcone of deci-
sions, make or aid in decisions, inform policy inplenentation, or

collect data or observations, including web hosting, domain registra-
tion, networking., caching, data storage. or cybersecurity.

7. "Communities" neans neighborhoods, social network connections,
famlies, people connected by affinity, identity, or shared traits and
formal organizational ties. This includes Tribes., d ans. Bands. Ranche-
rias, Villages, and other |ndigenous comunities.

8. "Social network" means any connection of persons which exists
online or offline.

9. "Families" neans any relationship, whether by blood. choice, or
otherwi se, where one or nore persons assune a caregiver role, prinmary or
shared, for one or nore others, or where individuals nutually support
and are commtted to each other's well-being.

10. "Equity" nmeans the consistent and systematic fair, just, and
impartial treatnment of all New York residents. Systemc, fair, and just
treatnent shall take into account the status of New York residents who

bel ong to underserved communities that have been denied such treatnent,
such as Black, Latino, and |Indigenous and Native Anerican persons, Asian
Arericans and Pacific |Islanders and other persons of color; nenbers of
religious mnorities; wonen, girls, and non-binary people; |esbian, gay.
bi sexual ., transgender, queer, and intersex persons; older adults;
persons wth disabilities; persons who live in rural areas; and persons
ot herwi se adversely affected by persistent poverty or inequality.

11. "Sensitive data" neans any data and net adat a:

(a) that pertains to a New York resident in a sensitive donain;

(b) that are generated by technologies in a sensitive domain;

(c) that can be used to infer data froma sensitive donain;

(d) about a New York resident, such as disability-related data, genom
ic data, bionetric data, behavioral data, geolocation data, data rel ated
to the crimnal justice system relationship history, or legal status
such as custody and divorce information, and hone, work, or school envi-
ronnmental data;

(e) that has the reasonable potential to be used in ways that are
likely to expose New York residents to neaningful harm such as a |oss
of privacy or financial harmdue to identity theft; or

(f) that is generated by a person under the age of eighteen.

12. "Sensitive dommin" neans a particular area, field, or sphere of
activity in which activities being conducted can cause nmterial harnms,
including significant adverse effects on human rights such as autonony
and dignity, as well as civil liberties and civil rights.

13. "Surveillance technol ogy" neans products or services nmarketed for
or that can be lawfully used to detect, nonitor., intercept, collect,
exploit, preserve, protect, transmt, or retain data., identifying infor-
mation, or conmuni cations concerning New York residents or groups.
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14. "Underserved conmmunities" neans communities that have been system
atically denied a full opportunity to participate in aspects of econom

ic, social, and civic life.

8 402. Application. The rights contained within this article shall be
construed as applving to New York residents against persons devel oping
automated systens that have the potential to neaningfully inpact New
York residents':

1. civil rights, civil liberties, and privacy;

2. _equal opportunities; or

3. access to critical resources or services.

8 403. Construction. The rights contained within this article shall be
construed as harnoni ous and nutually supportive.

8 404. Safe and effective systens. 1. New York residents have the
right to be protected from unsafe or ineffective autonated systens.
These systens nust be developed in collaboration with diverse communi-
ties, stakeholders, and domain experts to identify and address any
potential concerns, risks, or inpacts.

2. Automated systens shall undergo pre-deploynent testing, risk iden-
tification and nitigation, and shall also be subjected to ongoing noni-
toring that denobnstrates they are safe and effective based on their
intended use, mtigation of unsafe outcones including those beyond the
intended use, and adherence to dommi n-specific standards.

3. If an automated systemfails to neet the requirenments of this
section, it shall not be deployed or, if already in use, shall be
renoved. No automated system shall be designed with the intent or a
reasonably foreseeable possibility of endangering the safety of any New
York resident or New York communities.

4. Automated systens shall be designed to proactively protect New York
residents fromharmsteming fromunintended, yet foreseeable, uses or
i npacts.

5. New York residents are entitled to protection frominappropriate or
irrelevant data use in the design, devel opnent, and depl oynent of auto-
mat ed systens, and fromthe conpounded harmof its reuse.

6. | ndependent evaluation and reporting that confirns that the system
is safe and effective, including reporting of steps taken to nitigate
potential harnms, shall be perforned and the results nmade public whenever
possi bl e.

8§ 405. Algorithmc discrinmnation practices. 1. No New York resident
shall face discrimnation by algorithns, and all autonmated systens shal

be used and designed in an equitable nmanner

2. The designers, devel opers, and deployers of autonated systens shall
take proactive and continuous neasures to protect New York residents and

communities fromalgorithnmc discrinmnation, ensuring the use and design
of these systens in an equitable manner.

3. The protective neasures required by this section shall include
proactive equity assessnents as part of the system design, use of repre-
sentative data, protection against proxies for denpgraphic features, and
assurance of accessibility for New York residents with disabilities in
desi gn and devel opnent.

4. Automated systens shall undergo pre-depl oynent and ongoi ng dispari -
ty testing and mitigation, under clear organi zational oversight.

5. Independent evaluations and plain | anguage reporting in the form of
an algorithnmc inpact assessnent., including disparity testing results
and mnmitigation information, shall be conducted for all automated

systems.
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6. New York residents shall have the right to view such eval uations
and reports.

8 406. Data privacy. 1. New York residents shall be protected from
abusive data practices via built-in protections and shall nmmintain agen-
cy over the use of their personal data

2. Privacy violations shall be mtigated through design choices that
include privacy protections by default, ensuring that data collection
conforns to reasonable expectations and that only strictly necessary
data for the specific context is collected.

3. Designers, devel opers, and deployers of automated systens must seek
and respect the decisions of New York residents regarding the
collection, use, access, transfer, and deletion of their data in al
appropriate ways and to the fullest extent possible. Were not possible,
alternative privacy by design safeguards nust be inpl enented.

4. Automated systens shall not enploy user experience or design deci-
sions that obscure user choice or burden users wth default settings
that are privacy-invasive.

5. Consent shall be wused to justify the collection of data only in
instances where it can be appropriately and neaningfully given. Any
consent requests shall be brief, understandable in plain | anguage, and
provide New York residents with agency over data collection and its
specific context of use.

6. Any existing practice of conplex notice-and-choice for broad data
use shall be transforned, enphasizing clarity and user conprehension.

7. Enhanced protections and restrictions shall be established for data
and inferences related to sensitive donains. In sensitive domains, indi-

vidual data and related inferences may only be used for necessary func-
tions, safequarded by ethical review and use prohibitions.

8. New York residents and New York conmmunities shall be free from
unchecked surveillance; surveillance technologies shall be subject to
hei ghtened oversight., including at |east pre-deploynent assessnent of
their potential harnms and scope |limts to protect privacy and civil
liberties.

9. Continuous surveillance and nonitoring shall not be used in educa-
tion, work, housing., or any other contexts where the use of such
surveillance technologies is likely tolimt rights, opportunities, or
access.

10. Whenever possible, New York residents shall have access to report-
ing that confirns respect for their data decisions and provides an
assessnent of the potential inpact of surveillance technologies on their
rights, opportunities, or access.

8 407. Notice and explanation. 1. New York residents shall be inforned
when an automated system is in use and New York residents shall be
infornmed how and why the system contributes to outcones that inpact
them

2. Designers, developers, and deployers of automated systens shal
provide accessible plain |anguage docunentation, i ncl udi ng cl ear
descriptions of the overall systemfunctioning, the role of automation
notice of systemuse, identification of the individual or organization
responsible for the system and clear, tinely, and accessible explana-
tions of outcones.

3. The provided notice shall be kept up-to-date, and New York resi-
dents inpacted by the systemshall be notified of any significant chang-
es to use cases or key functionalities.
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4. New York residents shall have the right to understand how and why
an outcone inpacting themwas deternmned by an autonated system even
when the autonated systemis not the sole determ nant of the outcone.

5. Automated systens shall provide explanations that are technically
valid, neaningful to the individual and any other persons who need to
understand the system and proportionate to the level of risk based on
the context.

6. Summary reporting, including plain |anguage informtion about these

aut omat ed systens and assessnents of the clarity and quality of notice
and expl anations, shall be made public whenever possible.

8 408. Hunman alternatives, consideration, and fallback. 1. New York
residents shall have the right to opt out of automated systens, where
appropriate, in favor of a human alternative. The appropri ateness of
such an option shall be determ ned based on reasonabl e expectations in a
given context, with a focus on ensuring broad accessibility and protect-
ing the public fromparticularly harnful inpacts. In sone instances., a
human or other alternative may be mandated by | aw.

2. New York residents shall have access to a tinely human consi der -
ation and renedy through a fallback and escalation process if an auto-
mated system fails, produces an error, or if they wish to appeal or
contest its inpacts on them

3. The human consideration and fallback process shall be accessible,
equitable, effective, nmintained, acconpanied by appropriate operator
training, and should not inpose an unreasonable burden on the public.

4. Automated systens intended for use wthin sensitive donmains,
including but not limted to crimnal justice, enploynent, education,
and health, shall additionally be tailored to their purpose, provide
neani ngful access for oversight, include training for New York residents
interacting with the system and incorporate hunan consideration for
adverse or high-risk decisions.

5. Sunmmary reporting, which includes a description of such human
governance processes and an assessnent of their tineliness, accessibil-

ity, outcones, and effectiveness, shall be made publicly avail abl e when-
ever possible.

8 409. Penalties; no private cause of action. 1. Were an operator of
an autonmted systemviolates or causes a violation of any of the rights
stated within this article, such operator shall be liable to the people
of this state for a penalty not less than three tines such damages
caused.

2. The penalty provided for in subdivision one of this section may be
recovered by an action brought by the attorney general in any court of
conpetent jurisdiction.

3. Nothing set forth in this article shall be construed as creating,
establishing, or authorizing a private cause of action by an aggrieved
person against an operator of an automated systemwho has violated. or
is alleged to have violated, any provision of this article.

8§ 4. This act shall take effect on the ninetieth day after it shal
have becone a | aw.




