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May 18, 2023

Introduced by M of A OIlS -- read once and referred to the Conmttee
on Sci ence and Technol ogy

AN ACT to anmend the executive law, in relation to the security and cyber
security of certain critical infrastructure

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Subdivision 1 of section 713 of the executive law, as
anended by section 16 of part B of chapter 56 of the laws of 2010, is
amended to read as foll ows:

1. Notwithstanding any other provision of |law, the conm ssioner of the
division of honeland security and energency services shall conduct a
review and anal ysis of neasures being taken by the public service
comm ssion and any other agency or authority of the state or any poli-
tical subdivision thereof and, to the extent practicable, of any federa
entity, to protect the security, and cyber security, of critical infras-
tructure related to energy generation and transmission located wthin
the state. The conmissioner of the division of honeland security and
emergency services shall have the authority to review any audits or
reports related to the security of such critical infrastructure, includ-
ing audits or reports conducted at the request of the public service
comm ssion or any other agency or authority of the state or any poli-
tical subdivision thereof or, to the extent practicable, of any federa
entity. The owners and operators of such energy generating or trans-
mssion facilities shall, in conpliance wth any federal and state
requi rements regardi ng the dissenm nation of such information, provide
access to the conmissioner of the division of homel and security and
energency services to such audits or reports regarding such critical
infrastructure provided, however, that exclusive custody and control of
such audits and reports shall remain solely with the owners and opera-
tors of such energy generating or transnission facilities. For the
purposes of this article, the term "critical infrastructure" has the
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meani ng ascribed to that termin subdivision five of section eighty-six
of the public officers |aw

8§ 2. Subdivision 1 of section 714 of the executive |aw, as amended by
section 17 of part B of chapter 56 of the laws of 2010, is anended to
read as foll ows:

1. Notwithstanding any other provision of |aw and subject to the
availability of an appropriation, the comr ssioner of the division of
honel and security and energency services shall conduct a review and
anal ysi s of measures being taken by the owners and operators of facili-
ties identified pursuant to paragraph (b) of subdivision two of this
section to protect the security, and cyber security, of critical infras-
tructure related to such facilities. The comm ssioner of the division of
honel and security and energency services shall have the authority to
review all audits or reports related to the security of such critical
infrastructure, including all such audits or reports nandated by state
and federal Ilaw or regulation, including spill prevention reports and
ri sk managenent plans, audits and reports conducted at the request of
the departnment of environnental conservation or at the request of any
federal entity, or any other agency or authority of the state or any
political subdivision thereof, and reports prepared by owners and opera-
tors of such facilities as required in this subdivision. The owners and
operators of such facilities shall, in conpliance with any federal and
state requirenents regarding the dissemnation of such information,
provi de access to the conmm ssioner of the division of honeland security
and energency services to such audits and reports regardi ng such crit-
ical infrastructure provided, however, exclusive custody and control of
such audits and reports shall remain solely with the owners and opera-
tors of such facilities to the extent not inconsistent wth any other
law. For the purposes of this section, the term"critical infrastruc-
ture" has the nmeaning ascribed to that term in subdivision five of
section eighty-six of the public officers |aw

§ 3. Subdivision 1 of section 716 of the executive |aw, as anended by
section 19 of part B of chapter 56 of the laws of 2010, is anended to
read as foll ows:

1. Notwi thstanding any other provision of [aw, the conm ssioner of the
division of honmeland security and energency services shall conduct a
review and anal ysis of neasures being taken by any other agency or
authority of the state or any political subdivision thereof and, to the
extent practicable, of any federal entity, to protect the security and
cyber security, of critical infrastructure related to comrercia
aviation fuel, petroleumand natural gas transmission facilities and
pipelines in this state which are not |ocated upon the prem ses of a
commercial airport. As deemed appropriate by such commissioner, the
division of honmeland security and energency services shall have the
authority to physically inspect the prem ses and review any audits or
reports related to the security of such critical infrastructure, includ-
ing audits or reports conducted at the request of any ot her agency or
authority of the state or any political subdivision thereof or, to the
extent practicable, of any federal entity. The operators of such commer-
cial aviation fuel, petroleumor natural gas transm ssion facilities and
pi pelines shall, in conpliance with any federal and state requirenents
regardi ng the di ssemnation of such information, provide access to the
comm ssi oner of the division of honel and security and energency services
to such audits or reports regarding such critical infrastructure
provi ded, however, that exclusive custody and control of such audits and
reports shall remain solely with the operators of such comrercia
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aviation fuel, petroleum or natural gas transm ssion facilities and
pi pel i nes. For the purposes of this article, the term"critical infras-
tructure® has the meaning ascribed to that termin subdivision five of
section eighty-six of the public officers |aw

8 4. This act shall take effect immediately.



