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STATE OF NEW YORK

6806

2021- 2022 Regul ar Sessi ons

| N SENATE

May 18, 2021

Introduced by Sen. SAVINO -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Internet and Technol ogy

AN ACT to anend the state technology law, in relation to the paynment of
ransom in the event of a cyber incident or a cyber ransomor ransom
war e attack

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The state technology law is anmended by adding a new article
4 to read as foll ows:
ARTICLE 1V
CYBER SECURI TY | NCI DENTS

Section 401. Paynent of ransom cyber incident, cyber ransom or ransom
war e.

8 401. Paynent of ransom cyber incident., cyber ransom or ransomare.
1. For the purpose of this section:

a. "Cyber incident" neans the conpronise of the security. confiden-
tiality, or integrity of conputerized data due to the exfiltration,
nodi fication, or deletion that results in the unauthorized acquisition
of and access to infornation naintained by a governnental entity, busi-
ness entity, or health care entity.

b. "Cyber ransom or ransomnare" neans a type of malware that encrypts
or locks valuable digital files and demands a ransom to release the
files.

c. "CGovernnental entity" shall nean any state, city, town or village
or local departnent, board, bureau, division, comission, committee,
school district, public authority, public benefit corporation, counci
or office, including all entities defined pursuant to section two of the
public authorities law. Such termshall include the state university of

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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New York and the city university of New York as well as the state |egis-
lature, the judiciary or state and | ocal |eqislatures.

d. "Business entity" shall nean any legal entity that conducts busi -
ness in the state of New York
e. "Health care entity" shall nean hospitals, nursing hones, hone

care, hospice and any other health care facilities regulated by the
departnent of health.

2. No governnental entity, business entity or health care entity wth-
in the state shall pay, or have another entity pay on their behalf,
ransom in the event of a cyber incident or a cyber ransom or ransomiare
att ack.

3. Al governnental entities shall report any cyber incidents and
cyber ransom or ransommare attacks to the New York state division of
honel and security and energency services.

4. Afine of up to ten thousand dollars for each affected party per
incident may be issued for any violation of subdivision two of this
section.

8 2. This act shall take effect inmediately.




