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STATE OF NEW YORK

6515

2021- 2022 Regul ar Sessi ons

| N SENATE

May 4, 2021

Introduced by Sen. SAVINO -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Internet and Technol ogy

AN ACT to anmend the state technology law, in relation to cloud service
utilization and readi ness of state agencies

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Legislative intent. The legislature finds that New York
must ensure that it continuously evaluates how i nformation technol ogy
services are delivered to those who |ive and work in our state and that
the services provided by the state nust keep pace with the technica
solutions and offerings in the marketplace. A key part of achieving this
goal is to ensure that the state of New York aggressively incorporates
the wuse of cloud technologies into state information technol ogy service
delivery nodels.

The legislature further finds that, as wth any technology, cloud
services nust be inplemented in a manner that continues to ensure the
availability, security, and privacy of state and citizen data. This
requi res ongoi ng oversight and nanagenment, as well as reworked interna
gover nance processes to ensure flexibility for state enpl oyees to depl oy
on-demand best-in-class sol utions.

The legislature further finds that |leveraging cloud services nodels
will allow the state to: speed up delivery of business solutions
t hrough faster paths to production; provide flexible solutions capable
of quickly adapting to new and changi ng busi ness sol utions; reduce oper-
ations and naintenance costs for basic needs such as power and rea
estate; provide transparency so that custonmers are nore aware of what
they receive for their npney; provide service elasticity to support
increased citizen needs at peak tinmes; and provide a structure that
allows for a nore resilient environnment in the case of a disaster or
servi ce outage

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted
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§ 2. Section 101 of the state technology law is anended by adding a
new subdi vision 6 to read as foll ows:

6. "Cloud conputing” neans a nodel for enabling ubiquitous, conven-
ient, on-demand network access to a shared pool of configurable conput-
ing resources (e.qg.. networks, servers, storage, applications and

services) that can be rapidly provisioned and released wth mninal
managenent effort or service provider interaction and which has the
followi ng characteristics: on-demand self-service, broad network access,
resource pooling, rapid elasticity or expansion, and neasured service.

8 3. The state technology |aw is amended by addi ng a new section 103-b
to read as foll ows:

8 103-b. Coud conputing. 1. Al state agencies shall utilize third-
party, commercial cloud conputing solutions for any new information
technol ogy or tel econmunications investnents on or before June thirti-
eth, two thousand twenty-two, except as otherw se provided in subdivi-
sion two of this section. Prior to selecting and inplenenting a cloud
conputing solution, a state agency shall eval uate:

(a) the ability of the cloud conputing solution to neet rel evant secu-
rity and conpliance requirenents, leveraging defined federal authori-
zation or accreditation prograns to the fullest extent possible; and

(b) the portability of data should the state agency choose to discon-
tinue use of such cloud service

2. (a) The secretary to the governor, or his or her designee, nay
grant a waiver fromthe requirenents of subdivision one of this section
to an agency if there is a service requirenent of such agency that
prohibits the adoption of a cloud conputing solution.

(b) An application for a waiver submitted by an agency shall include a
witten justification for not wutilizing a cloud conputing solution
citing specific services or performance requirenents of such agency.

(c) The secretary to the governor shall subnmt an annual report on al
wai ver applications received, including whether an application was
granted, to appropriate comrittees of the legislature, as determ ned by
such secretary, by Decenber thirtieth.

3. State agencies are prohibited frominstalling and operating new
servers, storage, networking, and related hardware in agency-operated
facilities unless a waiver is granted by the secretary to the governor
or his or her designee, or otherwise permtted by |aw

4. Subject to the availability of anmounts appropriated for this

specific purpose, the director shall conduct a statew de cloud conputing

readiness assessnent to prepare for the migration of core services to
cloud services, including ways it can | everage cloud conputing to reduce

costs. Such assessnent shall

(a) inventory state agency assets, associated service contracts, and
other relevant information;

(b) identify inpacts to state agency staffing resulting fromthe
mgration to cloud conputing including:

i) skill gaps between current on-prem ses conputin ractices and how
cloud services are procured, secured, administered, maintained and
devel oped; and

(ii) necessary retraining and ongoing training and devel opnent to
ensure state agency staff acquire and nmaintain the skills necessary to
effectively maintain information security and understand changes to
enterprise architectures; and

(c) identify additional resources needed by the office to enable cloud

m gration support to state agencies.
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5. On or before June thirtieth, tw thousand twenty-two, the director
shall submit a report to the governor, the tenporary president of the
senate and the speaker of the assenbly summarizing statewide cloud
m gration readi ness and neking reconmmendations for nmigration goals.

6. Subject to the availability of anpunts appropriated for this
purpose, the director shall oversee and provide technical specifications
to the office of general services., which shall select., through a conpet-
itive bidding process, three cloud service providers capable of provid-
ing storage and conputer services and to provide systemmgration
support. The conpetitive bidding process shall be re-opened and
contracts shall be renegotiated no Il ess than every five years.

8 4. This act shall take effect January 1, 2022.




