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STATE OF NEW YORK

5579

2021- 2022 Regul ar Sessi ons

| N SENATE

March 11, 2021

Introduced by Sen. PARKER -- read twice and ordered printed, and when
printed to be conmitted to the Cormittee on Energy and Tel ecomuni-
cations

AN ACT to anend the energy |aw, the executive |law and the public service
law, in relation to critical energy infrastructure security and
responsibility

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Subdivision 1 of section 3-101 of the energy |law, as

amended by chapter 253 of the laws of 2013, is anended to read as
fol | ows:

1. to obtain and naintain an adequate and conti nuous supply of safe,
dependabl e and econoni cal energy for the people of the state, including

through the protection of critical energy infrastructure as defined in
subdi vision fourteen of section 1-103 of this chapter, and to accelerate
devel opment and use within the state of renewabl e energy sources, all in
order to pronote the state's econonic growh, to create enploynent with-
inthe state, to protect its environnental values and agricultura
heritage, to husband its resources for future generations, and to
pronote the health and welfare of its people;

§ 2. Section 1-103 of the energy lawis amended by adding two new
subdi visions 14 and 15 to read as foll ows:

14. "Critical energy infrastructure" neans systens, including indus-
trial control systens, custoner electrical or gas consunption data
assets, places or things, whether physical or virtual, so vital to the
state that the disruption, incapacitation or destruction of such
systens, including industrial control systens, custoner electrical or
gas consunption data, assets, places or things could jeopardize the
health, safety, welfare, energy distribution, transnm ssion, reliability,
or security of the state, its residents or its econony.

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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15. "Industrial control systens" neans a conbination of control conpo-
nents that support operational functions in gas, distribution, trans-
nm ssion, and advanced netering infrastructure control centers, and act
together to achieve an industrial objective, including controls that are
fully automated or that include a hunan-nachine interface.

8§ 3. Paragraph (j) of subdivision 2 of section 709 of the executive
| aw, as anmended by section 14 of part B of chapter 56 of the laws of
2010, is amended to read as foll ows:

(j) work wth local, state and federal agencies and private entities

to conduct assessnents of the vulnerability of critical infrastructure
to terrorist attack, cyber attack, and other natural and man-nade di sas-
ters, including, but not Iinmted to, nuclear facilities, power plants,

t el ecommuni cati ons systens, mass transportation systens, public road-
ways, railways, bridges and tunnels, and attendant industrial control
systens as defined by subdivision fifteen of section 1-103 of the energy
| aw and devel op strategies that nmay be used to protect such infrastruc-
ture fromterrorist attack, cyber attack, and other natural and man- nade
di sasters;

g8 4. Paragraph (a) of subdivision 19 of section 66 of the public
service | aw, as anended by section 4 of part X of chapter 57 of the | aws
of 2013, is anended to read as fol |l ows:

(a) The conmi ssion shall have power to provide for rmanagenent and
operations audits of gas corporations and electric corporations. Such
audits shall be perforned at | east once every five years for conbination
gas and el ectric corporations, as well as for straight gas corporations
having annual gross revenues in excess of two hundred mllion dollars.
The audit shall include, but not be linted to, an investigation of the
conmpany's construction programplanning in relation to the needs of its
custonmers for reliable service, an evaluation of the efficiency of the
conpany's operations and protection of critical energy infrastructure as
defined in subdivision fourteen of section 1-103 of the energy | aw,
recomendations with respect to sane, and the timng with respect to the
i npl ementation of such recommendations. The conmission shall have
discretion to have such audits perfornmed by its staff, or by independent
audi tors.

In every case in which the comrssion chooses to have the audit
provided for in this subdivision or pursuant to subdivision fourteen of
section sixty-five of this article performed by independent auditors, it
shall have authority to select the auditors, and to require the conpany
being audited to enter into a contract with the auditors providing for
their paynent by the conpany. Such contract shall provide further that
the auditors shall work for and under the direction of the conmssion
according to such terns as the conm ssion may determ ne are necessary
and reasonabl e.

8 5. Paragraph (a) of subdivision 21 of section 66 of the public
service law, as added by section 4 of part X of chapter 57 of the | aws
of 2013, is anmended to read as follows:

(a) Each electric corporation subject to section twenty-five-a of this
chapter shall annually, on or before Decenber fifteenth, submt to the
comm ssi on an energency response plan for review and approval. The ener-
gency response plan shall be designed for the reasonably pronpt restora-
tion of service in the case of an energency event, defined for purposes
of this subdivision as an event where wi despread outages have occurred
in the service territory of the conpany due to storns, cyber attack, or
ot her causes beyond the control of the conpany. The emergency response
plan shall include, but need not be limted to, the following: (i) the
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identification of nanagenent staff responsible for conpany operations
during an energency; (ii) a comrunications systemw th custonmers during
an energency that extends beyond normal business hours and business
conditions; (iii) identification of and outreach plans to custoners who
had docunented their need for essential electricity for nedical needs;
(iv) identification of and outreach plans to custonmers who had docu-
mented their need for essential electricity to provide critical telecom
muni cations, <critical transportation, critical f uel distribution
services or other large-load custoners identified by the conm ssion; (v)
designation of conpany staff to comrunicate with Iocal officials and
appropriate regulatory agencies; (vi) provisions regarding how the
company wll assure the safety of its enployees and contractors; (vii)
procedures for deploying conpany and nutual aid crews to work assignnment
areas; (viii) identification of additional supplies and equi prent needed
during an energency; (ix) the nmeans of obtaining additional supplies and
equi prrent; (x) procedures to practice the energency response plan; (xi)
appropriate safety precautions regarding electrical hazards, including
plans to pronptly secure downed wires within thirty-six hours of notifi-
cation of the location of such downed wires froma nunicipal energency
official; and (xii) such other additional information as the conmi ssion
may require. Each such corporation shall, on an annual basis, undertake
drills inplenenting procedures to practice its emergency nmanagenent
pl an. The conmi ssion may adopt additional requirenments consistent wth
ensuring the reasonably pronpt restoration of service in the case of an
ener gency event.

8§ 6. Section 66 of the public service law is anended by addi ng two new
subdi vi sions 29 and 30 to read as follows:

29. Promulgate rules and regulations to direct electric or gas corpo-
rations to develop and inplenent tools to continuously nonitor opera-
tional control networks giving the electric or gas corporation the abil-
ity to wundertake the immediate detection of wunauthorized network
behavior related to such corporation's industrial control systens, as
defined in subdivision fifteen of section 1-103 of the energy law. On or
bef ore Decenber thirty-first, two thousand twenty-three and not |ater
than five years after such date, and every five years thereafter, the
comm ssion shall provide a report to the governor, the tenporary presi-
dent of the senate, the speaker of the assenbly, the chairperson of the
assenbly standing conmittee on energy, and the chairperson of the senate
standing conmittee on energy and tel econmmunications reviewng electric
or gas corporation conpliance with this section, including, as neces-
sary, recomendations to the legislature if the comm ssion determn nes
that additional neasures are required to ensure the effective protection
of electric or gas corporation critical infrastructure.

30. Pronmulgate rules and requlations to direct electric or gas corpo-
rations to require the installation of advanced netering infrastructure
that connects to the electric or gas distribution network operated by
such electric or gas corporation be permtted only so long as access to
the advanced nmeter infrastructure is granted via a wireless nesh inter-
operability standard that is shared by at least twod advanced netering
infrastructure providers operating within the United States of Anerica.

8 7. This act shall take effect on the one hundred eightieth day after
it shall have beconme a law. Effective imediately, the public service
comm ssion is authorized and directed to take actions necessary to
promul gate rules and regulations related to the inplenentation of subdi-
visions 29 and 30 of section 66 of the public service | aw on or before
such effective date.




