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STATE OF NEW YORK

1253

2021- 2022 Regul ar Sessi ons

| N ASSEMBLY

January 7, 2021

Introduced by M of A GOITFRIED -- read once and referred to the
Conmittee on Health

AN ACT to anmend the public health law, in relation to the confidentiali-
ty of contact tracing information

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. Sections 2180, 2181 and 2182 of the public health |aw, as
added by a chapter of the laws of 2020, anending the public health |[|aw
relating to the confidentiality of contact tracing information, as
proposed in legislative bills nunbers S.8450-C and A 10500-C, are
anmended to read as foll ows:

§ 2180. Definitions. As used in this title the following terns shall
have the foll ow ng neani ngs:

1. "Contact tracing” nmeans COVID-19 case investigation and identifica-
tion of [pH-neipal] case individuals and contact individuals.

2. (a) "Contact tracer” and "contact tracing entity" neans an individ-
ual or entity enployed by or under contract wth the state, a |ocal
government, a state or local governnmental entity, or an agent thereof,
to conduct contact tracing, engage in contact tracing, or receive
contact tracing information.

(b) A contact tracer or contact tracing entity shall not include a
service provider that is a non-governnental entity that is enployed by
or under contract with a contact tracing entity or an agent thereof,
that receives, transnmits, maintains, stores, or hosts contact tracing
information at the direction of a contact tracer or contact tracing
entity so long as such service provider's access to the information is
exclusively limted to the nmintenance of the information and the
contact tracer or contact tracing entity has the ability to delete and
nmanage contact tracing infornation as provided by this chapter, |aw,
rules or regulations. A service provider under this paragraph shall be
referred to in this title as a "designated non-governnental entity." A

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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service provider that does not neet the requirenents of this paragraph
and would otherwise be subject to paragraph (a) of this subdivision
shall be a contact tracing entity.

3. "Contact tracing information" means any information that includes
or can reveal the identity of any [p+-neipat] case individual or contact
i ndividual, and any COVID 19-related information or test results,

received or collected for the purpose or in the course of contact trac-
i ng.

4. "Contact individual" neans an individual who has or may have cone
in contact with a [p+Rreipal] case individual or who has or may have
been exposed to and possibly infected with COVI D 19.

5. "[PHneipal] Case individual" nmeans an individual with a confirned
or probabl e diagnosis of COVI D 19.

6. "COVID- 19" neans infection with or the di sease caused by the severe
acute respiratory syndrone coronavirus 2 (SARS-CoV-2).

7. "lmmgration authority" means any entity, officer, enployee, or
gover nnent enpl oyee or agent thereof charged with or engaged in enforce-
ment of the federal Imrigration and Nationality Act, including the

United States Imm gration and Custons Enforcement, United States Depart -
nent of Honmeland Security., or United States Custons and Border
Protection, or agent, contractor or enployee thereof, or any successor
I egislation or entity.

8. "De-identified" nmeans, in relation to contact tracing information,
that the information cannot identify or be nade to identify or be asso-
ciated with a particular individual, directly or indirectly and is

subj ect to technical safeguards and policies and procedures that prevent
re-identification, whether intentionally or wunintentionally, of any
i ndi vi dual

9. "Law enforcenment agent or entity" means any governnental entity or
public servant, or agent, contractor or enployee thereof, authorized to
investigate, prosecute, or nake an arrest for a crimnal or civil
of fense (except a designated civil offense), or -engaged in any such
activity, but shall not nmean the departnent, the comm ssioner, a health
district, a county department of health, a county health comm ssioner, a
| ocal board of health, a local health officer, the departnment of health
and nmental hygiene of the city of New York, or the conm ssioner of the
departnent of health and nental hygiene of the city of New York. As
used in this subdivision, "designated civil offense" neans a civil
of fense or offenses designated by the conm ssioner (or the conm Ssioner
of the New York city departnent of health and nental hygiene in the case
of contact tracing information collected by or under authority of the
New York city departnment of health and nmental hygiene or the New York
city health and hospitals corporation).

10. "Support" neans resources or services provided to an individual to
enable such individual to safely quarantine or isolate, including
grocery, neal or pharmacy delivery, laundry services, child or elder
care, pet wal king, assistance with tel ephone, internet, or other commu-

ni cati on services or devices, health and nental health services, |ega
services, provision of appropriate living space for individuals who
cannot isolate or quarantine at hone, and inconme replacenent. "Support”

may also include support provided to other individuals for whomthe
i ndi vi dual commonly provides those resources or services.

11. "Permitted purpose" neans:

(a) disclosure to appropriate health care providers or their personne
for the purpose of the clinical diagnosis, care or treatnment of the
[ pHreipat] case individual or contact individual who is the subject of
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the informati on, where an enmergency exists and the individual 1is in
imediate need of medical attention and an attenpt to secure consent
woul d result in delay of treatment which would increase the risk to the
individual's life or health;

(b) faC|I|tat|ng a Iegally authorlzed publlc heal t h- related actlon

-]
wher e and onIy to the extent necessary to protect t he publlc health in
relation to COvVID 19; or

(c) [the—rrveostigation—prosocblon—or—detense—ot—a—civi-l—orlegal
action—fo+] use or disclosure of contact tracing information to pursue a
| egal action in relation to a violation of this title; provided that
disclosure shall be subject to in canera review and approval by the
court, and, if the use is initiated by a party other than the [p+#rei—
pa] case individual or contact individual who is the subject of the
contact tracing information, the information nust be highly material and
rel evant for the purpose.

§ 2181. COVID- 19 contact tracing; confidentiality. 1. (a) Al contact
tracing information shall be kept confidential by any contact tracer
[and] . contact tracing entity, or designated non-governnental entity and
may not be di scl osed except as necessary to carry out contact tracing or
a pernmtted purpose. A designated non-governnental entity may only act
in relation to contact tracing information as explicitly authorized by
this title.

(b) Where a contact tracer or contact tracing entity discloses contact
tracing information for a permtted purpose, the contact tracer or
contact tracing entity shall nake a record of the disclosure, including
to whom it was nade and when it was nade, which shall be part of the
contact tracing information

(c) Nothing in this title prohibits otherwise lawful voluntary
reporting, at the discretion of the contact tracer, reasonably and in
good faith: (i) to the statewide central registry under title six of
article six of the social services |law, adult protective services under
titles one and two of article nine-B of the social services law, or the
justice center for the protection of people with special needs under
article eleven of the social services law, or (ii) to a governnental or
non- governmental enmergency reporting system (such as a "911," donestic
vi ol ence or suicide prevention system to prevent immnent risk of
injury to any person.

(d) This title does not limt disclosure to or by, or possession or
use by, the case individual or contact individual who is the subject of
the information.

2. (a) An individual rmay waive the confidentiality provided for by
this section, only by a witten, infornmed and voluntary waiver, in plain
| anguage and in a | anguage understandable to the individual nmaking the
wai ver, and not part of any other docunent. The waiver shall state the
scope and limt of the waiver. No contact tracer, contact tracing enti-
ty or governnental or non-governnental entity may seek or act in reli-
ance on a waiver to distribute, sell, or otherw se disclose identifiable
or de-identified data to any individual or entity. Provided however,
nothing in this subdivision shall prohibit distribution or disclosure
that is otherwise explicitly authorized by this section. If an individ-
ual | acks the capacity to make a waiver, an individual authorized to
consent to health care for the individual, or the individual's |ega
representative, nmay nake the waiver. However, a waiver of confidential-
ity is not required to be witten if it is solely for the purpose of
arranging or providing support for the individual who is the subject of
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the contact tracing information, provided the consent is inforned and
voluntary.

(b) A waiver of confidentiality under this section shall only apply
for the purpose of arranging or providing support if the individual who
is the subject of the contact tracing information (or, if the individua
| acks the capacity to provide inforned consent, an individual authorized
to consent to health care for the individual, or the individual's |egal
representative) provides voluntary informed consent to the arranging or
provi di ng of the support.

3. A disclosure of contact tracing information authorized under this
section shall be limted in scope as to the identity of any individual,
the information to be disclosed, and the party to which disclosure may
be made, and as necessary to achi eve the purpose of the disclosure under
this section, and shall not authorize re-disclosure except as explicitly
aut hori zed by the terns of the waiver under this section. However, this
section does not bar disclosure of contact tracing information pertain-
ing to and identifying a [p+nreipal] case individual or contact individ-
ual by the individual who is identified

4. (a) This section does not bar otherw se-lawful disclosure,
possessi on or use of de-identified contact tracing information, includ-
ing aggregate contact tracing infornmation] —that—s—de—identiiied].
Di scl osure, possession or use under this subdivision shall only be for a
public health or public health research or evaluation purpose as deter-
mned by the commssioner (or the comm ssioner of the New York city
departnent of health and nental hygiene in the case of contact tracing
information collected by or under authority of the New York city depart-
ment of health and nmental hygiene or the New York city health and hospi -
tals corporation), and shall not authorize re-disclosure or other use.

(b) A person or entity may only disclose, possess or use de-identified
contact tracing information if the person or entity, and the person or
entity to which it is disclosed, nmmintains technical safeguards and
policies and procedures that prevent re-identification, whether inten-
tional or unintentional, of any individual, as nmay be required by the
comm ssioner (or the New York city conm ssioner of health and nmenta
hygi ene in the case of contact tracing information collected by or under
authority of the New York city department of health and nental hygiene
or the New York city health and hospitals corporation). The conm ssion-
er (or the New York city comni ssioner as the case may be) shall require
saf eguards, policies and procedures under this paragraph as the conm s-
si oner deens practicable.

(c) Disclosure, possession and use of de-identified contact tracing
i nformati on under this subdivision shall be only pursuant to approval by
the comm ssioner (or the New York city conmm ssioner of health and nental
hygi ene in the case of contact tracing information collected by or under
authority of the New York city departnment of health and nental hygiene
or the New York city health and hospitals corporation) specifying the
pur pose, nature and scope of the disclosure, possession and use and
measures to ensure that it will conply with this section and the terns
of the approval.

5. No | aw enforcenent agent or entity or inmmgration authority shal
be a contact tracer or contact tracing entity or engage in contact trac-
ing. This subdivision does not bar an individual who is associated with
a law enforcenent entity or inmgration authority fromacting only as a
[ pheipal] case individual or contact individual. Thi s subdi vi si on
does not prevent a |law enforcenent agent or entity fromassisting in a
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perm tted use under paragraph (b) of subdivision eleven of section twen-
ty-one hundred eighty of this title.

6. No contact tracer [e]. contact tracing entity or designated non-
governnental entity may provide contact tracing information to a |aw
enforcenent agent [e+]. entity or immgration authority, or any individ-
ual or entity other than the contact tracing entity fromwhich it
received the information, except as explicitly authorized by this title.
Wt hout consent under subdivision two of this section, contact tracing
information and any evidence derived therefromshall not be subject to
or provided in response to any |egal process or be admissible for any
purpose in any judicial or adm nistrative action or proceedi ng. However,
this subdivision does not restrict providing information, relating to a
speci fied [ p+Hreipal] case individual or contact individual, where and
only to the extent necessary for a permtted purpose.

7. (a) Contact tracing entities shall establish appropriate admnis-
trative, technical and physical safeguards, policies and procedures that
ensure the security of contact tracing information under the entity's
jurisdiction. The safequards, policies and procedures must ensure
contact tracing information is encrypted and protected at |east as nuch
as or nore than other confidential information under the entity's juris-
diction. All storage of contact tracing information shall neet the
requirenents of this title. The commissioner (or the New York city
comm ssi oner of health and nental hygiene in the case of contact tracing
information collected by or under authority of the New York city depart-
ment of health and nmental hygi ene or the New York city health and hospi -
tals corporation) shall make regulations as reasonably necessary to
require that contact tracing information possessed, used or under the
control of a contact tracer or contact tracing entity shall be subject
to technical safeguards [and], policies and procedures for storage,
transm ssion, wuse and protection of the information. The regul ations
shal | prevent possession, use or disclosure of the contact tracing
information not permtted by this title, and shall be at |east as or
nmore protective than the safeguards, policies and procedures the conm s-
sioner (or the New York city comr ssioner as the case may be) provides
for other confidential information.

(b) This paragraph applles [mhe#e——e9nLaeL——L#ae#ng—#nﬁg;#a##enfLs

coptract—wth a governmental—entity—or an agentthereof]| to a contact

tracer or contact tracing entity that is a non-governnental individual
or entity enployed by or under contract with a governnental entity, or
an _agent thereof. Wthin [#+hi+y] sixty days of collecting or receiving
the contact tracing information, the [nen—ge¥e#na%n#a#—+nd+¥+daa+—£wq
entity shall (i) renmove information fromits possession or control and
deliver it to the appropriate governnental contact tracing entity or a
desi gnated non-governmental entity specified by the governnental contact
tracing entity, retaining no copy of it; (ii) expunge the information
from its possession or control; or (iii) de-identify the information.
However, the expungenent or de-identification of particular contact
tracing information may be postponed for up to fifteen days after the
initial sixty day period while the contact tracer or contact tracing
entity is actively engaged in contact tracing using that information,
provi ded that the [p+neipal] case individual or contact individual to
whom it pertains gives voluntary informed consent. The di scl osure,
possessi on and use of the de-identified contact tracing information
shall be subject to subdivision four of this section
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§ 2182. Regulations. The conm ssioner shall make regul ati ons [i#ple—
menting] as reasonably necessary to inplement this title.

g8 2. This act shall take effect on the same date and in the same
manner as a chapter of the laws of 2020, anmending the public health |aw
relating to the confidentiality of contact tracing information, as

proposed in legislative bills nunbers S. 8450-C and A 10500-C, takes
effect.



