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STATE OF NEW YORK

10217

| N ASSEMBLY

May 6, 2022

Introduced by COMWMW TTEE ON RULES -- (at request of M of A Qis) --
read once and referred to the Conmttee on Sci ence and Technol ogy

AN ACT to anmend the penal law, in relation to establishing the crine of
aggravat ed harassnment by neans of electronic or digital communication;
and to anmend the <civil rights law, in relation to providing for a
private right of action for the unlawful dissenination or publication
of deep fakes

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The penal law is anended by adding a new section 240.78 to
read as foll ows:

8 240.78 Aggravated harassnent by neans of electronic or digital comu-
ni cation.

1. A person is qguilty of aggravated harassnent by neans of electronic
or digital conmmunication when, with the intent to harass, annoy, threat-
en or alarm another person, he or she produces, distributes, publishes
or broadcasts material that contains a picture, photograph or inage of a
person or persons or a deep fake into which the inmage of another person
or _persons is superinposed as a deep fake.

2. For purposes of this section, "deep fake" neans a digitized inmage
that is altered to incorporate a person's face or their identifiable
body part onto such inmage, and such image is any printed material,
advertisenent, novie, video, communication or conputer inmage that
depicts a pornographic or lewd sex act as defined pursuant to section
245.00 or 130.00 of this chapter, or graphic violence, that is published
without the explicit witten pernission of the individual or individuals
depicted, and for no other legitimate purpose other than to harass,
annoy, threaten or alarm another person.

Aggravated harassnment by neans of electronic or digital comunication
shall be a class E felony.

§ 2. Section 52-b of the civil rights law, as added by chapter 109 of
the laws of 2019, is anended to read as foll ows:

8 52-b. Private right of action for unlawful dissenination or publica-
tion of an intimte image or deep fake. 1. Any person depicted in a

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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still or video imge, regardl ess of whether or not the original still or
vi deo i mage was consensual | y obtained, shall have a cause of action
against an individual who, for the purpose of harassing, annoying or
alarm ng such person, dissenminated or published, or threatened to
di ssem nate or publish, such still or video i mage, where such inage or
deep fake:

a. was a deep fake or was taken when such person had a reasonable
expectation that [+he] their inmage would renain private; and

b. depicts (i) an unclothed or exposed intimate part of such person
or (ii) such person engaging in sexual conduct, as defined in subdivi-
sion ten of section 130.00 of the penal |law, w th another person; and

c. was di ssemnated or published, or threatened to be dissem nated or
publ i shed, wi thout the consent of such person.

2. In any action comrenced pursuant to subdivision one of this
section, the finder of fact, inits discretion, may award injunctive
relief, punitive damages, conpensatory damages and reasonable court
costs and attorney's fees.

3. This section shall not apply to the foll ow ng:

a. the reporting of unlawful conduct;

b. dissemnation or publication of an intimate still [e+]. video inmage
or deep fake made during | awful and common practices of |aw enforcenent,
| egal proceedings or medical treatnent;

c. inmages involving voluntary exposure in a public or conmercial
setting; or

d. dissenmination or publication of an intinmate still [e+], video imge
or deep fake nmade for a legitimate public purpose.
4. Any person depicted in a still or video inage or deep fake that

depi cts an uncl othed or exposed intinmate part of such person, or such
person engaging in sexual conduct as defined in subdivision ten of
section 130.00 of the penal |law with another person, which is dissem
inated or published w thout the consent of such person and where such
person had a reasonabl e expectation that the inage would remain private,
may maintain an action or special proceeding for a court order to
require any website that is subject +to personal jurisdiction under
subdi vision five of this section to permanently renove such still [e+].
video inmage or deep fake; any such court order granted pursuant to this
subdi vision may direct renmoval only as to inmages that are reasonably
within such website's control

5. a. Any website that hosts or transmts a still or video image or
deep fake, viewable in this state, taken or produced under circunstances
where the person depicted had a reasonabl e expectation that the inage
woul d remain private, which depicts:

(i) an unclothed or exposed intimate part, as defined in section
245. 15 of the penal |law, of a resident of this state; or

(ii) aresident of this state engaging in sexual conduct as defined in
subdi vi sion ten of section 130.00 of the penal |law with another person
and

b. Such still [e+], video image or deep fake is hosted or transnitted
wi t hout the consent of such resident of this state, shall be subject to
personal jurisdiction in a civil actionin this state to the maxi num
extent permtted under the United States constitution and federal |aw.

6. A cause of action or special proceeding under this section shall be
conmenced the |ater of either:

a. three years after the dissem nation or publication of an inmage; or

b. one year fromthe date a person discovers, or reasonably should
have di scovered, the dissem nation or publication of such inage.
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6-a. For purposes of this section, the following terns shall have the
fol l owi ng nmeani ngs:

a. "Individual® neans a person, corporation, business entity, firm
association, committee or organization conducting business within the
state of New York.

b. "Deep fake" nmeans a digitized inage that is altered to incorporate
a person's face or their identifiable body part onto such inmage, and
such image is any printed material, advertisenent, novie, video, comru-
ni cation or conputer image that depicts a pornographic or lewd sex act
as defined pursuant to section 245.00 or 130.00 of the penal law,  or
graphic violence, that is published without the explicit witten pernis-
sion of the individual or individuals depicted, and for no other leqiti-
nat e purpose other than to harass, annoy., threaten or alarm another
per son.

7. Nothing herein shall be read to require a prior crimnal conplaint,
prosecution or conviction to establish the elenments of the cause of
action provided for by this section.

8. The provisions of this section are in addition to, but shall not
supersede, any other rights or renedies available in |law or equity.
9. If any provision of this section or its application to any person

or circunstance is held invalid, the invalidity shall not affect other
provisions or applications of this section which can be given effect
wi thout the invalid provision or application, and to this end the
provi sions of this section are severable.

10. Nothing in this section shall be construed to limt, or to
enlarge, the protections that 47 U S.C 8§ 230 confers on an interactive
computer service for content provided by another information content
provider, as such ternms are defined in 47 U S.C. § 230.

8§ 3. Section 52-c of the civil rights law, as added by chapter 304 of
the | aws of 2020, is anended to read as foll ows:

8§ 52-c. Private right of action for unlawful dissenination or publica-
tion of a sexually explicit depiction or deep fake of an individual. 1
For the purposes of this section:

a. "depicted individual" neans an individual who appears, as a result
of digitization, to be giving a performance they did not actually
performor to be perfornming in a perfornmance that was actually perforned
by the depicted individual but was subsequently altered to be in
violation of this section.

b. "digitization" neans to realistically depict the nude body parts of
anot her human being as the nude body parts of the depicted individual,
conput er-generated nude body parts as the nude body parts of the
depicted individual or the depicted individual engaging in sexua
conduct, as defined in subdivision ten of section 130.00 of the pena
law, in which the depicted individual did not engage.

c. "individual" means a natural person.
d. "person" nmeans a human being or legal entity.
e "sexually explicit material" means any portion of an audi o visua

work, or deep fake, that shows the depicted individual perfornming in the
nude, meaning with an uncl othed or exposed intimte part, as defined in
section 245.15 of the penal law, or appearing to engage in, or being
subj ected to, sexual conduct, as defined in subdivision ten of section
130. 00 of the penal |aw

f. "deep fake" nmeans a digitized image that is altered to incorporate
an individual's face or their identifiable body part onto such inmge,
and such image is any printed material, advertisenent, novie, video,
comuni cation or conputer inmage that depicts a pornographic or lewd sex
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act as defined pursuant to section 245.00 or 130.00 of the penal |aw, or
graphic violence, that is published without the explicit witten perms-
sion of the individual or individuals depicted, and for no other leqgiti-
mate purpose other than to harass, annoy, threaten or al arm another
per son.

2. a. A depicted individual shall have a cause of action against a
person who, discloses, dissemnates, produces or publishes sexually
explicit material or a deep fake related to the depicted individual, and
the person knows or reasonably should have known the depicted individua
inthat material did not consent to its creation, disclosure, dissem
i nation, production or publication.

b. It shall not be a defense to an action under this section that
there is a disclaimer in the sexually explicit material that conmuni-
cates that the inclusion of the depicted individual in the sexually
explicit material was unauthorized or that the depicted individual did
not participate in the creation or devel opnent of the material.

3. a. A depicted individual may only consent to the creation, disclo-
sure, dissem nation, production, or publication of sexually explicit
material or a deep fake by knowi ngly and voluntarily signing an agree-
ment witten in plain |anguage that includes a general description of
the sexually explicit material and the audi ovisual work in which it will
be incorporat ed.

b. A depicted individual my rescind consent by delivering witten
notice within three business days fromthe date consent was given to the
person in whose favor consent was made, unless one of the follow ng
requi rements is satisfied:

i. the depicted individual is given at |east three business days to
review the ternms of the agreenent before signing it; or

ii. if the depicted individual is represented, the attorney, talent
agent, or personal manager authorized to represent the depicted individ-
ual provides additional witten approval of the signed agreemnent.

4. a. A person is not liable under this section if:

i. the person discloses, dissemnates or publishes the sexually
explicit material in the course of reporting unlawful activity, exercis-
ing the person's |aw enforcenment duties, or hearings, trials or other
| egal proceedings; or

ii. the sexually explicit material is a matter of legitimte public
concern, a work of political or newsworthy value or simlar work, or
conmentary, criticism or disclosure that is otherw se protected by the
constitution of this state or the United States; provided that sexually
explicit material shall not be considered of newsworthy val ue solely
because the depicted individual is a public figure.

5. In any action commenced pursuant to this section, the finder of
fact, inits discretion, may award injunctive relief, punitive damages,
conmpensat ory danages, and reasonable court costs and attorney's fees.

6. A cause of action or special proceeding under this section shall be
conmenced the |ater of either:

a. three years after the dissemnation or publication of sexually
explicit material; or

b. one year from the date a person discovers, or reasonably should
have di scovered, the dissemnation or publication of such sexually
explicit material.

7. Nothing in this section shall be read to require a prior crimnal
conpl ai nt, prosecution or conviction to establish the elements of the
cause of action provided for in this section.
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8. The provisions of this section including the renmedies are in addi-
tion to, and shall not supersede, any other rights or renedies avail able
in law or equity.

9. If any provision of this section or its application to any person
or circunstance is held invalid, the invalidity shall not affect other
provisions or applications of this section which can be given effect
without the invalid provision or application, and to this end the
provi sions of this section are severable.

10. Nothing in this section shall be construed to limt, or to
enlarge, the protections that 47 U S.C. § 230 confers on an interactive
computer service for content provided by another information content
provider, as such ternms are defined in 47 U S.C. § 230.

8 4. This act shall take effect immediately.



