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STATE OF NEW YORK

6042

2021- 2022 Regul ar Sessi ons

| N ASSEMBLY

March 5, 2021

Introduced by M of A CRUZ -- read once and referred to the Conmttee
on Consuner Affairs and Protection

AN ACT to anend the general business |law, the executive law, the state
finance law and the education law, in relation to enacting the
"digital fairness act"

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "digital fairness act".

8§ 2. Legislative findings. The Ilegislature finds that privacy
violations and nisuse of personal information in the digital age can
lead to a range of harns, including discrimnation in enploynent,
heal t hcare, housing, access to credit, and other areas; unfair price
discrimnation; and financial, enotional, or reputational harms. M suse
of personal information can linmt awareness of and access to opportu-
nities, exacerbate information disparities, erode public trust and free
expression, disincentivize individuals from participating fully in
digital life and utilizing online services, and increase the risk of
future harnmns.

The legislature additionally finds that individuals in New York state,
i ke individuals across the nation, do not know or consent to the manner
in which entities collect, wuse, retain, share, and nonetize their
personal information. This m sunderstanding is, at least in part, due to
obfuscation on the part of the entities |everaging individuals' persona
i nformation. Researchers at Carnegie Mellon found that it would take
seventy-six work days for individuals to read all of the privacy poli-
cies they encounter in a year. Although the advertising industry devel-
oped a common |ogo and slogan to notify individuals of the opportunity
to opt-out of targeted advertising, following market research, the
i ndustry selected the slogan and | ogo that few individuals understood,
seem ngly to di scourage opt-out.

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] isoldlawto be omtted
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The legislature further finds that entities that collect, use, retain,
share, and nonetize personal information have specialized know edge
about the algorithns and data security neasures they use, as well as
about how they collect, use, retain, share, and nonetize personal infor-
mation, that the average individual is unlikely to understand. Just as
banks, |awyers, and nedical providers, given their specialized know
| edge, have special obligations to individuals, entities collecting
intimte personal information in the digital age and benefiting from
simlarly specialized know edge shoul d have sinilar obligations.

The legislature also finds that individuals in New York state, |ike
i ndi vidual s across the country, value privacy and wish to control who
has access to their personal information. Ninety-two percent of Face-
book users alter the social network's default privacy settings, denon-
strating that they wish to choose with whomthey share personal informa-
tion. Simlarly, ninety-two percent of Anmericans believe conpanies
shoul d obtain individuals' perm ssion before sharing or selling their
personal information

The legislature additionally finds that biometric information is
unlike other unique identifiers, because bionmetric information is
biologically wunique to an individual and cannot be changed if conpro-
m sed. As a result, bionetric information nmerits special protections.

The legislature also finds that it has had a decades long interest in
protecting New Yorkers' privacy. For exanple, since 1996, section 79-
of the New York civil rights |aw has protected the privacy of genetic
information, requiring an individual's inforned, witten consent prior
to genetic testing and restricting the disclosure and retention of
genetic information.

The legislature further finds that the use of automated decision
systems to nmake core governnent and busi ness decisions raises concerns
around due process, fairness, accountability, and transparency, as well
as other civil rights and liberties. Reliance on automated decision
systens w thout adequate transparency, oversight, or safeguards can
underm ne market predictability, harmconsunmers, and deny historically
di sadvantaged or vulnerable groups the full neasure of their civil
rights and |iberties.

The legislature finally finds that New York has the 1ongest standing
human rights lawin the nation and that the state has prioritized root-
ing out discrimnation in enmploynent, housing, credit, public accomo-
dations, and educational institutions based on age, race, national
origin, sex, sexual orientation, gender identity, disability, and other
protected classes. Ensuring that sophisticated algorithnms cannot be used
to circunvent the state's civil and human rights laws is an inportant
exercise of the legislature' s authority.

8 3. The general business |law is anended by adding a new article 39-FF
to read as follows:

ARTI CLE 39-FF
Dl G TAL FAI RNESS ACT
Section 899-cc. Definitions.
899-dd. Meani ngful notice.
899-ee. Opt-in consent.
899-ff. Affirmative obligations.
899-gg. Bionetric information; retention, collection, disclosure
and destruction.
899-hh. Surreptitious surveill ance.
899-ii. Enforcenent.
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8 899-cc. Definitions. For the purposes of this article, the follow ng
terns shall have the foll owi ng neani ngs:

1. "Bionetric information" shall nean a record of one or nbre nmeasur-
able biological or behavioral characteristics that can be used singul ar-
ly or in conbination with other characteristics, or with other inforna-
tion, for autonated recognition of a known or unknown individual
Exanpl es of such termshall include, but not be limted to: finger-
prints, retina and iris patterns, voiceprints, DNA sequence, facial
characteristics, gait, handwiting, key stroke dynami cs, and npuse nove-
nents.

2. "Collect" shall nmean to buy, rent, gather, obtain, receive, or
access any personal information pertaining to an individual by any
neans, online or offline, including but not limted to, receiving infor-
mation fromthe individual or froma third party, actively or passively,
or obtaining information by observing such individual's behavior.

3. "Conduct business in New York" shall mean to produce, solicit, or
offer for wuse or sale any product or service in a manner that inten-
tionally targets, or may reasonably be expected to contact, New York
residents, or to engage in any activity that would subject the actor to
personal jurisdiction under section three hundred one or section three
hundred two of the civil practice law and rules, whether or not for

profit.
4. "Covered entity" shall nean a legal entity that conducts business

in New York state and as part of such business, processes and maintains
the personal information of five hundred or nore uni que individuals.

5. "Data processor" shall nean a person that processes personal infor-
mation on behalf of a covered entity.

6. "De-identified information" shall nean information that cannot
reasonably identify, relate to, describe, be capable of being associated
with, or be linked, directly or indirectly, to a particular individual
provided that a covered entity that uses de-identified infornmation:

a) Has inplenented technical safeguards that rohibit reidentifica-
tion of the individual to whom such information nmay pertain;

(b) Has inplenented business processes that specifically prohibit
reidentification of such informtion;

(c) Has inplenented business processes that prevent inadvertent
rel ease of such de-identified information; and

(d) Makes no attenpt to reidentify such information

7. "Device" shall nmean a product that is capable of sending, routing,
or receiving comunications to or from another device and intended for
use by a single individual or single household or, if used outside of a
home, for use by the general public.

8. "Device fingerprinting" shall nmean information passively collected
for the purpose of identifying a device through a conbination of device
identifiers, wireless or cellular netwrks, |anguage settings. software
versions, tine zone, frequently visited sites, drivers, or other spec-
ifications.

9. "Device indicator" shall nean any identifier tied to an individual
househol d, or device, including but not linmted to a conbinatory nethod
such as device fingerprinting or a technical identifier such as internet
protocol address, device advertisenent identifier, serial nunber, inter-
national nobile equipnent identity, nedia access control address. cookie
identifier, or subscriber identification npdule card serial nunber,
whet her resettable or persistent.

10. "Disclose" shall nean any action, set of actions, or omssion in

which a covered entity, data processor, or third party nmakes persona
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information available to another person, intentionally or uninten-
tionally, including but not linmted to, sharing, publishing, releasing,
transferring. disseninating, naking available, selling, |easing., provid-
ing access to, failing to restrict access to, or otherw se conmuni cating
orally, in witing, electronically, or by any other neans.

11. "Division" shall nean the consuner protection division, unless
context clearly indicates otherw se

12. "Governnental entity" shall nean a departnent or agency of the
state or a political subdivision thereof, or an individual acting for or
on behalf of the state or a political subdivision thereof.

13. "Harmi' shall nean potential or realized adverse consequences to an
individual or to society, including but not limted to:

(a) Direct or indirect financial harm

(b) Physical harmor threats to persons or property., including but not
limted to bias-related crinmes and threats, harassnment, and sexua
harassnent .

(c) Discrinmnation in goods, services, or economc opportunity,
including but not Ilimted to housing, enploynent, credit, insurance,
education, or health care on the basis of an individual or class of
individuals' actual or perceived age, race, national origin, sex. sexua
orientation, gender identity, marital status, disability, mlitary
status, and/or nenbership in another protected cl ass.

(d) Interference with or surveillance of first anmendnent-protected
activities by state actors.

(e) Interference with the right to vote or wth free and fair
el ections.

(f) Interference with due process or equal protection under |aw

(g) Loss of individual control over personal infornmation, nonconsensu-
al sharing of private information, and data breach.

(h) The nonconsensual capture of information or communications wthin
an individual's hone or where an individual has a reasonabl e expectation
of seclusion or access control.

(i) Oher effects on an individual that may not be reasonably foresee-
able to, contenplated by, or expected by the individual to whomthe
personal infornmation relates, that are neverthel ess reasonably foreseea-
ble, contenplated by, or expected by the covered entity that alter or
limt such individual's choices or predetermne results.

14. "Individual" shall nean a natural person whoma covered entity
knows or has reason to knowis located within New York state.

15. "Personal information" shall nean information that is captured in
exchange for any kind of value provided to the individual to whomthe
information pertains, including but not linted to a good or service,
the placenent of targeted advertisenents, or a nenbership; as a result
of an individual, household, or device's establishnent or maintenance of
an account with a covered entity; or as a result of an individual
household, or device's interaction wth a covered entity. Such term
shall also include information that directly or indirectly identifies,
relates to, describes, is capable of being associated with, or could
reasonably be linked to a particular individual, household, or device
that provides or provided information to a covered entity in exchange
for any kind of value provided to the individual to whom such informa-
tion pertains or that established, nmintained, establishes or nmintains
an account with a covered entity. Infornation is reasonably linkable to
an_individual, household, or device if it can be used on its own or in
conbination with other reasonably available infornmation, regardless of
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whet her such other information is held by the covered entity, to identi-
fy an individual., household, or device.

16. "Mbonetize" shall nean to sell, rent, release, disclose, dissem
inate, nake available, transfer, or otherwise comunicate orally, in
witing, or by electronic or other neans. an individual's persona
information by a covered entity, a third party, or a data processor in
exchange for nonetary or other consideration, as well as to | everage or
use an individual's personal information to place a targeted advertise-
nment or to otherwise profit, regardless of whether such individual's
personal information changes hands.

17. "Process" or "processing"” shall nmean any action or set of actions
performed on or with personal information., including but not limted to,
collection, access, use, retention, sharing, nonetizing, analysis,
creation. generation, derivation, decision-naking, recording, alter-
nation, organization, structuring, storage, disclosure, transm ssion,

sale, licensing, disposal, destruction, de-identifying, or other handl-
ing of personal infornmation.

18. "Reasonably understandable" shall nean of a length and conplexity
such that an individual with a fourth-grade reading level, as estab-

lished by the New York departnment of education's fourth grade English
| anguage arts learning standards, can read and conprehend the contents
in two mnutes or |ess.

19. "Targeted advertisenent" shall nean an advertisenent directed to
an _individual where the advertisenent is selected based on persona
information obtained or inferred over tine fromsuch individual's or the
individual's device's activities, communications, or associations across
websites, applications, services, or covered entities. Such term shal
not include advertisenents directed to an individual solely based upon
the individual's current visit to a website, application., service, or
covered entity, or in response to the individual's request for inforna-
tion or feedback.

20. "Third party" shall nean., with respect to an individual's persona
information, any person that is not the covered entity or a data proces-
sor.

21. "Use npdel" shall nean a discrete purpose for which collected
personal infornmation is to be processed, including but not limted to,
first party marketing, third party marketing, first party research and
devel opnent, third party research and devel opnent. and product inprove-
nent .

8 899-dd. Meaningful notice. 1. In addition to any long form privacy
policy, each covered entity shall nmake persistently and conspicuously
avail able a short-form privacy notice--

(a) That an individual nmust interact with upon the individual's first
visit to the covered entity's website or first use of the covered enti-
ty's nobile application;

(b) Persistently available and readily accessible on a covered enti-
ty's website or nobile application;

(c) At the physical place of business or any offline equivalent nain-
tained by the covered entity; and

(d) At or prior to the point of sale of a product or service,
subscription to a service, or establishnent of an account wth, the
covered entity or if there is no such sale, subscription, or establish-
nent. before the individual uses such product or service of the covered
entity.

2. The short-formprivacy notice required by subdivision one of this
section shall
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(a) Be clear, concise, well-organized, and conplete;

(b) Be clear and proninent in appearance;

(c) Use clear and plain |anguage;

(d) Use visualizations where appropriate to nmake conplex infornation
under st andabl e by the ordinary user;

(e) Be reasonably understandabl e;

(f) Be clearly distinguishable fromother matters;

(g) Not contain any unrelated, confusing, or contradictory inforna-
tion;

(h) Be no nore than five hundred words, excluding the list of third
parties required under paragraph (f) of subdivision three of this
section; and

(i) Be provided free of charge.

3. The short-formprivacy notice required by subdivision one of this
section shall include:

a) What personal infornmation is bein rocessed;

(b) The manner in which personal infornation is processed;

(c) How and for what purpose the covered entity processes personal
information;

(d) How | ong personal information will be retained;

(e) Whether and how the covered entity nonetizes personal information;

(f) To which third parties the covered entity discloses persona
information and for what purposes; and

(g) How the covered entity collects personal information, including
offline practices, when the individual is not directly interacting with
such covered entity.

4. The list of third parties required under paragraph (f) of subdivi-
sion three of this section, shall be offset by at least two |ine breaks
fromthe rest of the short-formprivacy notice required under subdivi-
sion one of this section.

5. Wthin one year of the enactnment of this article, the consuner
protection division shall establish standardized short-form privacy
notices that conply with this section. A covered entity may satisfy the
short-formprivacy notice requirenments by adopting the standardized
short-formprivacy notice established by the division.

6. Wthin one vyear of the enactnent of this article, the consuner
protection division shall develop a recognizable and uniform logo or
button to pronpte individual awareness of the short-formprivacy notice
that may be used by covered entities.

7. The consuner protection division nmay pronulgate rules and regu-
lations specifying additional requirenents for the fornat and substance
of such short-formprivacy notices.

8 899-ee. Opt-in consent. 1. A covered entity shall obtain freely
given, specific, infornmed, and unanbi guous opt-in consent froman indi-
vidual to:

(a) Process such individual's personal infornmation; and

(b) Make any changes in the processing of such individual's infornma-
tion that necessitate a change to the entity's short-form privacy notice
required under section eight hundred ninety-nine-dd of this article.

2. Wthin one year of the enactnent of this article, the division
shall pronulgate rules and requlations grouping different types of proc-
essing of personal information by use nodel and permitting a covered
entity to sinmultaneously obtain freely given. specific, infornmed., and
unanbi guous opt-in consent froman individual for multiple transactions
of the sanme use nodel
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3. A covered entity shall ensure that the option to withhold consent
is displayed as clearly and proninently as the option to provide
consent.

4. A covered entity shall provide a nechanismfor an individual to
wi t hdraw previ ously-given consent at any tine. Such nechani sm shall make
it as easy for an individual to withdraw their consent as it is for such
individual to provide consent.

5. A covered entity shall not be required to obtain freely given,
specific, inforned, and unanbiguous opt-in consent froman individua
under subdivision one of this section if:

(a) The processing is necessary for the primary purpose of the trans-
action for which personal information is provided., such as the provision
of financial information to conplete a purchase or the provision of a
mai | ing address for package delivery; provided that the personal infor-
mati on shall not be processed or nonetized for any other purpose wi thout
the freely qgiven., specific, infornmed, and unanbi guous opt-in consent
fromthe individual to whomthe personal information pertains.

(b) The covered entity, in good faith, believes that an energency
presenting the risk of death or serious physical injury to any individ-
ual requires disclosure, without delay., of personal infornmation relating
to such energency, the covered entity may disclose the personal inform-
tion relating to such enmergency to a governnental entity. A covered
entity that discloses the personal information of an individual wthout
obtaining opt-in approval shall, within twenty-four hours, inform the
i ndi vi dual of the personal information that the covered entity
disclosed, the details of the energency., and the reasons why the covered
entity needed to use, access. or disclose the personal information.

(c) Processing the personal information is necessary for engaging in
public or peer-reviewed scientific, nedical, historical. social science,
or statistical research in the public interest that adheres to all other
applicable ethical standards or laws, with infornmed consent.

(d) Processing the personal information is necessary for clinical
treatnment, public health, nedical educational, nedical training, or
insurance purposes, provided that the personal information shall not be
processed or nonetized for any other purpose without the freely given,
specific, inforned. and unanbi guous opt-in consent from such individua
to whomthe personal infornation pertains.

(e) The processing involves only de-identified information.

(f) In response to a warrant issued by a court of conpetent jurisdic-
tion under the procedures described in the federal rules of crimnal
procedure or article six hundred ninety of the crimnal procedure |aw.

(g) If required by state or federal |aw

6. The division is hereby authorized and directed to conduct a study
to determine the nost effective way for entities to obtain individuals'
freely given, specific, inforned, and unanbiguous opt-in consent for
each type of personal information processing and, to the extent possi -
ble, to avoid notice fatigue.

7. The division may request data and infornmation from covered entities
conducting business in New York state, other New York state governnent
entities adninistering notice and consent regines. consuner protection
and privacy advocates and researchers, internet standards setting
bodies, such as the internet engineering taskforce and the institute of
electrical and electronics engineers, and other relevant sources to
effectuate the purpose of such study. The division shall receive, upon
request. data fromother New York state governnental entities.
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8. Wthin one vear of the enactnent of this article, the division
shall promulgate rules and regulations specifying the manner in which
covered entities shall obtain individuals' freely given, specific,
informed, and unanbiguous opt-in consent for each type of persona
information processing, as well as the nmanner in which individuals may
withdraw their consent at any tine. Such rules and regulations shal
require covered entities to make it as easy for an individual to wth-
draw their consent as it is for the individual to provide consent.

9. Under no circunstances shall an individual's interaction with a
covered entity or use of a covered entity's product or service, when the
covered entity has a terns of service or a privacy policy, including the
short-form privacy notice required under section eight hundred ninety-
nine-dd of this article, in and of itself constitute freely given,
specific, inforned. and unanbi guous consent.

10. To the extent that a covered entity nmust process internet protoco
addresses, system configuration information, URLs of referring pages,
| ocal e and | anguage preferences, keystrokes, and other personal inforna-
tion in order to obtain individuals' freely given, specific, inforned,
and unanbi guous opt-in consent, the covered entity shall

(a) Only process the personal information necessary to request freely
given, specific., informed, and unanbi guous opt-in consent;

(b) Process the personal information solely to request freely given.
specific, inforned, and unanbi guous opt-in consent; and

(c) Imediately delete the personal infornation if consent is wthheld
or _wi t hdr awn.

11. A covered entity shall not refuse to serve an individual who does
not approve the processing of such individual's personal information
under this section, unless the processing is necessary for the prinmary
pur pose of the transaction such individual has requested.

12. A covered entity shall not offer an individual a program that
relates the price or quality of a product or service to the privacy

protections afforded to the individual, including by providing a
di scount or other incentive in exchange for the opt-in approval of such
individual to the processing of such individual's personal information,

or because an individual declines to exercise the opportunities provided
under subdivision two of section eight hundred ninety-nine-ff of this
article.

13. Notwi thstanding subdivision twelve of this section., a covered
entity may., with the individual's freely qgiven, specific, inforned, and
unanbi guous opt-in consent given pursuant to this section, operate a
programin which information, products, or services sold to the individ-
ual are discounted based on such individual's prior purchases fromthe
covered entity; provided that the captured personal information shall be
processed solely for the purpose of operating such program

8§ 899-ff. Affirmative obligations. 1. Care. (a) A covered entity shal
store, transmt, and protect fromdisclosure all personal informtion
using the reasonable standard of care within the covered entity's indus-
try; and such covered entity shall store, transmit, and protect from
disclosure all personal infornation in a manner that is the sane as or
nore protective than the manner in which the covered entity stores,
transmits, and protects other confidential information.

(b) The division, in consultation with the office of infornation tech-
nol ogy services and the departnent of financial services, may develop
appropriate security standards for personal information. This paragraph
shall preenpt paragraph (a) of this subdivision only to the extent that
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the security standards devel oped are nore protective of personal infor-
nmation than the industry standard of care.

2. lovalty. (a) Absent freely given, specific, inforned, and unanbi g-
uous opt-in consent fromthe individual engaging in a transaction with a
covered entity, a covered entity shall not process personal information
beyond what is adequate., relevant. and necessary for the conpletion of
the transaction requested by such individual.

(b) A covered entity that maintains an individual's personal infornma-
tion shall provide such individual with a reasonable neans to access
their personal information, including any information obtained about
that individual froma third-party, whether online or offline, as well
as infornmati on about where or fromwhomthe covered entity obtained the
personal information and the nanes of the third parties to which the
covered entity has disclosed or will disclose the personal information.

(c) A covered entity that maintains an individual's personal infornma-
tion shall provide the access to such personal information under para-
graph (b) of this subdivision, in a usable and searchable fornat that
allows the individual to transfer the personal information from one
entity to another entity w thout hindrance.

(d) A covered entity that maintains an individual's personal infornma-
tion in a non-public profile or account shall delete such persona
information. and any information derived therefrom pertaining to an
i ndi vi dual upon such individual's request.

(e) A covered entity shall provide the opportunities required under
paragraphs (b)), (c) and (d) of this subdivision, in a formthat is:

(i) dear and conspi cuous;

(ii) Made available at no additional cost to the individual to whom
the infornmati on pertains; and

(iii) 1In a language other than English if the covered entity communi -
cates with the individual to whomthe information pertains in such other
| anguage.

(f) A covered entity shall conply with an individual's request under
paragraphs (b)), (c) and (d) of this subdivision, not later than ninety
days after receiving a verifiable request fromthe individual; or, if
the individual is a nmnor under the age of thirteen, the individual's
parent or guardian; or, if the individual is a mnor between the ages of
thirteen and eighteen, either the individual or the individual's parent
or guardi an.

(i) Were the covered entity has reasonable doubts or cannot verify
the identity of the individual making a request under paragraphs (b),
(c) or (d) of this subdivision, the covered entity nmay request addi -
tional personal information necessary for the specific purpose of
confirmng the identity of such individual. In such cases, the addi-
tional personal information shall not be processed for any purpose other
than verifying the identity of the individual and shall be deleted ime-
diately upon verification or failure to verify the individual

(ii) A covered entity may not de-identify an individual's persona
information during the ninety-day period beginning on the date on which
the covered entity receives a request fromthe individual pursuant to
paragraphs (b), (c) and (d) of this subdivision.

(iii) The division may pronulgate rules and regul ations specifying
additional requirenents for a covered entity's response to requests
pursuant to paragraphs (b)), (c) and (d) of this subdivision

(g) Wiere an individual has taken steps by the online selection of
options related to the processing of personal information, a covered

entity shall adhere to such sel ections.
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(h) A covered entity shall not share an individual's device identifi-
ers with any third party without the individual's freely given, specif-
ic, inforned, and unanbi guous opt-in witten consent.

3. Confidentiality. (a) A covered entity shall not disclose persona
information to a third party unless that third party is contractually
bound to the covered entity to neet the sanme privacy and security obli-
gations as the covered entity. A covered entity shall exercise reason-
able oversight and take reasonable actions, including by auditing the
data security and processing practices of the third party no less than
once annually, to ensure the third party's conpliance. The covered enti -
ty shall publish the results of such audit publicly on its website

(i) A covered entity shall not process personal information it has
acquired from a third party, wthout the freely given, specific,
informed, and unanbiguous opt-in consent fromthe individual to whom
that personal information pertains unless the processing is necessary to
obtain such individuals' freely given, specific, informed, and unanbig-
uous opt-in consent, in which the covered entity shall only process the
personal infornmation necessary to request freely qgiven, specific,
informed, and unanbiguous opt-in consent and shall inmmediately delete
such personal infornmation if consent is withheld or w thdrawn.

(ii) A covered entity that facilitates access to personal information
by other covered entities shall I|imt access to and seek proof of
destruction of such personal information if the first covered entity has
actual know edge that another covered entity has violated this section.

(b) A covered entity shall not disclose personal infornmation to a data
processor unless the covered entity enters into a contractual agreenent
with such data processor that prohibits the data processor from process-
ing such personal information for any purpose other than the purposes
for which the individual provided the personal infornmation to the
covered entity, and that requires the data processor to neet the sane
privacy and security obligations as the covered entity. Such data
processor shall not further disclose or process personal information it
has acquired fromthe covered entity except as explicitly authorized by
the contract. A covered entity shall exercise reasonable oversight and
take reasonable actions, including but not limted to, auditing the data
security and processing practices of the data processor no less than
once annually, to ensure its data processor's conpliance. The covered
entity shall publish the results of such audit publicly on its website

4. Duty. A covered entity that collects personal infornmation directly
from an individual has a duty, when processing such personal informa-
tion, to put the interests of the individual ahead of the interests of
the covered entity's business.

8 899-¢gg. Bionetric information; retention, collection, disclosure and
destruction. 1. A covered entity or governnental entity in possession
of bionetric information shall develop a witten policy., nmade available
to the public, establishing a retention schedule and guidelines for
permanently destroying bionetric infornation when the initial purpose
for collecting or obtaining such information has been satisfied, or
within one year of the individual's last interaction with the covered
entity or governnental entity, whichever occurs first. Absent a valid
warrant issued by a court of conpetent jurisdiction, a covered entity or
governnental entity in possession of bionetric infornmation shall conply
with its established retention schedule and destruction guidelines.

2. No covered entity shall collect, capture, purchase, receive through
trade, or otherwi se obtain an individual's bionetric information, unless
it first:
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(a) Informs the subject or the subject's legally authorized represen-
tative in witing that bionetric infornation is being collected or
stored;

(b) Informs the subject or the subject's legally authorized represen-
tative in witing of the specific purpose and length of term for which
such bionetric information is being collected, stored, and used; and

(c) Receives a witten release executed by the subject of the bione-
tric information or the subject's legally authorized representative.

3. Absent a law enforcenent investigation pursuant to a crimnal inci-
dent. no governnental entity shall collect, capture, purchase, receive
through trade, or otherwise obtain an individual's bionetric informa-
tion, unless:

(a) It first obtains a valid warrant issued by a court of conpetent
jurisdiction under the procedures described in the federal rules of
crimnal procedure or article six hundred ninety of the crimnal proce-
dure | aw._

(b) It believes that an energency involving i medi ate danger of death
or serious physical injury to any individual requires obtaining, wthout
delay, bionetric infornmation related to such energency and the request
is narrowy tailored to address such energency, subject to the follow ng
limtations:

(i) The request shall docunent the factual basis for believing that an
energency involving i nmedi ate danger of death or serious physical injury
to an individual requires obtaining. wthout delay, bionetric infornma-
tion relating to such energency; and

(ii) Not later than forty-eight hours after the date on which a
governnental entity obtains bionetric information under this paragraph,
the governnental entity shall file with the appropriate court a signed
sworn statenent of a supervisory official of a rank designated by the
head of such governnmental entity setting forth the grounds for the ener-

ency access; or

(c) It first inforns the subject or the subject's legally authorized
representative in witing that bionetric information is being collected
or stored, the specific purpose and length of termfor which such bione-
tric information is being collected, stored. and used, and it receives a
witten release executed by the subject of the bionetric information or
the subject's legally authorized representative.

4. No covered entity or governnental entity in possession of bionetric
information shall sell, lease, trade, npnetize, or otherw se profit from
such bionetric information.

5. No covered entity or governnental entity in possession of an indi-
vidual's bionetric information shall disclose, redisclose, or otherw se
di sseninate such individual's bionetric information unless:

(a) The subject of the bionetric information or the subject's legally
aut hori zed representative consents in witing to the disclosure or
redi sclosure of such information;

(b) The disclosure or redisclosure of such information conpletes a
financial transaction requested or authorized by the subject of the
bionmetric identifier or the bionetric infornmation or the subject's
legally authorized representative;

(c) The disclosure or redisclosure is required by state or federa
|l aw;, or

(d) The disclosure is required pursuant to a valid warrant issued by a
court of conpetent jurisdiction under the procedures described in the
federal rules of crimnal procedure or article six hundred ninety of the
crimnal procedure | aw.
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6. The requirenents of this section are in addition to those inposed
by sections eight hundred ninety-nine-dd through eight hundred ninety-
nine-ff of this article.

7. (a) Subdivisions one through six of this section shall not apply to
bionetric information captured froma patient by a health care provider
or health care facility, as defined in section eighteen of the public
health law, or bionetric information <collected, used. or stored for
nedical education or research, public health or epi deni ol ogi cal
pur poses, health care treatnent, paynent, or operations under the feder-
al health insurance portability and accountability act of 1996, or to
X-ray, roentgen process, conputed tonpbgraphy., MR, PET scan. nmanmogra-
phy, or other inage or filmof the human anatony used to di agnose., prog-
nose, or treat an illness or other nedical condition or to further vali-
date scientific testing or screening.

(b) Bionetric information captured, collected, used, or stored pursu-
ant to paragraph (a) of this subdivision, including infornmation that has

been de-identified or aggregated, shall not be used, disclosed, or
ot herwi se di ssem nated except for
(i) dinical, treatnent, scientific, public health, nedical educa-

tional, nedical training, research, or insurance purposes;

(ii) If required by state or federal |aw

(iii) To respond to a warrant issued by a court of conpetent jurisdic-
tion under the procedures described in the federal rules of crimnal
procedure or article six hundred ninety of the crimnal procedure |aw
or

(iv) If the subject of the bionetric information or the subject's
legally authorized representative consents in witing to the disclosure
or redisclosure.

8. Nothing in subdivision seven of this section shall affect any
person or covered entity's rights or obligations under section eighteen
of the public health | aw

8 899-hh. Surreptitious surveillance. A covered entity shall not acti-
vate the m crophone, canera, or other sensor on a device in the [|awful
possession of an individual that is capable of collecting or transnit-
ting audio, video, or innge data or data that can be directly used to
neasure bionetric information., human novenent, |ocation, chenicals,
light, radiation, air pressure, speed. weight or nmss, positional or
physical orientation. nagnetic fields, tenperature, or sound w thout
providing the notice required by section eight hundred ninety-nine-dd of
this article and obtaining the individual's freely given, specific,
infornmed, and unanbiguous opt-in consent pursuant to section eight
hundred ninety-nine-ee of this article.

8 899-ii. Enforcenent. 1. Any individual nmay bring a civil action in
any court of conpetent jurisdiction alleging a violation of this arti-
cle, or aviolation of a rule or regulation pronulgated to effectuate
the provisions of this article.

(a) A violation of this article, or a violation of a rule or regu-
lation pronmulgated to effectuate the provisions of this article, wth
respect to the personal information of an individual constitutes a
rebuttable presunption of harmto such individual.

(b) In a civil action in which the plaintiff prevails, the court nay
awar d:

(i) Lliguidated damages of ten thousand dollars or actual dannges,
whi chever is greater

(ii) Punitive danages; and
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(iii) Any other relief, including an injunction, that the court deens
appropri ate.

(c) In addition to any relief awarded under paragraph (b) of this
subdi vision, the court shall award reasonable attorney's fees and costs
to any prevailing plaintiff.

2. The attorney general nmy bring an action in the nane of the state.
or as a parens patriae proceeding on behalf of persons residing in the
state, to enforce this article. In such action, the court may award

(a) Injunctive relief, including prelimnary injunctions, to prevent
further violations of and conpel conpliance with the provisions of this
article;

(b) Cvil penalties of up to twenty-five thousand dollars per
violation., or up to four percent of annual revenue of the covered enti-
ty, data processor, or third party;

(c) Oher appropriate relief, including restitution, to redress harns
to individuals or to mtigate all substantial risk of harm and

(d) Any other relief the court deens appropriate

3. Adistrict attorney, or a city attorney in a city having a popu-
lation in excess of seven hundred fifty thousand people, nmay bring an
action to enforce this article. In such action, the court may award:

(a) Injunctive relief, including prelimnary injunctions, to prevent
further violations of and conpel conpliance with the provisions of this
article;

(b) Cvil penalties of up to twenty-five thousand dollars per
violation, or up to four percent of annual revenue of the covered enti-
ty. data processor, or third party;

(c) Oher appropriate relief, including restitution, to redress harns
toindividuals or to mtigate all substantial risk of harm and

(d) Any other relief the court deens appropriate

4. \Wen calculating damages and civil penalties, the court shal
consider the nunber of affected individuals, the severity of the
violation, and the size and revenues of the covered entity.

5. Each individual whose personal information is unlawfully processed,
and each instance of processing counts as a separate violation. Each
provision of this article that is violated counts as a separate
violation.

6. It is a violation of this article for a covered entity, govern-
nental entity, or anyone else acting on behalf of a covered entity or
governnental entity to retaliate against an individual who makes a good-
faith conplaint that there has been a failure to conply with any
provision of this article. An individual who is injured by a violation
of this subdivision may bring a civil action for npnetary danages and
infjunctive relief in any court of conpetent jurisdiction.

7. |If a series of steps or transactions were conponent parts of a
single transaction intended to be taken with the intention of avoiding
the reach of this article, a court shall disregard the internediate
steps or transactions for purposes of effectuating the purposes of this
article.

8. Any provision of a contract or agreenent of any kind, including a
covered entity's terns of service or a privacy policy, including the
short-formprivacy notice required under section eight hundred ninety-
nine-dd of this article, that purports to waive or limt in any way an
individual's rights under this article, including but not limted to,
any right to a remedy or neans of enforcenent, shall be deened contrary
to public policy and shall be void and unenforceabl e.
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9. No covered entity, that is a provider of an interactive conputer
service as defined in 47 U S.C_§ 230, shall be liable for any persona
information or bionetric information posted by another information
content provider, as defined in 47 U S.C § 230

10. No private or governnent action brought pursuant to this section
shall preclude any other action under this article.

8 4. Section 292 of the executive law is anended by adding nine new
subdi vi sions 39, 40, 41, 42, 43, 44, 45, 46 and 47 to read as foll ows:

39. The term"advertiser" shall nean a person who proposes a commer-
cial transaction or dissem nates a public or private comrunication of
which the prinmary purpose is to solicit for an opportunity.

40. The term "conduct business in New York" shall nean to produce
solicit, or offer for use or sale any product or service in _a manner
that intentionally targets, or may reasonably be expected to contact,
New York residents, or to engage in any activity that would subject the

actor to personal jurisdiction under section three hundred one or three
hundred two of the civil practice law and rules, whether or not for

profit.

41. The term "covered entity" shall nean a legal entity that conducts
business in New York state and as part of such business, processes and
nmai ntains the data of five hundred or nore uni que individuals.

42. The term"governnental entity" shall nmean a departnent or agency
of the state or a political subdivision thereof, or an individual acting
for or on behalf of the state or a political subdivision thereof.

43. The term"individual" shall nmean a natural person whom a covered
entity knows or has reason to know is located within New York state.

44. The term "personal information" shall nmean infornmation that
directly or indirectly identifies, relates to, describes, is capable of
being associated wth, or could reasonably be linked to a particular
i ndividual, household, or device. Information is reasonably linkable to
an individual, household, or device if it can be used on its own or in
conmbination wth other reasonably available information, regardless of
whet her such other information is held by the covered entity, to identi-
fy an individual., household, or device.

45. The term "process" or "processing"” shall nean any action or set of
actions performed on or with personal information, including but not
limted to, <collection., access, use, retention, sharing., npnetizing.
anal ysis, creation. generation, derivation. decision-making., recording.
alternation, organization, structuring, storage, disclosure, trans-
mssion, sale, licensing, disposal, destruction, de-identifying, or
other handling of personal infornation.

46. The term "proxy" or "proxies" shall nean information that, by
itself or in conbination with other infornmation, is used by a covered
entity in a way that discrimnates based on actual or perceived persona
characteristics or classes protected under section tw hundred ninety-
six of this article.

47. The term "targeted advertisenent" shall nmean an advertisenent
directed to an individual where the advertisenent is selected based on
personal information obtained or inferred over tine from such individ-
ual's or the individual's device's activities, comrunications, or asso-
ciations across websites, applications, services, or covered entities.
Such term shall not include advertisenents directed to an individual
solely based upon the individual's current visit to a website, applica-
tion, service, or covered entity, or in response to the individual's
request for information or feedback
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8 5. The executive law is anmended by adding a new section 296-e to
read as foll ows:

8§ 296-e. Unlawful discrimnatory practices relating to targeted adver-
tising. 1. It shall be an unlawful discrimnatory practice:

(a) For a covered entity to process personal information for the
pur pose of advertising, marketing, soliciting, offering, selling, |eas-
ing, licensing, renting, or otherwise commercially contracting for
enpl oynent, finance, health care, credit, insurance, housing, or educa-
tion opportunities, in a manner that discrimnates against or otherw se
nakes the opportunity unavailable on the basis of an individual's or
class of individuals' actual or perceived age, race, creed, color
national origin, sexual orientation, gender identity or expression, sex,
disability, predisposing genetic characteristics, or donestic violence
victim status.

(b) For a covered entity or governnental entity to process persona
information in a manner that discrimnates in or otherw se nakes
unavai lable, on the basis of an individual's or class of individuals'
actual or perceived age, race, creed, <color, national origin, sexual
orientation, gender identity or expression, sex, disability, predispos-
ing genetic characteristics, or donestic violence victimstatus, any of
the foll ow ng:

(i) The goods, services, facilities, privileges, advantages, or accom
nodations of any inn, hotel, notel, or other place of |odging. except
for an establishment located within a building that contains not nore
than five roonms for rent or hire and that is actually occupied by the
proprietor of such establishnent as the residence of such proprietor

(ii) Any restaurant, bar, or other establishnent serving food or drink
to the public;

(iii) Any notion picture house, theater, concert hall, stadium audi-
torium convention center, or |lecture hall

(iv) Any sales or rental establishnent;

v) Any laundromat, dry-cleaner, bank, barber sho beauty sho trav-
el service, shoe repair service, funeral parlor, gas station, office of
an accountant or lawyer, pharnmacy, insurance office, professional office
of a health care provider, hospital, or other service establishnent:;

(vi) Any terminal, depot., or other station used for specified public
transportation;

(vii) Any museum library, or gallery:

(viii) Any park, zoo., or anusenent park;

i X A nurser el enent ar secondar under graduat e, or postgraduate
school, or other place of education;

(xX) Any day care center, senior citizen center, honeless shelter, food
bank, adoption agency., or other social service center establishnment; or

(xi) Any gymmasium health spa. bowing alley, golf course, or other
pl ace of exercise.

(c) For a covered entity or governnmental entity that offers, facili-
tates, sells, places, displays, or provides individual |evel infornmation
to enable targeted advertisenents for enploynent, finance, health care
credit, insurance, housing, education opportunities, or places of public
accommpdation, resort or anusenent, as described in paragraph (b) of
this subdivision, to enable advertisers to target such advertisenents
based on actual or perceived personal characteristics or classes, or
proxies therefor, protected under section twd hundred ninety-six of this
article, including actual or perceived age, race, creed, color, national
origin, sexual orientation, gender identity or expression, sex., disabil-
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ity, predisposing genetic characteristics, or donestic violence victim
st at us.

2. A covered entity or governnental entity that sells or places
targeted advertisenents for enploynent, finance, health care, credit,
insurance, housing. education opportunities or places of public accommp-
dation, resort or anusenent, as described in paragraph (b) of this
subdi vision, shall require advertisers to certify that they are in
conpliance with section two hundred ninety-six of this article.

3. Nothing in this section shall linmt a covered entity from process-
ing personal infornmation for leqgitimte testing for the purpose of
preventing unlawful discrinnation or otherwi se deternining the extent
or effectiveness of such covered entity's or governnental entity's
conpliance with this section.

8§ 6. The general business |law is amended by adding a new secti on 350-
a-1 to read as foll ows:

8 350-a-1. Targeted advertising. 1. For the purposes of this section
the following terns shall have the foll ow ng neani ngs:

(a) "Advertiser" shall nean a person who proposes a conmercial trans-
action or disseninates a public or private communication of which the
primary purpose is to solicit for an opportunity.

(b) "Conduct business in New York" shall nean to produce, solicit, or
offer for use or sale any product or service in a nmnner that inten-
tionally targets, or nmy reasonably be expected to contact, New York

residents, or to engage in any activity that would subject the actor to

per sonal jurisdiction wunder section three hundred one or section three
hundred two of the civil practice law and rules, whether or not for
profit.

(c) "Covered entity" shall nean a legal entity that conducts business
in New York state and as part of such business, processes and mmintains
the data of five hundred or nore unique individuals.

(d) "lIndividual" shall nmean a natural person whoma covered entity
knows or has reason to know is located within New York state.

(e) "Personal information" shall nmean information that directly or
indirectly identifies, relates to, describes, is capable of being asso-
ciated with, or could reasonably be linked to a particular individual
household, or device. Infornation is reasonably linkable to an individ-
ual ., household, or device if it can be used on its own or in conbination
with other reasonably available information. regardless of whether such
other information is held by the covered entity, to identify an individ-
ual ., househol d. or device.

(f) "Process" or "processing" shall nean any action or set of actions
performed on or with personal infornmation, including but not limted to,
collection, access, use, retention, sharing, nonetizing, analysis,
creation., generation, derivation, decision-making., recording, alter-
nation, organization, structuring, storage, disclosure, transm SSion,
sale, licensing, disposal, destruction., de-identifying, or other handl -
ing of personal infornation

(g) "Proxy" or "proxies" shall nean infornation that, by itself or in
conbination with other information, is used by a covered entity in a way
that discrimnates based on actual or perceived personal characteristics
or classes protected under section tw hundred ninety-six of the execu-
tive |aw

(h) "Targeted advertisenent"” shall nean an advertisenent directed to
an individual where the advertisenent is selected based on persona
information obtained or inferred over tine fromsuch individual's or the
individual's device's activities, communications, or associations across
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websites, applications, services, or covered entities. Such term shal
not include advertisenents directed to an individual solely based upon
the individual's current visit to a website, application, service, or
covered entity, or in response to the individual's request for inforna-
tion or feedback.

2. It shall be unlawful:

(a) For a covered entity to process personal information for the
pur pose of advertising, marketing. soliciting, offering, selling, |eas-
ing, licensing, renting, or otherwise comercially contracting for

enploynent, finance, health care, credit. insurance, housing. or educa-
tion opportunities, in a manner that discrininates against or otherw se
nakes the opportunity unavailable on the basis of an individual's or
class of individuals' actual or perceived age. race, creed, color
national origin, sexual orientation. gender identity or expression, Sex,
disability, predisposing genetic characteristics, or donestic violence
victim status.

(b) For a covered entity or governnental entity to process persona
information in a manner that discrimnates in or otherw se makes
unavail able, on the basis of an individual's or <class of individuals'
actual or perceived age., race, creed, color, national origin, sexual
orientation, gender identity or expression, sex, disability, predispos-
ing genetic characteristics, or donestic violence victimstatus, any of
the foll ow ng:

i) The goods, services, facilities rivileges, advantages, or accom
nodations of any inn, hotel, notel, or other place of 1lodging, except
for an establishment located within a building that contains not nore
than five roons for rent or hire and that is actually occupied by the
proprietor of such establishnent as the residence of such proprietor

(ii) Any restaurant, bar., or other establishnent serving food or drink
to the public;

(iii) Any notion picture house, theater, concert hall, stadium audi-
torium convention center, or lecture hall

(iv) Any sales or rental establishnent;

(v) Any |aundromat, dry-cleaner, bank, barber shop. beauty shop, trav-
el service, shoe repair service, funeral parlor, gas station, office of
an accountant or lawyer, pharnmacy, insurance office, professional office
of a health care provider, hospital. or other service establishnent;

(vi) Any ternminal, depot, or other station used for specified public
transportation;

(vii) Any nmuseum library, or gallery:;

(viii) Any park, zoo, or anusenent park

(ix) A nursery, elenentary, secondary. undergraduate, or postgraduate
school, or other place of education;

(x) Any day care center, senior citizen center, honeless shelter, food
bank. adoption agency. or other social service center establishnent; or

(xi) Any gymasium health spa, bowing alley, golf course, or other
pl ace of exercise.

(c) For a covered entity that offers, facilitates, sells, places,
displays, or provides individual level information to enable targeted
advertisenents for enploynent, finance, health care, credit, insurance
housing., education opportunities, or places of public acconmbdation
resort or anmusenent, as described in paragraph (b) of this subdivision,
to enable advertisers to target such advertisenents based on actual or
perceived personal characteristics or classes, or proxies therefor,
protected under section two hundred ninety-six of the executive |aw,

including actual or perceived age, race, creed, color, national origin,
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sexual orientation, gender identity or expression, sex, disability,
predi sposing genetic characteristics, or donestic violence victim
st at us.

3. A covered entity that sells or places targeted advertisenents for
enploynent, finance, health care., credit, insurance, housing, education
opportunities or places of public accommpdation, resort or anusenent, as
described in paragraph (b) of subdivision two of this section, shal
require advertisers to certify that they are in conpliance with section
two hundred ninety-six of the executive |aw.

4. Nothing in this section shall linmt a covered entity from process-
ing personal infornmation for leqgitimate testing for the purpose of
preventing unlawful discrinmnation or otherw se deternining the extent
or effectiveness of such covered entity's conpliance with this section.

§ 7. Section 165 of the state finance |law is anended by addi ng two new
subdi visions 9 and 10 to read as foll ows:

9. Automated decision systeminpact assessnents.

a. For the purpose of this subdivision, the following terns shall have
the foll ow ng neanings:

(i) "Automated decision systenmi' shall nean any software, system or
process that is designed to aid or replace hunan deci sion naking. Such
termmay include analyzing conplex datasets to generate scores, predic-
tions, classifications, or sone reconmended action or actions, which are
used by agencies to make decisions that inpact hunman wel fare.

i "Aut omat ed deci sion system inpact assessnent" shall nean a stud
evaluating an automated decision system and the automated decision
systenls devel opnment processes, including the design and training data
of the automated decision system for statistical inpacts on classes
protected under section twd hundred ninety-six of the executive [aw, as
well as for inpacts on privacy, and security that includes at a m ni num

(A) A detailed description of the autonmated decision system its
design, its training, its data, and its purpose;

B An _assessnent of the relative benefits and costs of the autonated
decision systemin light of its purpose, taking into account relevant
factors, including data nmininmzation practices, the duration for which
personal information and the results of the automated decision system
are stored., what infornmation about the automated decision systemare
available to the public, and the recipients of the results of the auto-

mat ed deci si on system
(O An assessnent of the risk of harm posed by the autonmated deci sion

system and the risk that such automated deci sion systemnay result in or
contribute to inaccurate, unfair, biased, or discrimnatory decisions
i npacting individuals; and

(D) The neasures the state agency will enploy to minimze the risks
described in item (C of this subparagraph, including technol ogical and
physi cal saf equards.

(iii) "Harnl shall nean potential or realized adverse consequences to
an individual or to society, including but not limted to:

(A) Direct or indirect financial harm

(B) Physical harmor threats to persons or property, including but not
limted to bias-related crines and threats, harassnent, and sexua
har assnent .

(O Discrimnation in goods, services, or economc opportunity,
including but not limted to housing, enploynent, credit, insurance
education, or health care on the basis of an individual or class of
individuals' actual or perceived age, race, national origin, sex, sexua
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orientation, gender identity, marital status, disability, mlitary
status, and/or nenbership in another protected cl ass.

(D) Interference with or surveillance of first amendnment-protected
activities by state actors.

(E) Interference with the right to vote or wth free and fair
el ections.

(F) Interference with due process or equal protection under |aw

G lLoss of individual control over personal infornmation. nonconsensu-
al sharing of private information, and data breach.

(H The nonconsensual capture of information or conmunications within
an individual's hone or where an individual has a reasonabl e expectation
of seclusion or access control.

(1) Oher effects on an individual that may not be reasonably foresee-
able to, contenplated by, or expected by the individual to whom the
personal information relates, that are neverthel ess reasonably foreseea-
ble, contenplated by, or expected by the covered entity that alter or
limt such individual's choices or predetermne results.

(iv) "Individual" shall nean a natural person whom a covered entity
knows or has reason to knowis located within New York state.

(v) "Personal information" shall nean infornmation that directly or
indirectly identifies, relates to, describes, is capable of being asso-
ciated wth, or could reasonably be linked to a particular individual
househol d, or device. Information is reasonably linkable to an individ-
ual ., household, or device if it can be used on its own or in conbination
with other reasonably available information, regardl ess of whether such
other information is held by the state agency, to identify an individ-
ual ., househol d, or device.

(vi) "Proxy" or "proxies" shall nmean information that, by itself or in
conbination with other information, is used by a covered entity in a way
that discrimnates based on actual or perceived personal characteristics
or classes protected under section tw hundred ninety-six of the execu-
tive law._

(vii) "Training data" shall nean the datasets used to train an auto-
mated decision system machine learning algorithm or classifier to
create and derive patterns froma prediction npdel.

b. The state and any governnental agency, political subdivision or
public benefit corporation of the state shall not purchase, obtain,
procure, acquire, enploy, use, deploy, or access information from an

automated decision systemunless it first engages a neutral third party

to conduct an autonmated decision system inpact assessnment and publishes
on its public website that autonated decision systeminpact assessnent:

(i) O existing automated decision system wthin one year of the
effective date of this subdivision and every two yvears thereafter

(ii) & new automated decision systens prior to acquisition and every
two vears thereafter

c. Upon publication of an autonated decision systeminpact assessnent,
the public shall have forty-five days to submit comments on such assess-

nent to the state and any governnental agency, political subdivision or
public benefit corporation. The state and any governnental agency, poli-
tical subdivision or public benefit corporation shall consider such
public coments when deternining whether to purchase, obtain, procure,
acquire, enploy, use, deploy., or access information from an automated
decision systemand shall post responses to such public coments to its
website within forty-five days after the close of the public coment

period.
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d. The state procurenent council shall, in consultation with the
office of information technology services, the division of human rights
and experts and representatives from the comunities that will be

directly affected by autonated decision systens, pronmulgate rules and
regulations to set the mninumstandard entities shall neet to serve as
neutral third parties conducting automated decision system inpact
assessnents.

e. The state procurenent council shall maintain a publicly available
list of neutral third parties that neet the qualifications outlined in
paragraph d of this subdivision.

f. Wthin tw vears of the effective date of this subdivision, the
office of information technology services, in consultation wth the
division of human rights and experts and representatives fromthe comu-
nities that will be directly affected by autonmated decision systens,
shall conplete and publish on its website a conprehensive study of the
statistical inpacts of automated decision systens on classes protected
under section two hundred ninety-six of the executive law, including but
not limted to, evaluating the use of proxies and the types of data used
in training data sets and the risks associated with particular types of
training data

(i) As part of such study, the office of information technol ogy
services shall review the automated decision system inpact assessnents
that have been published prior to conpletion of the study, as well as
the public comments submtted in response to such autonmated decision
i npact assessnents.

(ii) The office may request data and information from state agencies;
consuner protection, civil rights, and privacy advocates; researchers
and acadenics; private entities that develop or deploy automated deci -
sion systens; and other relevant sources to neet the purpose of such
study. The office shall receive, upon request, data from other state
agenci es.

10. Automated decision systemuse policies; notice and hunan review
requi renents.

a. For the purpose of this subdivision, the following terns shall have
the foll ow ng neanings:

(i) "Automated decision systeni shall nean any software, system or
process that is designed to aid or replace hunan deci sion naking. Such
termmay include analyzing conplex datasets to generate scores, predic-
tions, classifications, or sone recommended action or actions, which are
used by agencies to make decisions that inpact human wel fare.

(ii) "Automated decision systemuse policy" shall nean:

(A) A description of the capabilities of the automated decision
system any decisions that such systemis used to nmke or assist in
naking and any specific types or groups of persons protected under
section two hundred ninety-six of the executive law who are likely to be
affected by such deci sions;

B) Rules rocesses, and guidelines issued by the state agenc r egu-
lating access to or use of such autonmated decision system as well as
any prohibitions or restrictions on use;

(C) Safeqguards or security neasures designed to protect information
collected by or inputted into such automated decision system including
but not limted to, the existence of encryption and access control nech-
ani sns;

(D) Policies and practices relating to the retention, access, and use
of data collected by or inputted into such autonmated decision system as
well as the decisions rendered by such autonated decision system
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(E) Whether other entities outside the state agency have access to the
information and data wused by or inputted into the autonated deci sion
systemor the decisions rendered by the automated decision system
including whether the outside entity is local, state, federal. or
private, the type of information and data that nmay be discl osed, and any
safeqguards or restrictions inposed by the agency on the outside entity
regarding the use or dissemnation of the information, data, or deci-
si on;

(F) Wether any training is required by the state agency for an indi-
vidual to use such automated decision system or access information
collected by or inputted into such automated decision systemor the
deci sions rendered by the automated decision system

(G A description of the internal and external audit and oversight
nechani sns, including the nechanism for hunman review required under

paragraph g of this subdivision, to ensure conpliance with the automated

deci sion use policy and that the autonmated decision system does not
result in harmto an individual:

(H Relevant technical infornmation about the autonated decision
system including the systems nane., vendor, and version, as well as a
description of the automated decision systems general capabilities,
including reasonably foreseeable capabilities outside the scope of the

agency's proposed use;
(1) The type or types of data inputs that the autonmated deci sion

system uses, how that data is generated, collected, and processed, and
the types of data the systemis reasonably likely to generate;

(J) How and when the automated decision systemwll be deployed or
used and by whom including but not linted to, the factors that will be
used to determ ne where, when, and how the technology is depl oyed:;

(K) A description of any public or community engagenent held and any
future public or community engagenent plans in connection with the auto-

mat ed deci sion system and

(LY A description of the fiscal inpact of the autonmated decision
system including initial acquisition costs, ongoing operating costs,
such as mmintenance, licensing., personnel, |legal conpliance, use audit-

ing, data retention, and security costs, and any current or potential
sources of funding., including any subsidies or free products offered by
vendors or governnental entities.

(iii) "De-identified information" shall nean information that cannot
reasonably identify, relate to, describe, be capable of being associated
with, or be linked, directly or indirectly, to a particular individual
provided that a covered entity that uses de-identified information:

(A) Has inplenented technical safeguards that prohibit reidentifica-
tion of the individual to whom such information may pertain;

(B) Has inplenented business processes that specifically prohibit
reidentification of such information;

(C© Has inplenmented business processes that prevent inadvertent
rel ease of such de-identified information; and

(D) Makes no attenpt to reidentify such infornation

(iv) "Harnm® shall nean potential or realized adverse consequences to
an individual or to society, including but not linmted to:

(A) Direct or indirect financial harm

(B) Physical harmor threats to persons or property, including but not
limted to bias-related crines and threats, harassnent., and sexua
harassnent .

() Discrimnation in goods, services, or economc opportunity,
including but not limted to housing, enploynment, credit, insurance
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education, or health care on the basis of an individual or class of
individuals' actual or perceived age, race, national origin, sex., sexua
orientation, gender identity, marital status, disability, mlitary
status, and/or nenbership in another protected cl ass.

(D) Interference with or surveillance of first amendnent-protected
activities by state actors.

(E) Interference with the right to vote or wth free and fair
elections.

(F) Interference with due process or equal protection under |aw.

(G Loss of individual control over personal information, nonconsensu-
al sharing of private information, and data breach.

(H The nonconsensual capture of information or conmunications within
an individual's hone or where an individual has a reasonabl e expectation
of seclusion or access control.

(1) Oher effects on an individual that nmay not be reasonably foresee-
able to, contenplated by, or expected by the individual to whom the
personal information relates, that are neverthel ess reasonably foreseea-
ble, contenplated by, or expected by the covered entity that alter or
limt such individual's choices or predetermne results.

(v) "Individual" shall nean a natural person whom a covered entity
knows or has reason to knowis located within New York state.

(vi) "Personal information" shall nean information that directly or
indirectly identifies, relates to, describes, is capable of being asso-
ciated wth, or could reasonably be linked to a particular individual
househol d, or device. Information is reasonably linkable to an individ-
ual ., household, or device if it can be used on its own or in conbination
with other reasonably available information, regardl ess of whether such
other information is held by the state agency., to identify an individ-
ual ., househol d. or device.

(vii) "Relevant technical infornmation" shall include, but not be
limted to, source code, nodels, docunentation on the algorithms used,
design docunentation and information about technical architecture,
training data, data provenance information, justification for the valid-
ity of the npdel, any records of bias, and any validation testing
performed on the system

b. The state and any governnental agency, political subdivision or
public benefit corporation of the state that purchases. obtains,
procures, acquires, enploys, uses, deploys, or accesses information from
an _aut onat ed deci sion systemshall publish on its website at |east nine-

ty days prior to the purchase, obtaining, use, acquisition, or deploy-
nment of new autonmted decision systens and., for existing autonated deci-

sion systens, within one hundred eighty days of the effective date of
this subdivision, an automated decision system use policy.

(i) Wen the state and any governnental agency. political subdivision
or public benefit corporation of the state seeks to change or changes an
aut omat ed deci sion systemin a way that affects the results or outcones
of the automated decision systemor uses such autonmted decision system
for a purpose or manner not previously disclosed through an autonated
deci sion systemuse policy, it shall provide an addendumto the existing
automated decision system use policy describing such change or addi -
tional use and retain an archived copy of the previous automated deci-
sion system so that decisions nade under the old systemuse policy nay
be chall enged under paragraph g of this subdivision

(ii) Upon publication of, or addendumto, any proposed autonated deci -
sion systempolicy, the public shall have forty-five days to submt
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comments on such policy to the state and any governnental agency or
political subdivision or public benefit corporation

(iii) The state and any governnental agency., political subdivision or
public benefit corporation shall consider public coments and provide
the final automated decision systemuse policy to the office of informa-
tion technology services, the conmttee on open governnent, and the

state procurenent council, and shall post such decision to its website
no later than forty-five days after the close of the public comment

peri od.

c. The state and any governmental agency, political subdivision or
public benefit corporation shall obtain approval fromthe city or county
council with appropriate jurisdiction or the state legislature, follow
ing the public comment period required in paragraph b of this subdivi-
sion, and a properly-noticed, germane, public hearing at which the
public is afforded a fair and adequate opportunity to provide online,
witten, and oral testinony, prior to:

(i) Seeking funds for an automated decision systemthat assigns or
contributes to the determnation of rights, benefits, opportunities, or
services for an individual, including but not limted to, applying for a
grant, or soliciting or accepting state or federal funds or in-kind or
ot her donations;

(ii) Acquiring or borrow ng an automated decision systemthat assigns
or contributes to the determnation of rights, benefits, opportunities,
or services for an individual, whether or not such acquisition is nnde
through the exchange of nonies or other consideration;

(iii) Using a new or existing automated decision systemthat assigns
or contributes to the determination of rights, benefits, opportunities,
or services for an individual, or data derived therefrom for a purpose
or in a manner not previously approved by the <city or county counci
with appropriate jurisdiction or the state legislature; or

(iv) Soliciting proposals for or entering into an agreenent with any
ot her person or entity to acquire, share, or otherw se use an autonated
decision system that assigns or contributes to the determ nation of
rights, benefits, opportunities, or services for an individual or auto-
nat ed deci sion system data

d. The committee on open governnent shall conduct annual audits of
aut omat ed deci sion systemuse policies that shall

(i) Assess whether each state agency that purchases, obt ai ns,

procures, acquires, enploys, uses, deploys, or accesses information from

an _autonmated decision systemconplies with the terns of the autonated
deci si on system use policy;

(ii) Describes any known or reasonably suspected violations of any
aut omat ed deci sion system use policies; and

(iii) Publish recommendations, if any, relating to revision of the
rel evant aut omated deci sion system use policies.

e. The state and any governnmental agency, political subdivision or
public benefit corporation of the state shall not purchase, obtain,
procure, acquire, enploy, use, deploy, or access information from an
automated decision system that assigns or contributes to the determn -
nation of rights, benefits, opportunities, or services for an individua
unless it first inplenents a process to provide a plain-language notifi-
cation to any individual whose personal infornmation is processed by the
aut omat ed deci sion system and whom t he automated deci sion systenml s deci -
sion affects of the fact that such systemis in use, the systenls nane,
vendor., and version, what decision or decisions will be used to nake or

support; and what policies and guidelines apply to its depl oynent.
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f. The state and any governnmental agency, political subdivision or
public benefit corporation of the state shall not purchase, obtain,
procure, acquire, enploy, use, deploy., or access information from an
aut omat ed deci sion systemthat assigns or contributes to the determi -
nation of rights, benefits, opportunities, or services for an individua
unless it first inplenents a process to provide a plain-|language notifi-
cation to any individual whose personal information is processed by such

automated decision system and whom such autonated decision systems
deci sion affects, of the involvenent of an automated decision system in

naking the decision, the degree of human intervention in the system how
the automated decision system nade the decision, the justification for
the decision, the variables considered in rendering the decision, wheth-
er and how the decision deviated fromthe automated decision's systenls
recommendation, how the individual may contest the decision pursuant to
paragraph g of this subdivision., and the process for requesting human
review of the decision pursuant to paragraph g of this subdivision.

(i) The state and any governnental agency., political subdivision or
public benefit corporation of the state shall ensure that it can explain
the basis for its decision to any inpacted individual in terms under-
standable to a layperson including, without limtation, by requiring the
vendor to create such expl anation.

(ii) The conmmittee on open governnent, in consultation with the divi-
sion of human rights, the office of information technology services, and
experts and representatives fromthe conmmunities that will be directly
affected by autonmated decision systens, nay pronulgate rules and reqgu-
lations specifying the requirenents for such notice.

g. The state and any governmental agency, political subdivision or
public benefit corporation of the state shall not purchase, obtain,
procure, acquire, enploy., use, deploy. or access information from an
automated decision system that assigns or contributes to the determ -
nation of rights, benefits, opportunities, or services for an individua

unless it first develops a process for human revi ew.

(i) The office of information technology services, in consultation
with the division of hunan rights, the comittee on open governnent and
experts and representatives fromthe comunities that will be directly

affected by autonated decision systens, nay pronulgate rules and requ-
lations specifying the requirenents for human review of decisions
rendered by aut omated deci sion systens.

(ii) An individual who was denied or assigned a right, benefit, oppor-
tunity or service, nmay request human review of the decision rendered by
the aut omated deci sion system

(iii) Where the hunman review overturns a decision rendered by an auto-
nat ed decision system the affected individual experiences harm as a
result of the overturned decision, and the state or any governnental
agency, political subdivision or public benefit corporation of the state
cannot or will not provide a renedy, or where the human revi ew does not
overturn a decision rendered by an automated decision system the
affected individual, or their heirs, assigns, estate, or successors in
interest, nmay bring in any court of conpetent jurisdiction an action
alleging a violation of this subdivision.

(iv) The court shall award to the prevailing plaintiff in such action,
the following relief

(A) Any injunctive or other equitable relief the court deens appropri-
at e;
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(B) Any actual danmmges resulting fromany violation of this subdivi-
sion, or ten thousand dollars in damages for each such violation, which-
ever is greater;

(C©) Reasonable attorney's fees and costs; and

(D) Any other relief the court deens appropriate

h. The state and any governnental agency. political subdivision or
public benefit corporation of the state that purchases, obtains,
procures, acquires, enploys, uses, deploys, or accesses information from
an _aut omat ed deci sion systemthat assigns or contributes to the determni -
nation of rights, benefits, opportunities, or services for an individua
shall annually publish publicly on its website netrics on the nunber of
requests for human review of a decision rendered by the automated deci -
sion system it received and the outcone of such human review The
netrics may include de-identified information in the aggregate but shal
not include any personal infornmation.

§ 8. Section 8 of the state finance law is anended by adding a new
subdi vision 21 to read as foll ows:

21. Notwithstanding any inconsistent provision of [aw, no paynent
shall be nade for an autonated decision system as defined in section
one hundred sixty-five of this chapter, that assigns or contributes to
the determnation of rights, benefits, opportunities, or services for an
i ndividual unless the automated decision systemuses only open source

software and the acquiring agency has conplied with the autonated deci-

sion system inpact assessnment and aut onmat ed deci sion system use policy
requirenents in section one hundred sixty-five of this chapter. For the

pur poses of this subdivision, "open source software" shall nean software
for which the hunan-readable source code is available for use, study,
nodi fication, and enhancenent by the users of that software.

§ 9. Section 8 of the state finance law is anended by addi ng four new
subdi visions 22, 23, 24 and 25 to read as foll ows:

22. Notwi thstanding any inconsistent provision of law, no paynent
shall be made for an autonmated decision system as defined in section
one hundred sixty-five of this chapter, that assigns or contributes to
the determination of rights, benefits, opportunities, or services for an
individual, prior to the approval fromthe city or county council wth
appropriate jurisdiction or the state legislature as required in section
one hundred sixty-five of this chapter.

23. Notwi thstanding any inconsistent provision of law, no paynent
shall be made for an autonmted decision system as defined in section
one hundred sixty-five of this chapter, if the vendor's contract
contains nondisclosure or other provisions that prohibit or inpair the
state and any governnental agency or political subdivision or public
benefit corporation of the state's obligations under subdivisions nine
and ten of section one hundred sixty-five of this chapter.

24. Notwi thstanding any inconsistent provision of law, no paynent
shall be made for an autonmted decision system as defined in section
one hundred sixty-five of this chapter, if the autonated decision system
discrimnates against an individual, or treats an individual |ess favor-
ably than another, in whole or in part, on the basis of one or nore
factors enunerated in section twd hundred ninety-six of the executive
| aw.

25. Notwithstanding any inconsistent provision of law, no paynent
shall be made for an autonmated decision systemthat nekes final deci-
sions, judgnents, or conclusions without human intervention that inpact
the constitutional or legal rights, duties, or privileges of any indi-
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vidual in New York state or for any autonmated decision system that
depl oys or triggers any weapon.

8§ 10. Section 814 of the education |aw, as added by chapter 526 of the
laws of 2006 and subdivision 3 as added by chapter 545 of the | aws of
2008, is anended to read as foll ows:

8§ 814. Courses of study in internet safety. 1. [Ary—scheol—dist+riet—n
the—stat-e—ray—provi-de—to—pupi-s] The regents shall ensure that the
course of instruction in grades kindergarten through twel ve[ ——ast+rue—
tH-on—desi-ghed—to—promste—the] includes a conponent on digital literacy,
digital privacy, and the proper and safe use of the internet.

2. The boards of education and trustees of the cities and schoo
districts of the state shall require instruction to be given in such
topics., by the teachers enployed in the schools therein, commencing with
the two thousand twenty-three--two thousand twenty-four school year. Al
pupils who attend public or charter schools shall receive such instruc-
tion.

3. The commissioner, in consultation with the chief privacy officer
and the office of information technol ogy services, shall [provde—tech—

| | i i | ] develop and
establish a program for such courses of study which shall be age appro-
priate and devel oped according to the needs and abilities of pupils at
successive grade levels in order to provide awareness, skills, infornma-
tion and support to aid in the safe usage of the internet. Such program
shal |l include:

(a) lLearning standards for digital literacy, digital privacy, and the
proper and safe use of the internet in grades kindergarten through
twelve that, at a mnimum instruct students on howto identify online
fraud, as well as reliable sources and information, help students to
understand how online activities are tracked and recorded. where
personal information posted online may go, with whomit may be shared,
and how it nmay be used, and offer best practices for protecting digital
security and digital privacy;

(b) Model curricula for digital literacy, digital privacy, and the
proper and safe use of the internet in grades kindergarten through
twelve that are suitable to student age, based on cognitive, enptional
and behavi oral capacity;

(c) Guidelines and professional training and devel opnent resources to
support inplenentation of such instruction in schools;

(d) Public availability of all programmaterials related to digital
literacy, digital privacy, and the proper and safe use of the internet
on the departnent's website; and

(e) A systemto track and evaluate such digital literacy, digital
privacy, and the proper and safe use of the internet education, includ-
ing, but not limted to, a reporting requirenent that tracks and nmkes
district conpliance publicly avail able.

4. Such programshall be reviewed periodically by the conm ssioner, in
consultation wth the chief privacy officer and the office of informa-
tion technology, at intervals specified by the commi ssioner, and updated
as necessary.

5. The conmi ssioner shall prescribe rules and regulations relating to
such contents, topics., and courses to be included in a digital literacy,
digital privacy, and the proper and safe use of the internet curriculum
provi ded., however., that the curricula need not be uniformthroughout the
state; and provided further, however, that school districts shal
utilize either a curriculumfor digital literacy, digital privacy, and
the proper and safe use of the internet prescribed by the comr ssioner
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or a curriculumin accordance with the standards and criteria estab-
lished by the conmni ssi oner.

6. The conm ssioner shall make reconmmendations to the board of regents
about a programon digital literacy, digital privacy, and the proper and
safe use of the internet. relevant |earning standards, nodel curricula,
and curriculum resources, quidelines, and professional devel opnent
resources wthin one year of the effective date of this section. Upon
approval and adoption by the board of regents, the departnment shal
issue guidance to school districts and publish on its website node
curricula and instructional resources required by this section.

7. Prior to nmaking such recommendations to the regents, the conm s-
sioner shall seek the reconmendations of teachers. school admnistra-
tors, teacher educators, digital privacy and security experts, journal-
ism experts, the chief information security office, and others with
educational expertise in the proposed curricul um

[3-] 8. The conm ssioner shall devel op age-appropriate resources and
technical assistance for schools to provide to students in grades three
t hrough twelve and their parents or |egal guardians concerning the safe

and responsible wuse of the internet. The resources shall include, but
not be linmted to, information regarding how child predators may use the
internet to lure and exploit children, protecting personal information,

i nternet scans and cyber-bullying.

§ 11. Severability. If any provision of this act, or any application
of any provision of this act, is held to be invalid, that shall not
affect the validity or effectiveness of any other provision of this act,
or of any other application of any provision of this act, which can be
given effect without that provision or application; and to that end, the
provi sions and applications of this act are severable.

8§ 12. This act shall take effect immediately; provided, however, that
sections one, two, three, four, five and six of this act shall take
ef fect one year after it shall have becone a |aw and section eight of
this act shall take effect two years after it shall have becone a | aw.
Effective i mediately, the addition, amendnent and/or repeal of any rule
or regul ation necessary for the inplementation of this act on its effec-
tive date are authorized to be nade and conpleted on or before such
ef fective date.



