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STATE OF NEW YORK

5140--B

2019- 2020 Regul ar Sessi ons

| N SENATE

April 11, 2019

I ntroduced by Sens. KAVANAGH, Bl AGE, KRUEGER, MYRI E, RAMOS, SALAZAR --
read twice and ordered printed, and when printed to be comitted to
the Committee on Education -- committee discharged, bill anended,
ordered reprinted as anended and recommitted to said comittee --
recommitted to the Committee on Education in accordance with Senate
Rule 6, sec. 8 -- conmmttee discharged, bill anmended, ordered
reprinted as anended and recommitted to said comrttee

AN ACT to anend the education law, in relation to the use of bionetric
i dentifying technol ogy

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The education law is anended by adding a new section 2-e to
read as foll ows:

8 2-e. Use of bionetric identifying technology. 1. As used in this
section:

a. "biometric identifying technology" shall nmean any tool using an
aut omat ed or seni-autonmated process that assists in verifying a person's
identity based on a person's bionetric infornmation.

b. "bionetric information" shall nean any neasurabl e physical, physio-
|l ogical or behavioral characteristics that are attributable to a person,
including but not limted to facial characteristics, fingerprint charac-
teristics, hand characteristics, eye characteristics, vocal character-
istics, and any other characteristics that can be used to identify a

person including, but are not Jlimted to: fingerprints; handprints;
retina and iris patterns; DNA sequence; voice; gait; and facial geom
etry.

c. "facial recognition" shall nean any tool using an autonated or

sem -aut omat ed process that assists in uniquely identifying or verifying
a person by conparing and analyzing patterns based on the person's face.

2. Public and nonpublic elenmentary and secondary schools, including
charter schools, shall be prohibited frompurchasing or utilizing bione-

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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tric identifying technology for any purpose, including school security,
until July first, two thousand twenty-two or until the conm ssioner
aut hori zes such purchase or utilization as provided in subdivision three
of this section., whichever occurs later.

3. a. The conm ssioner shall not authorize the purchase or utilization
of bionetric identifying technology, including but not limted to facial
recognition technology, wthout first issuing a report prepared in
consultation with the departnment's chief privacy officer, naking recom
nendations as to the circunstances in which the utilization of such
technology is appropriate in public and nonpublic elenentary and second-
ary schools., including charter schools, and what restrictions and gui de-
lines should be enacted to protect individual privacy, civil rights, and
civil liberty interests. Such report shall be nmade public and presented
to the governor, the tenporary president of the senate, and the speaker
of the assenbly, and shall consider. evaluate and present recommenda-
tions concerning:

i. the privacy inplications of <collecting, storing, and/or sharing
bionetric information of students, teachers, school personnel and the
general public entering a school or school grounds;

ii. the potential inpact of the use of bionetric identifying technol o-
gy on student civil liberties and student civil rights, including the
risks and inplications of the technology resulting in false facial iden-
tifications, and whether the risks of false facial identifications
differs for different subgroups of individuals based on race, nationa
origin, gender, age and other factors, and any other reasonable accuracy
concerns with respect to technol ogy;

iii. whether, and under what circunstances, such technology nmay be
used for school security and the effectiveness of such technology to
protect students and school personnel;

iv. whether., and under what circunstances and in what nmnner. inforna-

tion collected may be used by schools and shared with students, parents

or guardi ans, outside agencies including |aw enforcenent agencies, indi-
viduals, litigants, the courts, and any other third parties;

v. the length of tine bionetric information may be retained and whet h-
er, and in what nanner, such information may be required to be perna-
nently destroyed;

vi. the risk of an unauthorized breach of bionetric infornmation and
appropriate consequences therefor;
vii. expected nmintenance costs resulting fromthe storage and use of

facial recognition innges and other bionetric information, including the
cost of appropriately securing sensitive data, perfornmng required
updates to protect against an unauthorized breach of data, and potential
costs associated with an unauthorized breach of data;

viii. analysis of other schools and organi zations, if any., that have
inplenented facial recognition technology and other bionetric identify-
ing technol ogy prograns;

ix. the appropriateness and potential inplications of using any exist-
i ng databases, including but not |limted to, |local |aw enforcenent data-
bases, as part of bionetric identifying technol ogy;

X. whether, and in what manner such bionetric identifying technology
should be assessed and audited, including but not limted to, vendor
dat asets, adherence to appropriate standards of algorithnmc fairness,
accuracy, and other perfornmance netrics, including wth respect to

subgroups of persons based on race, national origin, gender, and age;
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xi. whether, and in what nmanner, the use of such technol ogy should be
di sclosed by signs and the like in such schools, as well as conmmuni cat ed
to parents, guardians, students, and district residents; and

xii. existing legislation, including but not Ilimted to section 2-d of
this article, that may be inplicated by or in conflict with bionetric
technol ogy to ensure the maintenance of records related to the use of
such technology, protect the privacy interests of data subjects, and
avoid any breaches of data.

b. The comnmi ssioner shall consult with stakeholders and other inter-
ested parties when preparing such report. The office of information
technol ogy, the division of crimnal justice services, |aw enforcenent
authorities and the state university of New York and the city university
of New York shall, to the extent practicable, identify and provide
representatives to the departnent, at the request of the conm ssioner
in order to participate in the devel opnent and drafting of such report.

4. The commissioner shall, via scheduled public hearings and other
outreach nethods, seek feedback from teachers, school adninistrators,
parents, individuals wth expertise in school safety and security, and
individuals with expertise in data privacy issues and student privacy
issues, and individuals with expertise in civil rights and civil |iber-
ties prior to making such recomendati ons.

8§ 2. This act shall take effect imediately.




