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STATE OF NEW YORK

4444

2019- 2020 Regul ar Sessi ons

| N SENATE

March 11, 2019

Introduced by Sen. PARKER -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Internet and Technol ogy

AN ACT to anmend the general business law, in relation to establishing
"the conputer security act"

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. Section 150 of the general business law is renunbered
section 154.

8 2. The general business law is anmended by adding a new article 9-D
to read as foll ows:

ARTICLE 9-D
THE COMPUTER SECURI TY ACT

Section 150. Short title.

151. Definitions.

152. Unl awful acts involving conputer software.

153. Penal ti es.

153-a. Imunity fromliability for violations.

153-b. Preenpting other jurisdictional actions about spyware.

8 150. Short title. This act shall be known and nay be cited as "the
conputer security act."

8 151. Definitions. For purposes of this article, the following terns
shall have the follow ng neanings:

1. "Advertisenent"” neans a comunication, the primary purpose of which
is the commercial pronotion of a comrercial product or service, includ-
ing content on an internet website operated for a commercial purpose.

2. "Authorized user," with respect to a conputer, neans a person who
owns or is authorized by the owner or |essee to use the conputer

3. "Cause to be copied" neans to distribute or transfer conputer soft-
ware or any conponent thereof. Such termshall not include providing:

a. Transmi ssion, routing, provision of internediate tenporary storage,
or caching of software;

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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b. A storage nmedium such as a conpact disk, website, or conputer
server, through which the software was distributed by a third party; or

c. An information location tool, such as a directory, index, refer-
ence, pointer, or hypertext link, through which the user of the conputer
| ocated the software.

4. "Conputer software" nmeans a sequence of instructions witten in any
programm ng | anguage that is executed on a conputer. Such term shall not

include a text or data file, a web page, or a data conponent of a web
page that is not executable independently of the web page.

5. "Conputer virus" means a conputer program or other set of
instructions that is designed to degrade the perfornmance of or disable a
conputer or conputer network and is designed to have the ability to
replicate itself on other conputers or conputer networks w thout the
aut hori zation of the owners of those conputers or conputer networks.

6. "Consuner" neans an individual who resides in this state and who
uses the conputer in question prinmarily for personal, famly, or house-
hol d pur poses.

7. "Damage" neans any significant inpairnent to the integrity or
availability of data, software, a system or information.

8. "Execute," when used with respect to conputer software, neans the
performance of the functions or the carrying out of the instructions of
the conputer software

9. "Intentionally deceptive" neans any of the foll ow ng:

a. By neans of an intentionally and materially false or fraudul ent
st at enent ;

b. By neans of a statenent or description that intentionally onmts or
m srepresents material infornation in order to deceive the consuner; or

c. By neans of an intentional and nmaterial failure to provide any
notice to an authorized user regarding the download or installation of
software in order to deceive the consuner

10. "Internet" neans the global information systemthat is logically
linked together by a globally uni que address space based on the internet
protocol or its subsequent extensions; that is able to support conmuni -
cations using the transm ssion control protocol/internet protocol suite,
its subsequent extensions, or other internet protocol conpatible proto-
cols; and that provides, uses., or makes accessible, either publicly or
privately, high level services |ayered on the conmuni cations and rel ated
infrastructure described in this subdivision.

11. "Person" neans any individual, partnership, corporation, limted
liability conpany, or other organization, or any conbination thereof.

12. "Personally identifiable infornmati on" neans any of the foll ow ng:

a. Afirst nanme or first initial in conbination with a |ast nane;

b. Credit or debit card nunbers or other financial account nunbers:;

c. A password or personal identification nunber required to access an
identified financial account;

d. A Social Security nunber; or

e. Any of the following information in a formthat personally identi-
fies an authorized user:

(1) Account bal ances;

(2) Overdraft history;

(3) Paynent history;

(4) A history of websites visited;

(5) A hone address;

(6) A work address; or

(7) A record of a purchase or purchases.
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8 152. Unlawful acts involving conputer software. 1. It shall be ille-
gal for a person or entity that is not an authorized user, as defined in
section one hundred fifty-one of this article, of a conputer in this
state to knowingly, willfully, or with conscious indifference or disre-
gard cause conputer software to be copied onto such conputer and use the
software to do any of the follow ng

a. Modify, through intentionally deceptive nmeans, any of the follow ng
settings related to the conputer's access to, or use of, the internet:

(1) The page that appears when an authorized user |aunches an internet
browser or simlar software program used to access and navigate the
internet:

(2) The default provider or web proxy the authorized user uses to
access or search the internet; or

(3) The authorized user's |list of bookmarks used to access web pages;

b. Collect, through intentionally deceptive neans, personally iden-
tifiable information that neets any of the following criteria:

(1) It is collected through the use of a keystroke-logging function

that records all keystrokes nmde by an authorized user who uses the
conputer and transfers that information from the conputer to another
per son;

(2) It includes all or substantially all of the websites visited by an
aut hori zed user, other than websites of the provider of the software, if
the conputer software was installed in a manner designed to conceal from
all authorized users of the conputer the fact that the software is being
installed; or

(3) It is a data elenent described in paragraph b, ¢, or d of subdivi-
sion twelve of section one hundred fifty-one of this article, or in
subpar agraph one or two of paragraph e of subdivision twelve of section
one hundred fifty-one of this article, that is extracted fromthe
consuner's or business entity's conputer hard drive for a purpose wholly
unrelated to any of the purposes of the software or service described to
an aut horized user;

c. Prevent, without the authorization of an authorized user, through
intentionally deceptive neans, an authorized user's reasonable efforts
to block the installation of, or to disable, software, by causing soft-
ware that the authorized user has properly renoved or disabled to auto-
matically reinstall or reactivate on the conputer without the authori-
zation of an authorized user

d. Intentionally misrepresent that software will be uninstalled or
di sabl ed by an authorized user's action, with know edge that the soft-
ware will not be so uninstalled or disabled; or

e. Through intentionally deceptive neans, renove, disable, or render
inoperative security, antispyware, or antivirus software installed on
the conputer.

2. 1t shall be illegal for a person or entity that is not an author-
ized user, as defined in section one hundred fifty-one of this article,
of a conputer in this state to knowingly., willfully, or with consci ous
indifference or disregard cause conputer software to be copied onto such
conputer and use the software to do any of the follow ng:

a. Take control of the consuner's or business entity's conputer by
doing any of the foll ow ng:

(1) Transnmitting or relaying comercial electronic mail or a conputer
virus fromthe consuner's or business entity's conputer, where the tran-
sm ssion or relaying is initiated by a person other than the authorized
user and without the authorization of an authorized user;
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(2) Accessing or wusing the consuner's or business entity's nodem or
internet service for the purpose of causing damage to the consuner's or
business entity's conputer or of causing an authorized user or a third
party affected by such conduct to incur financial charges for a service
that is not authorized by an authorized user;

(3) Using the consuner's or business entity's conputer as part of an
activity perforned by a group of conputers for the purpose of causing
damage to another conputer, including, but not linmted to, |aunching a
deni al of service attack; or

(4) Opening nmultiple, sequential, stand-alone advertisenents in the
consuner's or business entity's internet browser w thout the authori-
zation of an authorized wuser and wth knowedge that a reasonable
conputer user cannot close the advertisenents without turning off the
conputer or closing the consunmer's or business entity's internet brow
ser;

b. Mdify any of the following settings related to the conputer's
access to, or use of, the internet:

(1) An authorized user's security or other settings that protect
information about the authorized user for the purpose of stealing
personal information of an authorized user; or

(2) The security settings of the conputer for the purpose of causing
damage to one or nore conputers; or

c. Prevent., wthout the authorization of an authorized user, an
aut hori zed user's reasonable efforts to block the installation of, or to
disable, software, by doing any of the follow ng:

(1) Presenting the authorized user with an option to decline installa-
tion of software with know edge that. when the option is selected by the
aut hori zed user, the installation neverthel ess proceeds; or

(2) Falsely representing the software has been di sabl ed.

3. It shall be illegal for a person or entity that is not an author-
ized wuser, as defined in section one hundred fifty-one of this article,
of a conputer in this state to do any of the following wth regard to
such conput er

a. lInduce an authorized user to install a software conponent onto the
conputer by intentionally misrepresenting that installing software is
necessary for security or privacy reasons or in order to open, view, or
play a particular type of content; or

b. Deceptively causing the copying and execution on the conputer of a
conputer software conponent with the intent of causing an authorized
user to use the conponent in a way that violates any other provision of
this subdivision

4. Nothing in this section shall apply to any nmonitoring of, or inter-
action with, a user's internet or other network connection or service,
or a protected conputer, by a tel ecommunications carrier, cable opera-
tor, conputer hardware or software provider, or provider of information
service or interactive conputer service for network or conputer security
pur poses, diagnostics, technical support, repair, netwrk nanagenent,

network mmai ntenance, authorized updates of software or systemfirmiare,
aut hori zed renpte system nmanagenent., or detection or prevention of the

unauthorized wuse of or fraudulent or other illegal activities in
connection with a network, service, or conputer software, including
scanning for and renpving software proscribed under this article.

8 153. Penalties. 1. Any person who violates the provisions of para-
graph b of subdivision one of section one hundred fifty-two of this
article, subparagraph one, two, or three of paragraph a of subdivision
two of section one hundred fifty-two of this article or paragraph b of
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subdivision tw of section one hundred fifty-two of this article shal
be guilty of a felony and., upon conviction thereof, shall be sentenced
to inprisonnent for not less than one nor nore than ten years or a fine
of not nore than three mllion dollars, or both.

2. The attorney general may bring a civil action against any person
violating the provisions of this article to the penalties for the
violation and may recover any or all of the foll ow ng:

a. Acivil penalty of up to one hundred dollars per violation of this
article, or up to one hundred thousand dollars for a pattern or practice
of such violations;

b. Costs and reasonable attorney's fees; and

C. An order to enjoin the violation.

3. Inthe case of a violation of subparagraph two of paragraph a of
subdivision tw of section one hundred fifty-two of this article that
causes a teleconmunications carrier to incur costs for the origination
transport, or termnation of a call triggered using the nodem of a
custoner of such telecomunications carrier as a result of such
violation, the teleconmunications carrier may bring a civil action
against the violator to recover any or all of the foll ow ng:

a. The charges such carrier is obligated to pay to another carrier or
to an information service provider as a result of the violation., includ-
ing, but not limted to, charges for the origination, transport or
term nation of the call

b. Costs of handling custoner inquiries or conplaints with respect to
anounts billed for such calls;

c. Costs and reasonable attorney's fees; and

d. An order to enjoin the violation.

4. An internet service provider or software conpany that expends
resources in good faith assisting consuners or business entities harned
by a violation of this article, or a trademark owner whose mark is used
to deceive consuners or business entities in violation of this article,
may enforce the violation and may recover any or all of the foll ow ng:

a. Statutory damages of not nore than one hundred dollars per
violation of this article, or up to one nillion dollars for a pattern or
practice of such violations;

b. Costs and reasonable attorney's fees; and

C. An order to enjoin the violation.

8 153-a. Imunity fromliability for violations. 1. For the purposes
of this section, the term"enployer" includes a business entity's offi-
cers, directors, parent corporation, subsidiaries, affiliates, and other
corporate entities under comon ownership or control within a business
enterprise. No enployer may be held crimnally or civilly liable under
this article as a result of any actions taken:

a. Wth respect to conputer equipnent used by its enployees, contrac-
tors, subcontractors, agents, |eased enployees. or other staff which the
enpl oyer owns, leases, or otherwise nmkes available or allows to be
connected to the enployer's network or other conputer facilities; or

b. By enpl oyees, contractors, subcontractors, agents, |eased enploy-
ees, or other staff who nmisuse an enployer's conputer equipnent for an
illegal purpose without the enployer's know edge., consent, or approval.

2. No person shall be held crimnally or civilly liable wunder this
article when its protected conputers have been used by unauthorized
users to violate this article or other |laws without such person's know
| edge, consent, or approval.

3. A manufacturer or retailer of conputer equipnent shall not be
liable under this section, crimnally or civilly, to the extent that the
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manuf acturer or retailer is providing third party branded software that
is installed on the conputer equipnent that the nmanufacturer or retailer
is manufacturing or selling.

8 153-b. Preenpting other jurisdictional actions about spyware. The
legislature finds that this article is a natter of state-wide concern
This article supersedes and preenpts all rules, requlations, codes,
ordi nances, and other |aws adopted by any county, municipality, consol-
idated governnent, or other |ocal governnental agency regarding spyware
and notices to consuners from conputer software providers regarding
information collection.

8 3. This act shall take effect on the first of Novenber next succeed-
ing the date on which it shall have becone a | aw.




