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(Prefiled)
January 9, 2019

Introduced by Sen. CARLUCCI -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Consuner Protection

AN ACT to anend the general business |aw and the state technology |aw,
inrelation to notification of a security breach

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. This act shall be known and nay be cited as the "Stop Hacks
and | nprove Electronic Data Security Act (SH ELD Act)".

8§ 2. The article heading of article 39-F of the general business |aw,
as added by chapter 442 of the |laws of 2005, is anmended to read as
fol | ows:

NOTI FI CATI ON OF UNAUTHORI ZED ACQUI SI TI ON OF PRI VATE
| NFORMATI ON;_ DATA SECURI TY PROTECTI ONS

8 3. Subdivisions 1, 2, 3, 5, 6, 7 and 8 of section 899-aa of the
general business law, subdivisions 1, 2, 3, 5, 6 and 7 as added by chap-
ter 442 of the laws of 2005, paragraph (c) of subdivision 1, paragraph
(a) of subdivision 6 and subdivision 8 as anended by chapter 491 of the
laws of 2005 and paragraph (a) of subdivision 8 as anended by section 6
of part N of chapter 55 of the laws of 2013, are anended to read as
fol | ows:

1. As used in this section, the following terns shall have the follow
i ng neani ngs:

(a) "Personal information" shall nean any information concerning a
natural person which, because of name, nunber, personal nmark, or other
identifier, can be used to identify such natural person;

(b) "Private information"” shall nean either: (i) personal information
consisting of any information in conbination with any one or nore of the
followi ng data el ements, when either the data el enent or the conbination
of personal information [e~] plus the data elenent is not encrypted, or

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] isoldlawto be omtted
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is encrypted with an encryption key that has al so been accessed or
acqui red:

(1) social security nunber;

(2) driver's license nunber or non-driver identification card nunber
[ o]

(3) account nunber, credit or debit card nunber, in combination wth
any required security code, access code, [e+] password or other inform-
tion that would permt access to an individual's financial account;

(4) account nunber, credit or debit card nunmber, if circunstances
exi st wherein such nunber could be used to access an individual's finan-
cial account without additional identifying information, security code,
access code, or password; or

(b) biometric information, meaning data generated by el ectronic neas-
urenents of an individual's unique physical characteristics, such as a
fingerprint, voice print, retina or iris inmage, or other unique physica
representation or digital representation of bionetric data which are
used to authenticate or ascertain the individual's identity:

(ii) a user nane or e-nmil address in conbination with a password or
security question and answer that would pernit access to an online
account:; or

(iii) any unsecured protected health information held by a "covered
entity" as defined in the health insurance portability and accountabil -
ity act of 1996 (45 CF.R pts. 160, 162, 164), as anended fromtine to
tinme.

"Private information” does not include publicly available informtion
which is Jlawfully made available to the general public from federal,
state, or l|ocal governnent records.

(c) "Breach of the security of the system shall mean unauthorized
access to or acquisition of, or access to or acquisition without valid
aut hori zation,_ of conputerized data that conprom ses the security,
confidentiality, or integrity of [persenal] private information main-
tained by a business. Good faith access to, or acquisition of
[personal], private information by an enpl oyee or agent of the business
for the purposes of the business is not a breach of the security of the
system provided that the private information is not used or subject to
unaut hori zed di scl osure.

In determ ning whether informati on has been accessed, or is reasonably
believed to have been accessed, by an unauthorized person or a person
without wvalid authorization, such business may consider, anong other
factors, indications that the informtion was viewed, comuni cated wth,
used, or altered by a person without valid authorization or by an unau-
thori zed person.

In determ ni ng whet her informati on has been acquired, or is reasonably
believed to have been acquired, by an unauthorized person or a person
wi t hout valid authorization, such business may consider the follow ng
factors, anong others:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a |lost or stolen conputer or
ot her devi ce containing information; or

(2) indications that the informati on has been downl oaded or copied; or

(3) indications that the information was wused by an unauthorized
person, such as fraudulent accounts opened or instances of identity
theft reported.

(d) "Consuner reporting agency" shall nean any person which, for none-
tary fees, dues, or on a cooperative nonprofit basis, regularly engages
in whole or in part in the practice of assenbling or eval uating consuner
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credit information or other information on consunmers for the purpose of
furni shing consunmer reports to third parties, and which uses any neans
or facility of interstate comerce for the purpose of preparing or
furni shing consunmer reports. A list of consunmer reporting agencies shal
be conpiled by the state attorney general and furnished upon request to
any person or business required to make a notification under subdivision
two of this section

2. Any person or business which [econducts—business—in—New York—state-
apd—whi-ch] owns or licenses conmputerized data which includes private
i nformation shall disclose any breach of the security of the system
followi ng discovery or notification of the breach in the security of the
system to any resident of New York state whose private information was,
or is reasonably believed to have been, accessed or acquired by a person
wi thout valid authorization. The disclosure shall be made in the npst
expedient tine possible and without unreasonabl e delay, consistent with
the legiti mte needs of |aw enforcenent, as provided in subdivision four
of this section, or any neasures necessary to determ ne the scope of the
breach and restore the [+easenable] integrity of the system

(a) Notice to affected persons under this section is not required if
the exposure of private information was an inadvertent disclosure by
persons authorized to access private information, and the person or
business reasonably determ nes such exposure will not likely result in
m suse of such information, or financial or enotional harm to the
affected persons. Such a determ nation nust be docunented in witing and
maintained for at least five years. The person or business shall provide
the witten determnation to the state attorney general within ten days
after the deternination.

(b) If notice of the breach of the security of the systemis nade to
affected persons pursuant to the breach notification requirenents under
any of the following laws, nothing in this section shall require any
additional notice to those affected persons, but notice still shall be
provided to the state attorney general, the departnment of state and the
office of information technology services pursuant to paragraph (a) of
subdi vision eight of this section and to consuner reporting agencies
pursuant to paragraph (b) of subdivision eight of this section:

(i) regulations pronulgated pursuant to Title V of the federal G amm
Leach-Bliley Act (15 U S.C. 6801 to 6809), as anended fromtine to tine;

(ii1) regulations inplenenting the Health Insurance Portability and
Accountability Act of 1996 (45 C F. R parts 160 and 164), as anended
fromtine to tine, and the Health Information Technology for Econonic
and dinical Health Act, as anended fromtine to tine;

(iii) part five hundred of title twenty-three of the official conpila-
tion of codes., rules and regulations of the state of New York, as
anended fromtine to tine; or

(iv) any other data security rules and regulations of, and the stat-
utes admnistered by, any official departnent. division, conm Ssion or
agency of the federal or New York state governnent as such rules, regu-
lations or statutes are interpreted by such departnent, division,
conm ssion or agency or by the federal or New York state courts.

3. Any person or business which naintains conputerized data which
i ncludes private information which such person or busi ness does not own
shall notify the owner or licensee of the information of any breach of
the security of the system inmediately follow ng discovery, if the
private information was, or is reasonably believed to have been
acquired by a person without valid authorization.
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5. The notice required by this section shall be directly provided to
the affected persons by one of the follow ng nethods:

(a) witten notice;

(b) electronic notice, provided that the person to whomnotice is
requi red has expressly consented to receiving said notice in electronic
form and a | og of each such notification is kept by the person or busi-
ness who notifies affected persons in such form provided further,
however, that in no case shall any person or business require a person
to consent to accepting said notice in said form as a condition of
establ i shing any business rel ationship or engaging in any transaction.

(c) telephone notification provided that a [og of each such notifica-
tion is kept by the person or business who notifies affected persons; or

(d) substitute notice, if a business denpbnstrates to the state attor-
ney general that the cost of providing notice would exceed two hundred
fifty thousand dollars, or that the affected class of subject persons to
be notified exceeds five hundred thousand, or such business does not
have sufficient contact information. Substitute notice shall consist of
all of the follow ng:

(1) e-mail notice when such business has an e-mail address for the
subj ect persons, except if the breached information includes an e-nai
address in conbination with a password or security question and answer
that would permt access to the online account, in which case the person
or business shall instead provide clear and conspi cuous notice delivered
to the consumer online when the consuner is connected to the online
account froman internet protocol address or from an online |ocation
which the person or business knows the consunmer customarily uses to
access the online account;

(2) conspicuous posting of the notice on such business's web site
page, if such business naintains one; and

(3) notification to major statew de nedi a.

6. (a) whenever the attorney general shall believe from evidence
satisfactory to himor her that there is a violation of this article he
or she may bring an action in the name and on behalf of the people of
the state of New York, in a court of justice having jurisdiction to
issue an injunction, to enjoin and restrain the continuation of such
vi ol ati on. In such action, prelimnary relief may be granted under
article sixty-three of the civil practice law and rules. In such action
the court nay award damages for actual costs or losses incurred by a
person entitled to notice pursuant to this article, if notification was
not provided to such person pursuant to this article, including conse-
quential financial |osses. Wenever the court shall determ ne in such
action that a person or business violated this article knowingly or
recklessly, the court may inpose a civil penalty of the greater of five
t housand dollars or up to [ten] twenty dollars per instance of failed
notification, provided that the |atter anmount shall not exceed [ere] two
hundred fifty thousand doll ars.

(b) the renedies provided by this section shall be in addition to any
ot her [awful renedy avail abl e.

(c) no action may be brought under the provisions of this section
unl ess such action is commenced within [twe] three years [iwmwediately]
after either the date [ i i
of—sueh—aet] on which the attorney general becane aware of the
violation, or the date of notice sent pursuant to paragraph (a) of
subdi vision eight of this section, whichever occurs first.

7. Regardl ess of the nethod by which notice is provided, such notice
shall include contact information for the person or business making the
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notification, the tel ephone nunbers and websites of the relevant state
and federal agencies that provide information regarding security breach
response and identity theft prevention and protection information, and a
description of the categories of information that were, or are reason-
ably believed to have been, accessed or acquired by a person wthout
valid authorization, including specification of which of the el enents of
personal information and private information were, or are reasonably
bel i eved to have been, so accessed or acquired.

8. (a) In the event that any New York residents are to be notified,
the person or business shall notify the state attorney general, the
departnent of state and the [diHsion—-of—state—poliece] office of infor-
mat i on technol ogy services as to the tining, content and distribution of
the notices and approxi mate nunmber of affected persons and shall provide
a copy of the tenplate of the notice sent to affected persons. Such
notice shall be nade w thout delaying notice to affected New York resi-
dent s.

(b) In the event that nore than five thousand New York residents are
to be notified at one tine, the person or business shall also notify
consumer reporting agencies as to the timng, content and distribution
of the notices and approxi mate nunber of affected persons. Such notice
shal |l be made wi thout delaying notice to affected New York residents.

8 4. The general business |law is amended by adding a new secti on 899-
bb to read as foll ows:

8 899-bb. Data security protections. 1. Definitions. (a) "Conpliant
regulated entity" shall nean any person or business that is subject to,
and in conpliance with, any of the following data security requirenents:

(i) reqgqulations promulgated pursuant to Title V of the federal G amm
Leach-Bliley Act (15 U S.C. 6801 to 6809), as anended fromtine to tine;

(ii) reqgulations inplenenting the Health Insurance Portability and
Accountability Act of 1996 (45 C F. R parts 160 and 164), as anended
from tine to tine, and the Health Information Technol ogy for Economc
and Cdinical Health Act, as anended fromtine to tine;

(iii) part five hundred of title twenty-three of the official conpila-
tion of codes, rules and reqgulations of the state of New York, as
anended fromtine to tine; or

(iv) any other data security rules and reqgqulations of, and the stat-
utes adm nistered by, any official departnent, division, conmssion or
agency of the federal or New York state governnent as such rules. requ-
lations or statutes are interpreted by such departnent, division,
conm ssion or agency or by the federal or New York state courts.

(b) "Private information" shall have the sane neaning as defined in
section eight hundred ninety-nine-aa of this article.

(c) "Small business" shall nmean any person or business with (i) fewer
than fifty enployees; (ii) less than three mllion dollars in gross
annual revenue in each of the last three fiscal vyears; or (iii) less
than five mllion dollars in year-end total assets, calculated in
accordance with generally accepted accounting principles.

2. Reasonable security requirenent. (a) Any person or business that
owns or licenses conputerized data which includes private infornation of
a resident of New York shall develop, inplenent and maintain reasonable
saf equards to protect the security, confidentiality and integrity of the
private information including, but not linmted to, disposal of data.

(b) A person or business shall be deened to be in conpliance with
paragraph (a) of this subdivision if it either:

(i) is a conpliant regulated entity as defined in subdivision one of
this section; or
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(ii) inplenents a data security programthat includes the foll ow ng:

(A) reasonable administrative safeqguards such as the following, in
whi ch the person or business:

(1) designates one or nore enployees to coordinate the security
progr am

(2) identifies reasonably foreseeable internal and external risks;

(3) assesses the sufficiency of safeqguards in place to control the
identified risks:;

(4) trains and nmanages enployees in the security programpractices and
procedur es:;

(5) selects service providers capable of nmintaining appropriate safe-
guards, and requires those safeguards by contract; and

(6) adjusts the security programin light of business changes or new
circunstances; and

(B) reasonable technical safeguards such as the following, in which
the person or business:

(1) assesses risks in network and software design;

(2) assesses risks in information processing, transmission and stor-
age;

(3) detects, prevents and responds to attacks or systemfailures; and

(4) regularly tests and nponitors the effectiveness of key controls,

systenms and procedures; and
(Q) reasonabl e physical safeguards such as the following, in which the

person or business:

(1) assesses risks of information storage and di sposal;

(2) detects, prevents and responds to intrusions;

(3) protects against unauthorized access to or use of private infornma-
tion during or after the collection, transportation and destruction or
di sposal of the information; and

(4) disposes of private information within a reasonable anpunt of tine
after it is no |onger needed for business purposes by erasing electronic
nedia so that the information cannot be read or reconstructed.

(c) A small business as defined in paragraph (c) of subdivision one of
this section conplies with subparagraph (ii) of paragraph (b) of subdi-

vision two of this section if the small business's security program
contains reasonable adninistrative, technical and physical safequards
that are appropriate for the size and conplexity of the small busi ness,

the nature and scope of the small business's activities, and the sensi-
tivity of the personal information the small business collects from or
about consuners.

(d) Any person or business that fails to conply with this subdivision
shall be deened to have violated section three hundred forty-nine of
this chapter, and the attorney general may bring an action in the nane
and on behalf of the people of the state of New York to enjoin such
violations and to obtain civil penalties under section three hundred
fifty-d of this chapter.

(e) Nothing in this section shall create a private right of action.

§ 5. Paragraph (a) of subdivision 1 and subdivisions 2, 3, 6, 7 and 8
of section 208 of the state technology | aw, paragraph (a) of subdivision
1 and subdivisions 3 and 8 as added by chapter 442 of the | aws of 2005,
subdi vi sion 2 and paragraph (a) of subdivision 7 as amended by section 5
of part N of chapter 55 of the laws of 2013 and subdivisions 6 and 7 as
amended by chapter 491 of the |aws of 2005, are anended to read as
fol | ows:

(a) "Private information" shall nean either: (i) personal information
consisting of any infornmation in conbination with any one or nore of the




OCOO~NOUIRWNPEF

S. 133 7

followi ng data el ements, when either the data el enent or the conbination

of personal information [e+~] plus the data element is not encrypted or
encrypted with an encryption key that has also been accessed or
acqui red:

(1) social security nunber;

(2) driver's license nunber or non-driver identification card nunmber
[ o]

(3) account nunber, or credit or debit card nunber, in conbination
with any required identifying information, security code, access code,
or password which would pernit access to an individual's financial
account ;_

(4) account nunber, or credit or debit card nunber, if circunstances
exi st wherein such nunber could be used to access to an individual's
financial account w thout additional identifying infornmation, security
code, access code, or password; or

(5) bionetric information, neaning data generated by electronic neas-
urenents of an individual's unique physical characteristics, such as
fingerprint, voice print, or retina or iris imge, or other unigue phys-
ical representation or digital representation which are used to authen-
ticate or ascertain the individual's identity;

(ii) a wuser name or e-nmmil address in conbination with a password or
security question and answer that would pernt access to an online
account; or

(iii) any unsecured protected health infornmation held by a "covered
entity" as defined in the health insurance portability and accountabil -
ity act of 1996 (45 CF. R pts. 160, 162, 164). as anended fromtine to
tine.

"Private information" does not include publicly available informtion
that is lawfully nade available to the general public from federal
state, or |ocal governnent records.

2. Any state entity that owns or |licenses conputerized data that
i ncludes private information shall disclose any breach of the security
of the systemfollow ng discovery or notification of the breach in the
security of the systemto any resident of New York state whose private
information was, or is reasonably believed to have been, accessed or
acquired by a person without valid authorization. The disclosure shal
be nmade in the nost expedient tinme possible and w thout unreasonabl e
delay, consistent with the legitimte needs of |aw enforcenment, as
provided in subdivision four of this section, or any nmeasures necessary
to determ ne the scope of the breach and restore the [+easenrable] integ-
rity of the data system The state entity shall consult with the state
office of information technol ogy services to determ ne the scope of the
breach and restoration nmeasures. Wthin ninety days of the notice of the
breach, the office of information technology services shall deliver a
report on the scope of the breach and recommendations to restore and
inprove the security of the systemto the state entity.

(a) Notice to affected persons under this section is not required if
the exposure of private infornmation was an inadvertent disclosure by
persons authorized to access private information, and the state entity
reasonably deternmines such exposure will not likely result in m suse of
such information, or financial or enptional harm to the affected
persons. Such a deternmination nust be docunented in witing and main-
tained for at least five years. The state entity shall provide the wit-
ten determnation to the state attorney general within ten days after
the determ nati on.
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(b) If notice of the breach of the security of the systemis nmade to
affected persons pursuant to the breach notification requirenents under
any of the following laws, nothing in this section shall require any
additional notice to those affected persons, but notice still shall be
provided to the state attorney general, the departnent of state and the
office of information technol ogy services pursuant to paragraph (a) of
subdi vision seven of this section and to consuner reporting agencies
pursuant to paragraph (b) of subdivision seven of this section:

(i) requlations promulgated pursuant to Title V of the federal G amm
Leach-Bliley Act (15 U S.C._ 6801 to 6809), as anended fromtine to tine;

(ii) requlations inplenenting the Health |Insurance Portability and
Accountability Act of 1996 (45 C. F.R parts 160 and 164), as anended
from tine to tinme, and the Health Informati on Technol ogy for Econoni c
and Cinical Health Act, as anended fromtine to tine;

(iii) part five hundred of title twenty-three of the official conpila-
tion of codes, rules and reqgulations of the state of New York, as
anended fromtine to tine; or

(iv) any other data security rules and requlations of, and the stat-
utes administered by, any official departnent, division, conmssion or
agency of the federal or New York state governnent as such rules, regu-
lations or statutes are interpreted by such departnent, division,
conm ssion or agency or by the federal or New York state courts.

3. Any state entity that maintains conputerized data that includes
private information which such agency does not own shall notify the
owner or licensee of the information of any breach of the security of
the systeminmediately followi ng discovery, if the private information
was, or is reasonably believed to have been, acquired by a person wth-
out valid authorization.

6. Regardl ess of the nmethod by which notice is provided, such notice
shall include contact information for the state entity naking the
notification, the tel ephone nunbers and websites of the relevant state
and federal agencies that provide information regarding security breach
response and identity theft prevention and protection information and a
description of the categories of information that were, or are reason-
ably believed to have been, accessed or acquired by a person wthout
val id authorization, including specification of which of the el enents of
personal information and private information were, or are reasonably
bel i eved to have been, so accessed or acquired.

7. (a) In the event that any New York residents are to be notified,
the state entity shall notify the state attorney general, the departnent
of state and the state office of information technol ogy services as to
the timng, content and distribution of the notices and approxinate
nunber of affected persons and provide a copy of the tenplate of the
notice sent to affected persons. Such notice shall be made w thout
del aying notice to affected New York residents.

(b) In the event that nore than five thousand New York residents are
to be notified at one tine, the state entity shall also notify consumner
reporting agencies as to the timng, content and distribution of the
noti ces and approxi mate nunber of affected persons. Such notice shall be
made w t hout del aying notice to affected New York residents.

8. The state office of information technology services shall devel op.
update and provide reqgular training to all state entities relating to
best practices for the prevention of a breach of the security of the
system

9. Any entity listed in subparagraph two of paragraph (c) of subdivi-
sion one of this section shall adopt a notification policy no nore than
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one hundred twenty days after the effective date of this section. Such
entity nmay develop a notification policy which is consistent with this
section or alternatively shall adopt a local law which is consistent
with this section.

8 6. This act shall take effect on the ninetieth day after it shall
have becone a | aw, provided, however, that section four of this act
shall take effect on the two hundred fortieth day after it shall have
becone a | aw



