O©Coo~NoOO~wWNE

STATE OF NEW YORK

5926--B

2019- 2020 Regul ar Sessi ons

| N SENATE

May 16, 2019

Introduced by Sen. KAM NSKY -- read twi ce and ordered printed, and when
printed to be conmitted to the Cormittee on Energy and Tel ecomuni-

cations -- recomitted to the Comrittee on Energy and Tel ecomuni -
cations in accordance with Senate Rule 6, sec. 8 -- committee
di scharged, bill anended, ordered reprinted as anended and recommitted
to said conmmttee -- commttee discharged, bill amended, ordered

reprinted as anended and recommitted to said comrttee

AN ACT to anend the general business law, in relation to requiring
STI R SHAKEN aut henti cati on framework

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The general business law is anended by addi ng a new section
399-z-1 to read as foll ows:

8 399-7z-1. STIR/ SHAKEN authentication franework. 1. As used in this
section, the following terns shall have the foll owi ng neani ngs:

(a) "STIR SHAKEN aut hentication framework" neans the secure tel ephone
identity revisited and signature-based handling of asserted information
using tokens standards proposed by the information and conmuni cations
technol ogy industry.

(b) "Voice service" nmeans any service that is interconnected with the
public switched telephone network and that furnishes voice comuni -
cations to an end user using resources fromthe North Anerican Nunbering
Pl an or any successor to the North Anerican Nunbering Plan adopted by
the public service connission under section 251(e) (1) of the Communi -
cations Act of 1934 (47 U.S.C 251(e)(1)): and includes:

i. transmissions froma telephone facsinmle nachine, conputer, or
other device to a telephone facsimle nmachine; and

ii. wthout Ilimtation, any service that enables real-tine, two-way
voi ce comunications, including any service that requires internet
protocol -conpatible custoner prenises equipnent (conmmonly known as

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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"CPE") and permits out-bound calling, whether or not the service is
one-way or two-way voice over internet protocol

2. Not later than twelve nonths after the date upon which this section
shall have becone a law, the public service commi ssion shall require a
provider of voice service to inplenent the STIR SHAKEN authentication
framework or alternative technol ogy that provides conparable or superior
capability to verify and authenticate caller identification in the
internet protocol networks of voice service providers.

3. Any voice service provider that knowingly fails or neglects to
conply with this section, or a rule or regulation adopted thereunder,
shall forfeit to the people of the state of New York a sumnot |ess than
ten thousand dollars and no npore than one hundred thousand dollars
constituting a civil penalty for each and every offense and. in the case
of a continuing violation, each day shall be deened a separate and
di stinct offense.

4. \Whenever there shall be a violation of this section, an application
may be nmade by either (a) the attorney general in the nane of the
people of the state of New York, or (b) in the case of a voice service
provider subject to the jurisdiction of the public service comission
to a court or justice having jurisdiction, to issue an injunction, and
upon notice to the defendant of not less than five days, to enjoin and
restrain the continuance of such violations, and for the enforcenent of
the penalties provided in this section.

5. When the departnent of public service has reason to believe a
person or voice service provider has violated any provision of this
section, the departnent nmay request in witing the production of rele-
vant docunents and records. |If the person upon whom such request was
nade fails to produce the docunents or records wthin fourteen days
after the date of the request, the departnent may issue and serve
subpoenas to conpel the production of such docunents and records. If any

person shall refuse to conply with a subpoena issued under this section

the departnment may petition a court of conpetent jurisdiction to enforce
the subpoena and, notw thstanding any other provision of law, to request

a civil penalty not to exceed one thousand dollars per day, actua
danages sustained by reason of the failure to conply, and such sanctions
as the court may direct.

6. The public service conm ssion and the departnent of public service
may pronulgate rules and requlations to inplement and enforce the
provisions of this section.

§ 2. This act shall take effect inmediately.




