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| N SENATE

May 1, 2019

Introduced by Sen. SKOUFIS -- (at request of the State Conptroller) --
read twice and ordered printed, and when printed to be comitted to
the Committee on Finance -- recommitted to the Committee on Finance in
accordance with Senate Rule 6, sec. 8 -- conmittee discharged, bil
anended, ordered reprinted as anmended and reconmitted to said conmt-
tee

AN ACT to amend the state finance law, in relation to establishing the
ethical standards for state agency contractors act

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Legislative findings and intent. The legislature finds that
to a great extent, state agencies and public authorities rely on
contractors to help acconplish a broad array of conplex, inherently
governnental and mission-critical functions. State agencies and public
authorities contract for services that involve the contractors' exercise
of judgnent, providing operational and policy advice to state officers
and enployees, overseeing other contractors and, at tinmes, working
al ongside state officers and enpl oyees on the sane projects. This inter-
m ngling of public and private workforce reveals a need to address what
processes are in place to ensure the integrity of governnent operations
and mai ntain public confidence.

While a mgjority of contractors deliver services with integrity, sone
contractors could, nonetheless, engage in misconduct during the course
of the contract term- for exanple, engaging in acts for personal finan-
cial gain, accepting inappropriate gifts, or inappropriately negotiating
for certain jobs.

Furthernore, in carrying out the day-to-day tasks for state agencies
and public authorities, contractors often require extensive access to
and use of nonpublic governnent information. Protection of nonpublic
information is «critical, because unauthorized disclosure can erode the
integrity of government operations and |lead to situations in which such
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information is misused for private gain, potentially harm ng inportant
interests such as the privacy of individuals, comercial business
proprietary rights, security, and | aw enforcenent.

The legislature further finds that opportunities for organi zationa
and personal conflicts of interest by contractors, and the msuse of
nonpublic information by contractors through negligence or m sconduct,
can have a significant effect on the governnent's ability to performits
primary functions, potentially resulting in inappropriate use of taxpay-
er dollars, damaged reputation, and |oss of public trust.

The |l egislature further finds that while few cases of inproper conduct
by contractors have been publicly identified, safeguards are lacking to
identify whether organizational or personal conflicts of interest exist
anong contractors. The cost to the state of contractors or their enploy-
ees engaging in actions reaping organi zational or personal gain - an
outcome increasingly likely based on sheer nunbers - would Iikely never
be known, let alone calculable, as long as there is no transparency.

8§ 2. Short title. This act shall be known and may be cited as the
"et hi cal standards for state agency contractors act".

8 3. The state finance law is anended by adding a new section 148 to
read as foll ows:

8 148. Ethical standards for contractors performng inherently govern-
nental and nission-critical functions or rendering services pursuant to
an_information-risk contract. 1. For the purposes of this section, the
following terns shall have the foll ow ng neanings:

(a) "State agency contractor" or "contractor" shall nean an individ-
ual ., subcontractor, or other agent of the contractor who, or an entity
whi ch, pursuant to contract or other arrangenent with a state agency and
under the supervision or oversight of a state officer or enployee, (i)
performs or assists a state agency in the perfornmance of inherently
governnental activities and m ssion-critical functions, or (ii) renders
services pursuant to an infornmation-risk contract.

(b) "State agency" shall nmean any state departnent, or division,
board, conmi ssion, or bureau of any state departnent; the state univer-
sity of New York or the city university of New York and the independent
institutions operating statutory or contract colleges on behalf of the
state; any public benefit corporation, public authority or conm ssion at
|l east one of whose nenbers are appointed by the governor other than a
local authority as defined in section two of the public authorities |aw
and any governnmental entity performng a governnental or proprietary
function for the state, other than the legislature or the judiciary.

(b-1) "Enployee" shall nean any officer, enployee, agent or represen-
tative of a state agency contractor.

(c) "Inherently governnental and mission-critical function" shall nean
a function that involves the discretionary exercise of state governnent
authority, or involves nonetary transactions and entitlenents including.

but not |limted to, program nanagenent support, systens engineering,
technical assistance, or contract and acquisition support. lInherently
governnental and mission-critical functions shall include, but are not
limted to:

(i) The determination of state budget priorities, policy, guidance or
strategy;

(ii) The determ nation of state agency policy, such as deternining the
content and application of regul ations;
(iii) The direction and control of state enpl ovees:
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(iv) The selection or non-selection of individuals for state govern-
nent enploynent, including the interviewing of individuals for enploy-
nent ;

(v) The approval of position descriptions and performance standards
for state enpl oyees;

(vi) The approval of state governnent property to be acquired or
disposed of and on what terns; provided, however, a state agency nay
give contractors authority to dispose of property at prices within spec-
ified ranges and subject to other reasonable conditions deened appropri -
ate by such state agency:;

(vii) Approving any state contractual docunents., including docunents
defining requirenents, incentive plans and evaluation criteria;

(viii) Awarding, admnistering or termnating contracts;

(ix) Determning whether contract costs are reasonable, allocable and
al | owabl e;

x) The approval of state |licensing actions and inspections:;

(xi) The conduct of crimnal investigations; or

(xii) The control of prosecutions and performance of adjudicatory
functions.

(d) "Nonpublic information" shall nean information under a state agen-
cy's authority or control, the unauthorized access to, or |0ss, nisuse,
or nodification of, which may conprom se inportant interests, such as
personal or nedical privacy, governnent security, |aw enforcenent,
proprietary rights, or the conduct of state agency prograns. Nonpubl i c
information includes, but is not limted to, information that:

(i) is exenpt fromdisclosure under article six of the public officers
law or otherwise protected fromdisclosure by law, rule or requlation
is private information, the release of which would constitute a security
breach under section two hundred eight of the state technology law, has
been designated as confidential by a state agency; has not been di ssem
inated to the public and is not authorized to be made available to the

public on request; is personal identifying information including, but
not limted to, a person's nane, social security nunber, birth date,
health/nedical information, financial infornmation, or taxpayer data; or
is source selection information including, but not Jlinmted to, source
selection plans, technical evaluation plans, cost evaluations or rank-
i ngs;

(ii1) is business proprietary infornation relating to trade secrets,
operations, apparatus, or processes; or

(iii) is state agency information related to continuity of operations
information; security nmmnagenent infornmation, planning information,
budgeting information, protection services/ building security inforna-
tion, or personnel records.

(e) "Proprietary information" shall mean information including, but
not |limted to, source selection, business proprietary information or
personal information as such termis defined in section ninety-tw of
the public officers |aw

(f) "Information-risk contract” shall nean any contract pursuant to
which certain state agency contractors nay:

(i) receive access to information relating to a state agency's deli-
berative processes., managenent operations, or staff., which is not gener-
ally released or available to the public;

(ii) have access to proprietary information that could be exploited
for financial gain; or

(iii) have access to nonpublic information.




O©CoOoO~NOUP~WNE

S. 5449--A 4

(g) An "organizational conflict of interest” shall nean a state agency
contractor's present or currently planned interests, including business
or relationships wth other private sector entities, which either
directly or indirectly relate to the work to be perfornmed under a state
agency contract and (i) which nmay dimnish its capacity to give inpar-
tial, technically sound, objective assistance or advice, or (ii) my
result in it having an unfair conpetitive advantage.

(h) A "personal conflict of interest"”™ shall nean a state agency
contractor's enployee's performance of services or exercise of
discretion under a state agency contract, in a way to benefit such
contractor's enployee or his or her relative including, but not limted

to, financial conflicts of interest where the contractor's enpl oyee or
relative stands to gain or lose financially fromthe contractor's work;
lack of inpartiality; acceptance of gifts valued at fifty dollars or
nore alone or in the aggregate within a given twelve-nonth period from
an_individual or entity reviewed, audited, or investigated under the
state agency contract, or fromanyone who could be affected by the
performance of the contractor's duties.

(i) "Relative" shall nean any person living in the sane household as
the individual and any person who is a direct descendant of that indi-
vidual's grandparents or the spouse of such descendant.

(j) "State agency contract" shall nean a contract with a state agency
to performan inherently governnmental and mission-critical function., or
an information-risk contract.

2. Any contract executed by a state agency with a contractor perform
ing or assisting or providing advice to a state agency in the perform
ance of an inherently governnental and nission-critical function, and
any information-risk contract shall

(a) prohibit a contractor fromorganizational conflicts of interest
with respect to such state agency contract except to the extent that
such contractor has disclosed such conflict to the state agency and
proposed a nethod of mitigation or elimnation satisfactory to such
agency;

(b) prohibit contractors' enployees fromtaking any action that would
constitute a personal conflict of interest as defined in paragraph (h)
of subdivision one of this section and provide that such agency nmy.
when a contractor discloses that a personal conflict of interest has
occurred, take appropriate action;

(c) include a nondisclosure agreenent or clause requiring the contrac-
tor to certify that they have an executed nondisclosure agreenent for
each individual enployed by such contractor pursuant to a state agency
contract as a condition of access to nonpublic infornmation and requiring
that agreenents between such contractors and third parties nust protect
the state agency's nonpublic information;

(d) require contractors to obtain witten consent fromthe state agen-
cy prior to disclosing nonpublic information to subcontractors or
ot hers;

e) require contractors to train at least biannually its enpl oyees and
subcontractors, if any, rendering services on state agency contracts
regarding organizational conflicts of interest, personal conflicts of
interest and protection of nonpublic information and the conseguences
for unauthorized disclosure or m suse of such information;

(f) require contractors to imediately notify the state agency regard-
ing any such organizational or personal conflicts of interest, or the
m suse or unaut horized disclosure of nonpublic infornation; and

(g) inpose consequences for violations.
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3. Contractors shall be responsible for the security of any system
relating to nonpublic information whether such systemis maintained
el ectronically or otherw se.

4. Contractors involved in source selection and related activities
supporting award of state agency contracts shall be subject to laws and
regulations to prevent release of nonpublic information.

5. In addition to the requirenents of subdivisions two, three and four
of this section., contractors performng inherently governnental and
m ssion-critical services or information-risk contract services for
which nore than five mllion dollars is to be paid and involving work in
excess of one hundred twenty days shall be required to have a witten
code of business ethics and conduct. The provisions of this subdivision
shall not apply to contracts for the purchase of commpdities.

6. The conptroller, in his or her discretion, may pronulgate rules and

regul ati ons addressing the appropriate content for a nodel witten code

of business ethics to be utilized by contractors and enpl oyees of such
contractors performing inherently governnental and nission-critical

functions, or rendering information risk contract services, for the
pur pose of preventing organizational and personal conflicts of interest
and protecting nonpublic information.

(a) The conptroller's regulations may include safeguards to identify
and prevent organi zational and personal conflicts of interest including,
but not limted to:

(i) prohibiting the contractor's enployees fromparticipating in a
state agency contract in which they have a personal conflict of inter-
est, absent notification to the contracting state agency and specific
approval to proceed following mtigation;

(ii) requiring the contractor's enployees avoid the appearance of |oss
of inpartiality in performng contracted duties;

(iii) requiring the contractor to review and address any of its
enpl oyees' personal conflicts of interest before assigning themto
deliver services;

(iv) prohibiting the contractor's enployees from using nonpublic
information obtained while perform ng work under contract for persona
gai n;

(v) prohibiting the contractor's enployees who provide procurenent
support services frominitiating a future enploynent contact or future
enpl oynent contacts involving a bidding state agency during an ongoing
procur enent ;

(vi) inposing limts on the ability of the contractor and its enploy-
ees to accept gifts in connection with contracted duties;

(vii) prohibiting msuse of contract duties to provide preferential
treatnent to a private interest; and

(viii) establishing disciplinary processes for violations of such
codes.

(b) Such regulations shall require contractors to:

(i) report any organizational or personal conflict of interest
violations by an enployee of such contractor to the applicable state
agency contracting officer as soon as identified;

(ii) miintain effective oversight to verify conpliance with safe-
guards: and

(iii) establish and mmintain procedures to screen for potential
conflict of interest for all enployees either on a task by task basis or
annual ly, through a financial disclosure statenent.

7. When review of contractor disclosure pursuant to paragraph (a) of
subdivision six of this section reveals an actual or potential conflict
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of interest, financial conflict of interest, inpaired inpartiality or
m suse of information and authority, contractors shall establish proce-
dures to mitigate such conflict, inpairnent or msuse including, but not
limted to, disqualification frombeing assigned to the governnent task,
reassi gnnent or divestiture.

8. In addition to the vendor responsibility process, state agencies
may conduct regul ar background checks of state agency contractors and
enployees of such contractors performng inherently governnental and
m ssion-critical functions, or rendering information risk contract
services. Such background checks nmay include, at the state agency's
discretion, fingerprinting of the state agency contractor's enployees
performng inherently governnental and mission-critical functions, or
rendering information risk contract services or its personnel.

9. Acontractor's failure to inplenent an adequate system for enpl oyee
conflict certification, to disclose or correct instances of personne
m sconduct, or to take appropriate disciplinary neasures agai nst an
enpl oyee who commits misconduct nay be grounds for contract termnation
by the state agency.

8 4. This act shall take effect one year after the date on which it
shal |l have becone a |aw and apply to contracts executed on and after
such date; provided, however, that effective inmediately, any rule or
regul ati on necessary for the tinely inplenentation of this act on its
effective date is authorized and directed to be nade and conpl eted on or
before such effective date.




