OCoO~NOUIAWNPEF

STATE OF NEW YORK

3940

2019- 2020 Regul ar Sessi ons

| N SENATE

February 21, 2019

I ntroduced by Sens. KRUEGER, COVRIE, LIU, MONTGOVERY, PARKER, SANDERS - -
read twice and ordered printed, and when printed to be comritted to
the Committee on Investigations and Governnment Operations

AN ACT to anend the public officers law, the arts and cultural affairs
law, the executive law and the legislative law, in relation to the
retention of state electronic records; to repeal subdivision 1 of
section 88 of the public officers law, relating to rules and regu-
| ati ons governing access to state legislative records; to repea
section 5 of the executive law, relating to executive records; and to
repeal section 70-0113 of the environnental conservation law, relating
to informati on confidentially disclosed by applicants

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Legislative intent. The legislature finds that procedures
and practice that pronote transparency and accountability in the execu-
tive and legislative branches serve the public interest and encourage
public faith in government. Governnent policies which allow for the
destruction of emils and other electronic governmental records and
exempt the legislature fromthe Freedomof Information Law (FOL) run
counter to these principles of transparency and accountability.

Conputers and other electronic devices create many of the new records
we use today, nost comonly via email. These records, although el ectron-
icin format, are the sanme as records produced in other formats. Elec-
tronic records show how one conducts business, makes decisions, and
carries out the people's work. They are evidence of decisions and
actions. Fundanmental records managenment principles should apply to
el ectronic records, as they apply to any record formats.

The executive branch has adopted a policy allowi ng automati c del etion
of emils after 90 days, which has the potential to severely linmt the
public availability of vital information regarding the operations of
agencies. The consequences of such a policy are illustrated in a 2015

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmtted
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judicial proceeding where the former Deputy Secretary for Ganmng and
Racing indicated he was "aghast"” to find that emails dating from 2013
relevant to the case had been deleted. The deletion of these ennils
undermnes the ability of the plaintiff in the case to seek redress. An
adm ni strati on spokesman def ended del etion of the emails on the ground
they had not been the subject of a FOL request.

This legislation would ensure that under the guidance of the State
Archives, agencies and | egislative bodies nust take a proactive approach
to the preservation of electronic records. It would establish strict
standards for permanent preservation of the records of policymakers, and
prohi bit deletion of emails fromgovernnent officials for at |east seven
years. It is nodeled on federal policies adopted after extensive study
of appropriate practices for handling electronic records. The state
al ready wuses enmil nanagerment software that woul d enabl e inplenentation
of such a policy at mniml cost.

Mor eover, the exenption of the legislature frompresunption of access
in the Freedom of Information Law also underm nes transparency and
accountability. The public should have access to the same types of
information from the legislature that it can already access fromthe
Executive Branch and | ocal governnent agencies through the FO L process.
Recent scandal s invol ving individual |egislators only highlight the need
for increasing the availability of information regarding |legislative
records. This bill would establish the same standards for treating the
Executive and Legislative branches wunder FOL. The bill would also
extend to the |legislature the various exenptions fromdisclosure in the
FOL law, including records that would conpronise personal privacy
rights or that are related to internal deliberations of the body or
agency.

8§ 2. Subdivision 3 of section 86 of the public officers law, as added
by chapter 933 of the laws of 1977, is amended and a new subdi vision 6
is added to read as foll ows:

3. "Agency" neans any state or nunicipal departnent, board, bureau,
division, conmssion, comittee, public authority, public corporation,
council, office or other governnental entity performng a governnental
or proprietary function for the state or any one or nore mnunicipalities
t hereof, except the judiciary [e+—the—statetlegisiature].

6. "Archives" nmeans any institution as defined by section 57.05 of the
arts and cultural affairs |aw

§ 3. Subdivision 1 of section 88 of the public officers law is
REPEAL ED.

8 4. The public officers law is anmended by adding a new section 88-a
to read as foll ows:

§ 88-a. Electronic records retention. 1. Each state agency, as
defined by paragraph b of subdivision four of section eighty-seven of
the public officers law, and the state legislature in conjunction wth
the state archives, shall preserve electronic records in accordance with
the provisions of this section.

2. Fach agency shall identify the accounts of policy nmakers subject to
the provisions of this article. For the purpose of this section, "poli-
cy maker" neans any statewide elected official, state officer or enploy-
ee, nmenber of the legislature, or legislative enployee subject to
section seventy-three-a of the public officers |aw

3. (a) The provisions of this section and article six of this chapter
shall apply to all emil accounts of any policy nmeker, including
accounts managed by other staff, including, but not limted to persona
assistants, confidential assistants, or adm nistrative assistants.
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(b) The provisions of this section and of article six of this chapter
shall apply to all emnil accounts of any policy naker, regardless of the
address nanes used by the public official for agency business.

4. FElectronic records shall be nmanintained in accordance with the
follow ng general records retention schedul e:

(a) Email and other electronic records of policy nmkers. Agencies
shall transfer docunentation adequate to identify, service, and inter-
pret the permanent electronic records, which includes the position title
and begin and end dates for each email account captured in this subdivi-
sion. The disposition of electronic records described in this paragraph
is permanent. Such electronic records shall be transferred to the state
archives no sooner than fifteen years after the date of the creation of
the electronic record and no later than twenty-five vyears after the
creation of the electronic record.

(b) Emmil and other electronic records of other officials. Agencies
shall transfer docunentation adequate to identify, service, and inter-
pret the permanent electronic records, which includes the position title
and begin and end dates for each emnil account captured in this subdivi-
sion. The disposition of electronic records described in this paragraph
is tenporary. Such electronic records shall be transferred to the state
archi ves no sooner than seven years after the date of creation of the
electronic record, provided, however, that |longer retention is author-
ized if required for business use by the agency.

5. Production of electronic records by agencies shall conply with the
foll owi ng provisions:

(a) Agencies shall transfer to the state archives docunentation
adequate to identify, service, and interpret the permanent electronic
records.

(b) Docunentation for data files and data bases nust include record
| ayouts, data elenent definitions, and code translation tables (code-
books) for coded data. Data elenment definitions, codes used to represent
data values, and interpretations of these codes nust nmatch the actua
format and codes as transferred.

(c) Digital geospatial data files nust include the docunentation spec-
ified in paragraph (b) of this subdivision. In addition, docunentation
for digital geospatial data files can include netadata that conforns to
the Federal Geographic Data Commttee's Content Standards for Digital
CGeospatial Metadata, as specified in Executive Order 12906 of April 11,
1994 (3 CFR, 1995 Conp.., p. 882).

d) Docunentation for electronic files containin textual docunents
with SGM tags nust include a table for interpreting the SGVM tags., when
appropri ate.

(e) Docunentation for the following types of electronic records nust
conformto formats specified in National Archives and Records Adminis-
tration Bulletin 2014-04; Appendix A. Revised Format Gui dance for the
Transfer of Permanent FElectronic Records. Tables of File Formats;
provi ded, however, that the state archive nmay approve additional accept-
able file formats:

(i) email nmessages with attachnents;

(ii) scanned innges of textual records;

(iii) records in portable docunent format (PDF):

(iv) digital photographic records; and

(v) web content records.

6. (a) Any aggrieved person shall have standing to enforce the
provisions of this section by the commencenent of a proceeding pursuant
to article seventy-eight of the <civil practice |law and rules, or an
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action for declaratory judgnent and injunctive relief. In any such
action or proceeding, if a court deternines that an agency failed to
conply with the provisions of this section, the court shall have the
power, in its discretion, upon good cause shown., to declare that the

agency violated the provisions of this section. If the court determ nes
that an agency has violated the provisions of this section, the court
may require the nenbers of the agency to participate in a training
session concerning the obligations inposed by this section conducted by
the staff of the state archives.

(b) I'n any proceeding brought pursuant to this section, costs and
reasonable attorney's fees may be awarded by the court, in its
discretion, to the successful party. |If a court determines that an el ec-
tronic record was not retained in material violation of this article,
the court shall award costs and reasonable attorney's fees to the
successful petitioner, unless there was a reasonable basis for the agen-
cy to believe that it acted in conpliance with the provisions of this
section.

(c) The statute of limtations in an article seventy-eight proceeding
with respect to an action taken at executive session shall comence to
run fromthe date the electronic record at issue has been nade avail able
to the public.

7. Nothing in this section shall bar an enpl oyee of an agency from
maintaining a record slated for destruction under the retention sched-
ules developed pursuant to section 57.06 of the arts and cultura
affairs law, if such record is relevant to an ongoing nmatter and such
di sclosure would not violate any privilege or confidentiality interest.

8 5. Subparagraphs vi and vii of paragraph (b) of subdivision 2 of
section 89 of the public officers Iaw, as anended by section 11 of part
U of chapter 61 of the |aws of 2011, are anended and a new subparagraph
viii is added to read as foll ows:

vi. information of a personal nature contained in a workers' conpen-
sation record, except as provided by section one hundred ten-a of the
wor kers' conpensation | aw, [e+]

vii. disclosure of electronic contact information, such as an e-mai
address or a social network usernane, that has been collected froma
t axpayer under section one hundred four of the real property tax law -] .
and

viii. comunications of a personal nature between state leqgislators
and their constituents.

§ 6. The arts and cultural affairs law is amended by adding a new
section 57.06 to read as foll ows:

8 57.06. Electronic records retention. 1. The state archives shal
develop and inplenent a protocol for the preservation of electronic
records of the state in accordance with the provisions of this article.

Such protocol shall include
(a) a process by which senders and recipients of electronic mail can
categorize such mail into records that will be retained, and those that

will be subject to procedures for regular disposition of such records in
the ordinary course of business:;

(b) the delineation of such other standards or procedures which wll
assist in the identification and preservation of electronic records;

(c) the identification of software and other technological aids that
would facilitate records preservation and review, and which may be
purchased within available resources; and
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(d) a schedule for records retention for specific types of records and
identification of historically inportant records developed in concert
with the agencies providing the electronic records.

2. Nothing in this section shall bar an enployee of the state archives
from maintaining a record slated for destruction under the retention
schedul e, or fromproviding such record to an agency., if such record is
relevant to an ongoing matter, and such disclosure would not violate any
privilege or confidentiality interest.

8 7. Section 5 of the executive |law i s REPEALED.

8§ 8. Subdivision 3 of section 713 of the executive |law, as amended by
section 16 of part B of chapter 56 of the laws of 2010, is anended to
read as foll ows:

3. Any reports prepared pursuant to this article shall not be subject
to disclosure pursuant to [seetion—eighty—eight] article six of the
public officers |aw.

8§ 9. The legislative law is anmended by adding a new section 33-a to
read as foll ows:

8 33-a. Disclosure. Al nenbers, officers and enployees of the senate
and the assenbly shall be subject to the provisions of article six of
the public officers | aw

8 10. Section 70-0113 of the environnental conservation law is
REPEALED

8§ 11. This act shall take effect on the one hundred twentieth day
after it shall have beconme a | aw.




