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Introduced by Sen. CARLUCCI -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Consuner Protection

AN ACT to anend the general business law, in relation to the tineliness
of disclosure of a breach of the security of a systemthat contains
private information

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "Credit Enpowernent Act".

8§ 2. Section 380-t of the general business |aw, as anmended by chapter
279 of the laws of 2008, subdivisions (b) and (n) as separately anmended
by chapter 406 of the laws of 2008, and subdivision (g) as anended by
section 36 of part A of chapter 62 of the laws of 2011, is anended to
read as foll ows:

8§ 380-t. Security freeze. (a) A consuner may request that a security
freeze be placed on his or her consumer credit report by sending a
request in witing with confirmation of delivery requested or via tele-
phone, secure electronic neans, or other nethods developed by the
consuner credit reporting agency to a consumer credit reporting agency
at an address, telephone nunber or secure website designated by such
agency to receive such requests. Consunmer credit reporting agencies
shall have a secure website and a separately dedicated toll-free nunber
to offer information, to process requests and deliver the services
provided for under this section.

(b) A consuner credit reporting agency that receives froma consuner a
request in accordance wth subdivision (a) of this section shall,
provi ded such request is acconpanied by proper identification and
paynent of any applicable fee, place a security freeze on the consuner
credit report of or relating to such consumer no later than four busi-
ness days after receiving such request, provided further, however, that
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for requests received on or after January first, two thousand nine, such
consunmer credit reporting agency shall place a security freeze on the
consurmer credit report of or relating to such consuner no later than
three business days after receiving such request and for requests
received on or after January first, two thousand ten, such consuner
credit reporting agency shall place a security freeze on the consuner
credit report of or relating to such consuner no | ater than one business
day after receiving such request. Nothing in this subdivision shall be
construed to prevent a consuner credit reporting agency from advising a
third party that a security freeze is in effect wth respect to the
consunmer credit report of or relating to such consunmer. No consuner
credit reporting agency shall advise in any manner a third party, of the
fact that the consuner requesting the freeze is alleging to be the
victim of donestic violence or identity theft, without the witten
aut hori zati on of the consuner.

(c) The consuner credit reporting agency shall send a witten confir-
mati on of the placenment of a security freeze to the consunmer within five
busi ness days of placing such freeze. Upon placing the security freeze
on the consuner credit report of or relating to such consuner, the
consurmer credit reporting agency shall provide the consuner with a
uni que personal identification nunber or password, or other device which
shall only be used by the consumer when providing authorization for the
release of his or her consuner credit report for a specific party or
specific period of time. The unique personal identification nunber or
password, or other device to be used by the consuner shall not be a
soci al security number or a sequential portion thereof. Any use of the
uni que personal identification nunber or password or other device other
than provided for in this section is prohibited.

(d) If the consuner wishes to allow his or her consumer credit report
to be accessed for a specific party or a specific period of tinme while a
freeze is in place, he or she shall contact the consunmer credit report-
ing agency via mail with confirmation of delivery, telephone, secure
electronic nmeans or other nmethod developed by such consunmer credit
reporting agency pursuant to subdivision (f) of this section using a
point of contact designated by such consuner credit reporting agency,
request that the freeze be tenporarily lifted, and provide the follow
i ng:

(1) proper identification;

(2) the unique personal identification nunmber or password provided by
the consuner credit reporting agency pursuant to subdivision (c) of this
section; and

(3) the proper information regarding the party to which the consuner
credit report should be available or the tinme period for which the
consunmer credit report shall be available to users of such report[—and

. ],

(e) (1) A consuner credit reporting agency that receives a request
froma consuner to tenporarily |ift a freeze on a consuner credit report
pursuant to subdivision (d) of this section, shall conply with the
request: (i) no later than [t+h+ee] one business [days] day after receiv-
ing such request; (ii) as of Septenmber first, tw thousand nine, a
consurmer credit reporting agency that receives a request via the use of
a tel ephone or secure electronic nmethod provided by the agency, pursuant
to subdivision (d) of this section, shall release a consuner's credit
report as requested by the consunmer within fifteen mnutes after the
request is received by the consuner credit reporting agency.
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(2) A consuner credit reporting agency is not required to tenporarily
lift a security freeze within the tinme provided in subparagraph (ii) of
par agraph one of this subdivision if:

(i) the consuner fails to neet the requirenents of subdivision (b) of
this section; or

(ii) the consumer credit reporting agency's ability to temporarily
lift the security freeze within fifteen mnutes is prevented bhy:

(A) an act of God, including fire, earthquakes, hurricanes, storms, or
simlar natural disaster or phenonena;

(B) wunauthorized or illegal acts by a third party, including terror-
ism sabotage, riot, vandalism |abor strikes or disputes disrupting
operations, or simlar occurrence;

(C operational interruption, including electrical failure, unantic-
i pated delay in equipnment or replacenent part delivery, conputer hard-
ware  or software failures inhibiting response time, or simlar
di sruption;

(D) governmental action, including emergency orders or regulations,
judicial or |law enforcenent action, or simlar directives;

(E) regularly schedul ed mai nt enance, during other than nornmal business
hours, of, or updates to, the consunmer reporting agency's systens; or

(F) comercially reasonabl e nai ntenance of, or repair to, the consuner
reporting agency's systens that is unexpected or unschedul ed.

(f) A consumer credit reporting agency may devel op procedures invol v-
i ng other secure nethods of conmunication, including the use of the
internet, or other electronic nedia to receive and process a request
froma consuner to tenporarily lift a freeze on a consunmer credit report
pursuant to subdivision (d) of this section in an expedited nanner.

(g) The departnent of state shall nonitor the state of technol ogy
relating to the neans available to process requests for the lifting or
renoval of a security freeze, and shall report to the |egislature when
it is determned that the technology to process requests for the lifting
or renoval of a security freeze in a shorter period of time than that
set forth in subdivision (e) of this section is avail able.

(h) A consuner credit reporting agency shall renbve or tenporarily
lift a freeze placed on the consumer credit report of or relating to a
consurrer only in the follow ng cases:

(1) upon consuner request, pursuant to subdivision (d) or (k) of this
section; or

(2) if the consuner credit report of or relating to such consuner was
frozen due to a material msrepresentation of fact by the consuner. If a
consurer credit reporting agency intends to renpbve a freeze upon a
consunmer credit report pursuant to this paragraph, the consumer credit
reporting agency shall notify the consuner in witing, by first «class
mail, wthin three business days prior to renoving the freeze on such
consumer credit report.

(i) If athird party requests access to a consuner credit report on
which a security freeze is in effect, and this request is in connection
with an application for credit or any other use, and the consuner does
not allow his or her consunmer credit report to be accessed for that
period of time, the third party nay treat the application as inconplete.

(j) I'f a consuner requests a security freeze, the consunmer credit
reporting agency shall disclose the process of placing and tenporarily
lifting a freeze, and the process for allowing access to information
from such consuner credit report for a specific party or a period of
time while the freeze is in place.
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(k) (1) A security freeze shall remain in place until the consuner
requests, using a point of contact designated by the consuner credit
reporting agency, that the security freeze be renoved and provides the
fol | owi ng:

(i) proper identification; and

(ii) the unique personal identification nunber or password or simlar
device provided by the consunmer credit reporting agency pursuant to
subdi vision (c) of this section[+—and

H—ateor—i+—applicable].

(2) A consumer credit reporting agency shall renmove a security freeze
within [+h~ee] one business [days] day of receiving a request for
renoval fromthe consumer pursuant to paragraph one of this subdivision

(1) A consumer credit reporting agency shall require proper identifi-
cation of the person nmaking a request to place or renbve a security
freeze.

(m The provisions of this section do not apply to the use of a
consurer credit report by any of the follow ng:

(1) a person or entity, or a subsidiary, affiliate, or agent of that
person or entity, or an assignee of a financial obligation ow ng by the
consurmer to that person or entity, or a prospective assignee of a finan-
cial obligation owing by the consuner to that person or entity in
conjunction with the proposed purchase of the financial obligation, with
which the consuner has or had prior to assignnment an account or
contract, including a denand deposit account, or to whom the consumner
issued a negotiable instrunment, for the purposes of review ng the
account or collecting the financial obligation owing for the account,
contract, or negotiable instrument. For purposes of this paragraph,
"reviewi ng the account” includes activities related to account mainte-
nance, nonitoring, credit 1line increases, and account upgrades and
enhancerent s;

(2) a subsidiary, affiliate, agent, assignee, or prospective assignee
of a person to whom access has been granted for purposes of facilitating
the extension of credit or other pernissible use;

(3) any state or |ocal agency, |aw enforcenent agency, court, private
col l ection agency, or person acting pursuant to a court order, warrant,
or subpoena

(4) a child support agency acting pursuant to title iv-d of the social
security act (42 U. S.C. et seq.);

(5) the state or its political subdivisions or its agents or assigns
acting to investigate fraud or acting to investigate or collect delin-
quent taxes or unpaid court orders or to fulfill any of its other statu-
tory responsibilities provided such responsibilities are consistent with
a perm ssible purpose under 15 U. S.C. section 1681b;

(6) the use of credit information for the purposes of prescreening as
provided for by the federal fair credit reporting act;

(7) any person or entity admnistering a credit file nonitoring
subscription or simlar service to which the consuner has subscribed; or

(8) any person or entity for the purpose of providing a consuner with
a copy of his or her consumer credit report or score upon the request of
such consunmer.

(n) [é4}—%f}—#b7eensHne4—e#ed++—4gpe#%+ﬂg—ageney—sha##—eha#ge—a—ﬁee—ke
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2] No consumer credit reporting agency shall <charge a fee to a
consumer requestlng the placenent of a securlty freeze [ whenr—such

Ped—agaph—ehe—a—hi-s—subdirt-sier—=a] . A consuner credlt reportlng agen-
cy may not charge a consuner a fee [pet—to—execeediive—dollars] for the

pl acement of a second or subsequent freeze or for the renpval of a
freeze or the tenporary lift of a freeze for a specific party or period
of time or for the issuance of a replacenment personal identification
nunber or password when the consumer fails to retain the personal iden-
tification nunber or password provided to such consuner by such consuner
credit reporting agency pursuant to subdivision (c) of this section.

(o) If a security freeze is in place, a consunmer credit reporting
agency shall not change any of the following official information in a
consunmer credit report without sending a witten confirmation of the
change to the consuner within thirty days of the change being posted to
the file of or relating to such consunmer: nanme, date of birth, social
security nunber, and address. Witten confirmation is not required for
technical nodifications of the official information of or relating to
such consuner, including nane and street abbreviations, conplete spell-
i ngs, or transposition of nunbers or letters. In the case of an address
change, the witten confirmation shall be sent to both the new address
and to the fornEr address
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5] (1) Any time a consumer credit reporting agency is required to
send a summary of rights required under 15 U S.C. section 1681g, to a
consumer residing in this state the followi ng notice shall be included
with such sunmary of rights:

"NEW YORK CONSUMERS HAVE THE RI GHT TO OBTAIN A SECURI TY FREEZE.

YOU HAVE A RIGHT TO PLACE A "SECURI TY FREEZE' ON YOUR CREDI T REPORT,
VWH CH WLL PROHI BIT A CONSUMER CREDI T REPORTI NG AGENCY FROM RELEASI NG
I NFORMATI ON I N YOUR CREDI T REPORT W THOUT YOUR EXPRESS AUTHORI ZATI ON. A
SECURI TY FREEZE MUST BE REQUESTED IN WRI TING DELIVERY CONFI RVATI ON
REQUESTED OR VI A TELEPHONE, SECURE ELECTRONI C MEANS, OR OTHER METHODS
DEVELOPED BY THE CONSUMER CREDI T REPORTI NG AGENCY. THE SECURITY FREEZE
IS DESIGNED TO PREVENT CREDI T, LOANS, AND SERVI CES FROM BElI NG APPROVED
IN YOUR NAME W THOUT YOUR CONSENT. HOWEVER, YOU SHOULD BE AWARE THAT
USING A SECURITY FREEZE TO TAKE CONTROL OVER WHO GETS ACCESS TO THE
PERSONAL AND FI NANCI AL | NFORMATION IN YOUR CREDIT REPORT MAY DELAY,
INTERFERE WTH, OR PROHBIT THE TIMELY APPROVAL OF ANY SUBSEQUENT
REQUEST OR APPLI CATI ON YOU MAKE REGARDI NG A NEW LOAN, CREDI T, MORTGAGE,
GOVERNMENT  SERVI CES OR PAYMENTS, | NSURANCE, RENTAL HOUSI NG EMPLOYMENT,
| N\VESTMENT, LI CENSE, CELLULAR PHONE, UTILITIES, DI G TAL Sl GNATURE,
| NTERNET CREDI T CARD TRANSACTI ON, OR OTHER SERVI CES, | NCLUDI NG AN EXTEN-
SION O CREDIT AT PO NT OF SALE. WHEN YOU PLACE A SECURI TY FREEZE ON
YOUR CREDI T REPORT, YOU WLL BE PROVIDED A PERSONAL | DENTI FI CATI ON
NUMBER OR PASSWORD TO USE |IF YOU CHOOSE TO REMOVE THE FREEZE ON YOUR
CREDI T REPORT OR AUTHORI ZE THE RELEASE OF YOUR CREDIT REPORT TO A
SPECI FIC PARTY OR FOR A PERIOD OF TI ME AFTER THE FREEZE | S I N PLACE. TO
PROVI DE THAT AUTHORI ZATI ON YOU MUST CONTACT THE CONSUMER CREDI T REPORT-
I NG AGENCY AND PROVI DE ALL OF THE FOLLOW NG

(1) THE PERSONAL | DENTI FI CATI ON NUMBER OR PASSWORD;

(2) PROPER | DENTI FI CATI ON TO VERI FY YOUR | DENTI TY;

(3) THE PROPER | NFORMVATI ON REGARDI NG THE PARTY OR PARTI ES WHO ARE TO
RECEI VE THE CREDI T REPORT OR THE PERICD OF TIME FOR WH CH THE REPORT
SHALL BE AVAI LABLE TO USERS OF THE CREDI T REPORT; AND

(4) PAYMENT OF ANY APPLI CABLE FEE.

A CONSUMER CREDI T REPORTI NG AGENCY MUST AUTHORI ZE THE RELEASE OF YOUR
CREDI T REPORT NO LATER THAN THREE BUSI NESS DAYS AFTER RECEIVING THE
ABOVE | NFORVATI ON. EFFECTI VE SEPTEMBER FIRST, TWDO THOUSAND NI NE, A
CONSUMER CREDI T REPORTI NG AGENCY THAT RECElI VES A REQUEST VI A TELEPHONE
OR SECURE ELECTRONIC METHOD SHALL RELEASE A CONSUMER S CREDI T REPORT
W THI N FI FTEEN M NUTES WHEN THE REQUEST | S RECEI VED.

A SECURI TY FREEZE DCES NOT APPLY TO Cl RCUMSTANCES IN WHI CH YOU HAVE AN
EXI STI NG ACCOUNT RELATI ONSHI P AND A COPY OF YOUR REPORT | S REQUESTED BY
YOUR EXI STING CREDI TOR OR | TS AGENTS OR AFFI LI ATES FOR CERTAI N TYPES OF
ACCOUNT REVI EW COLLECTI ON, FRAUD CONTROL OR SI M LAR ACTI VI Tl ES.

| F YOU ARE ACTI VELY SEEKI NG CREDI T, YOU SHOULD UNDERSTAND THAT THE
PROCEDURES | NVOLVED I N LI FTING A SECURI TY FREEZE MAY SLOW YOUR APPLI CA-
TION FOR CREDIT. YOU SHOULD PLAN AHEAD AND LIFT A FREEZE, ElITHER
COVWPLETELY |IF YOU ARE SHOPPI NG AROCUND, CR SPECI FI CALLY FOR A CERTAIN
CREDI TOR, BEFORE APPLYI NG FOR NEW CREDI T. WHEN SEEKI NG CREDIT OR PURSU
I NG ANOTHER TRANSACTI ON REQUI RI NG ACCESS TO YOUR CREDI T REPORT, IT IS
NOT NECESSARY TO RELI NQUI SH YOUR PIN OR PASSWORD TO THE CREDITOR OR
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BUSI NESS; YOU CAN CONTACT THE CONSUMER CREDI T REPORTI NG AGENCY DI RECTLY.
IF YOU CHOOSE TO G VE OUT YOUR PIN OR PASSWORD TO THE CREDI TOR OR BUSI -
NESS, I T | S RECOWENDED THAT YOU OBTAIN A NEW PIN OR PASSWORD FROM THE
CONSUMER CREDI T REPORTI NG AGENCY. "

(2) If a consuner requests information about a security freeze, such
consuner shall be provided with the notice set forth in paragraph one of
this subdivision and with any other information necessary to place,
tenporarily |[|ift or permanently lift a security freeze, including but
not limted to the address, telephone nunber or point of contact at
whi ch the consunmer credit reporting agency receives such requests.

[—] (0) Wien a consuner credit reporting agency erroneously rel eases
a consumer credit report subject to a security freeze or any information
contained in such consuner credit report, the consuner credit reporting
agency shall send witten notification to the affected consumer wthin
three business days follow ng discovery or notification of such errone-
ous release. Such notification shall also inform the consumer of the
nature of the information released and identify and provi de contact
information for the recipient of such information or consumer credit
report.

[>] (r) Wenever there shall be a violation of this section, appli-
cation may be made by the attorney general in the nane of the people of
the state of New York to a court or justice having jurisdiction by a
speci al proceeding to issue an injunction, and upon notice to the
def endant of not |less than five days, to enjoin and restrain the contin-
uance of such violations; and if it shall appear to the satisfaction of
the court or justice that the defendant has, in fact, violated this
section, an injunction may be issued by such court or justice, enjoining
and restraining any further violation, wi thout requiring proof that any
person has, in fact, been injured or damaged thereby. |In any such
proceeding, the court nay nmke allowances to the attorney general as
provi ded in paragraph six of subdivision (a) of section eighty-three
hundred three of the civil practice |law and rules, and direct restitu-
tion. Wenever the court shall determine that a violation of this
section has occurred, the court may inpose a civil penalty of not nore
than five thousand dollars for each violation. In connection wth any
such proposed application, the attorney general is authorized to take
proof and rmake a determnation of the relevant facts and to issue
subpoenas in accordance with the civil practice |aw and rul es.

8§ 3. Paragraph 3 of subdivision (j) of section 380-u of the genera
busi ness | aw, as added by chapter 441 of the |laws of 2014, is anended to
read as foll ows:

(3)(i) An entity listed in paragraphs three through eight of subdivi-
sion (m of section three hundred eighty-t of this article;, [Hi3—an

e ted—r—subdir-sien—{p—e—sesi-eh—thireo—hunrdrod—eighiy—t—ot
this—artiele-] or [H4++] (ii) a consuner credit reporting agency's
dat abase or file that consists of information concerning, and used for,
one or nore of the following: crinmnal record information, fraud
prevention or detection, personal loss history information, and enploy-
ment, tenant, or background screening.

8 4. This act shall take effect inmediately.



