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STATE OF NEW YORK

6787

2019- 2020 Regul ar Sessi ons

| N ASSEMBLY

March 20, 2019

Introduced by M of A WALLACE -- read once and referred to the Commt-
tee on Education

AN ACT to anend the education law, in relation to the use of bionetric
i dentifying technol ogy

The People of the State of New York, represented in Senate and Assem
bly., do enact as follows:

Section 1. The education law is anmended by adding a new section 2-e to
read as foll ows:

8§ 2-e. Use of bionetric identifying technology. 1. As used in this
section:

a. "bionetric identifying technology" shall nean technology that
utilizes a student's bionetric record including but not linmted to,
technology that provides autonated facial recognition and object recog-
nition of live and recorded surveill ance video

b. "bionetric record"” shall nean a record of one or npbre neasurable
bi ological or behavioral characteristics that can be used for autonated
recognition of an individual. Exanples include fingerprints; retina and
iris patterns; voiceprints; DNA sequence; facial characteristics; and
handwri ti ng.

c. "facial recognition"” shall nean a bionetric application or bione-
tric identifying technol ogy capable of uniquely identifying or verifying
a person by conparing and analyzing patterns based on the person's
facial contours.

2. On or before the first of Decenber two thousand twenty, the conm s-
sioner, in consultation with the departnent's chief privacy officer
shall study and neke recommendations to the governor, tenporary presi-
dent of the senate and speaker of the assenbly on whether bionetric
identifying technology, including but not linmted to facial recognition,
is appropriate for use in public and nonpublic elenentary and secondary
school s, including charter schools, and if so, what restrictions and
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guidelines should be enacted to protect individual privacy interests.
The conmi ssioner shall consider and eval uate:

a. the privacy inplications of collecting. storing, and sharing bione-
tric data of students, teachers, school personnel and the general public
entering a school or school grounds;

b. the reliability of the technology and whether reliability differs
for different classifications of individuals based on race, nationa
origin, gender, age or other factors;

c. whether, and under what circunstances, such technology nay be used
for school security and the effectiveness of such technology to protect
students and school personnel;

d. whether. and under what circunstances and in what manner, inform-
tion collected may be used by schools and shared with students, parents
or guardi ans., outside agencies including | aw enforcenent agencies. indi-
viduals, litigants, and the courts;

e. the risk of an unauthorized breach of databanked bionetric data and
appropriate consequences therefor;

f. expected maintenance costs resulting fromthe storage and use of
facial recognition inages and other bionetric records, including the
cost of appropriately securing sensitive data, performng required
updates to protect against an unauthorized breach of data, and potential
costs associated with an unauthorized breach of data;

g. analysis of other schools and organizations, if any, that have
inplenented facial recognition and other bionetric record software
progr ans;

h. whether., and in what manner., the use of such technology should be
di sclosed by signs and the like in such schools, as well as communi cat ed
to parents, students and district residents; and

i. legislation that nay be needed to ensure., anpng other things., that
records of the use of such technology are kept, privacy interests of

data subjects are protected, and that data breaches are avoi ded

3. The conmissioner shall, via scheduled public hearings and other
outreach nethods, seek feedback from teachers, school admnistrators,
parents, individuals wth expertise in school safety and security, and

individuals with expertise in data privacy issues and student privacy
i ssues prior to nmaking such recommendati ons.

4. Commencing wth the tw thousand nineteen--two thousand twenty
school year, public and nonpublic elenentary and secondary schools,
including charter schools, shall be prohibited from purchasing and
utilizing bionmetric identifying technology for any purpose, including
school security, absent specific authority in state |egislation

8 2. This act shall take effect inmediately.




