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STATE OF NEW YORK

3308

2019- 2020 Regul ar Sessi ons

| N ASSEMBLY

January 29, 2019

Introduced by M of A ORTIZ DINONTZ, GOITFRIED -- read once and
referred to the Committee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to the collection
and disclosure of certain information collected by on-1ine conputer
servi ces

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The general business law is anmended by addi ng a new section
397-b to read as fol |l ows:

8 397-b. On-line conputer services. 1. As used in this section. the
following terns shall have the foll owi ng neani ngs:

(a) "On-line conputer service" neans the offering of a capability for
generating, acquiring, storing, transform ng, processing, retrieving,
utilizing or making available information using conputer-based telecom
nuni cations. On-line conputer service shall also include a service that
permts a subscriber to retrieve stored infornmation fromor file infor-
nmat i on for storage in infornmation storage facilities, electronic
publishing or an el ectroni c nessagi hg service.

(b) "Personal information" neans information which identifies either a
specific file or service utilized or froman on-line conputer service
and the subscriber and/or such subscriber's on-line conputer address who
obtained such file or service. Personal infornmation shall not include
any record of aggregate data which does not identify a file or service
utilized and a subscriber and/or such subscriber's on-line conputer
addr ess.

(c) "Disclose" or "disclosure" neans the sale, rental or other dissem
ination of personal information.

(d) "File" neans a collection of related records treated as a unit.

(e) "Records" neans a group of distinct data itenms in a conputer
system nmnipulated as a unit.

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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2. Any person, firm partnership or corporation which provides an
on-line conputer service nmay not disclose personal information concern-
ing a subscriber to any other person, firm partnership or corporation
unl ess such subscriber:

(a) has received the notice provided for in subdivision three of this
section; and

(b) has consented to the disclosure.

3. At the tine of entering into an agreenmrent to provide an on-line
conputer service to a subscriber and at such tine when a service is
obt ai ned each and every on-line conputer service shall provide notice in
the formof a separate statenent to the subscriber that <clearly and
conspi cuously disclose the following to such subscriber

(a) the nature of personal information collected or to be collected
with respect to the subscriber and the nature and use of the information
if any;

b) the nature, frequency and purpose of any disclosure which nma be
made of such information, including an identification of the types of
persons or person to whom such disclosure may be nade;

(c) the period of tine the information will be nmintained; and

(d) a description of the procedures by which the subscriber nmry gain
access to the infornation.

Such notices may be provided electronically by using conputer-based
t el ecommuni cati ons.

4. Upon request a subscriber shall be provided access to all persona
information regarding such subscriber that is collected and maintained
by an on-line conputer service. Such information shall be nade avail able
at reasonable tines and at a convenient |ocation to the subscriber.
Conput er -based tel ecomuni cations nmay be the neans by which such infor-
mation is provided to the subscriber. The subscriber shall be provided
reasonabl e opportunity by the on-line conputer service to correct errors
in personal information and the on-line conputer service shall pronptly
correct such infornmation. If the on-line conputer service is unable to
resolve any remaining differences, a subscriber shall also be provided
with the opportunity to file a statenent of explanation concerning the
nature of any dispute.

5. Notwi thstanding subdivision two of this section, an on-line conput-
er service may disclose personal information if the disclosure is:

(a) necessary to render or conduct business or provide service to the
subscri ber;

(b) made pursuant to a court order;

(c) for the purpose of extending credit to the subscriber or for a
check or credit <card transaction when it is incidental to the sale or
other transfer of the accounts receivable of the on-line conputer
service; and

(d) for the purpose of validating a check witten by the subscriber.

6. No on-line conputer service shall be deened to have violated the
provisions of this section, if such on-line conputer service shows by a
pr eponderance of the evidence that the violation was not intentional and
that it resulted froma bona fide error nade notw thstanding the mainte-
nance of procedures reasonably adopted to avoid any such error.

7. Any subscriber who has been injured by reason of any violation of
this section may bring an action in his or her own nane to enjoin such
unl awful act or practice, an action to recover his actual dannges or one
hundred dollars, whichever is greater, or both such actions. The court
may, in its discretion, increase the award of danmages to an anpunt not

to exceed three tinmes the actual danages up to one thousand dollars, if




O©CoOoO~NOUP~WNE

A. 3308 3

the court finds the defendant wllfully or knowingly violated this
section. The court may award reasonable attorney's fees to a prevailing
plaintiff.

8. \Wenever there shall be a violation of this section, an application
may be made by the attorney general in the nane of the people of the
state of New York to a court or justice having jurisdiction to issue an
injunction, and upon notice to the defendant of not less than five days,
to enjoin and restrain the continuance of such violations; and if it
shall appear to the satisfaction of the court or justice that the
defendant has, in fact, violated this section, an injunction nay be
i ssued by such court or justice, enjoining and restraining any further
violation, wthout requiring proof that any person has, in fact, been
injured or damaged thereby. In any such proceeding the court may nBke
allowances to the attorney general as provided in paragraph six of
subdi vision (a) of section eighty-three hundred three of the civil prac-
tice law and rules, and direct restitution. Wenever the court shal
deternmine that a violation of this section has occurred, the court nay
inpose a civil penalty of not nore than one thousand dollars for each
violation. 1In connection with any such proposed application, the attor-
ney general is authorized to take proof and nake a determ nation of the
relevant facts and to i ssue subpoenas in accordance with the civil prac-
tice law and rul es.

8 2. This act shall take effect on the first of Novenmber next succeed-
ing the date on which it shall have becone a | aw




