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STATE OF NEW YORK

10583

| N ASSEMBLY

June 4, 2020

Introduced by COWM TTEE ON RULES -- (at request of M of A L. Rosen-
thal) -- read once and referred to the Conmttee on Health

AN ACT in relation to the collection of emergency health data and the
use of technology to aid during COVID-19; and providing for the repea
of such provision upon the expiration thereof

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. For the purposes of this act:

1. "Covered entity" means any person, including a governnment entity:

(a) that collects, wuses, or discloses energency health data, as
defined in this act, electronically or through communication by wire or
radi o; or

(b) that develops or operates a website, web application, nobile
application, nobile operating systemfeature, or smart device applica-
tion for the purpose of tracking, screening, nonitoring, contact trac-
ing, or mtigation, or otherwise responding to the COVID-19 public
heal t h energency.

2. "De-identified information" means information that cannot reason-
ably identify, relate to, describe, be capable of being associated wth,
or be linked, directly or indirectly, to a particular individual. A
covered entity that uses de-identified information:

(a) has inplenmented technical safeguards that prohibit re-identifica-
tion of the individual to whomthe informati on may pertain

(b) has inplenmented business processes that specifically prohibit
re-identification of the information;

(c) has inplenmented business processes that prevent inadvertent
rel ease of de-identified infornmation; and

(d) makes no attenpt to re-identify the information

3. "Energency health data" nmeans data |linked or reasonably linkable to
an individual or device, including data inferred or derived about the
i ndi vidual or device fromother collected data provided such data is
still linked or reasonably linkable to the individual or device, that
concerns the public COVID-19 health emergency. Such data incl udes:

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
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(a) Information that reveals the past, present, or future physical or
behavioral health or condition of, or provision of healthcare to, an
i ndi vi dual incl uding:

(i) data derived fromthe testing or exam nation;

(ii) whether or not an individual has contracted or been tested for,
or an estimate of the likelihood that a particular individual nay
contract, such disease or disorder; and

(iii) genetic data, biological sanmples and bionetrics; and

(b) Oher data collected in conjunction with other enmergency health
data that can be used to infer health status, health history, |ocation
or associ ations, including:

(i) geolocation data, when such term neans data capabl e of determ ning
the past or present precise physical location of an individual at a
specific point in tinme, taking account of popul ation densities, includ-
ing cell-site location information, triangulation data derived from
nearby wireless or radio frequency netwrks and global positioning
syst em dat a;

(ii) proximty data, when such termneans information that identifies
or estimates the past or present physical proximty of one individual or
device to another, including information derived from Bluetooth, audio
signatures, nearby wi rel ess networks, and near field comrmnications;

(iii) denographic data;

(iv) contact information for identifiable individuals or a history of
the individual's contacts over a period of tinme, such as an address book
or call log; and

(v) any other data collected froma personal device.

4. "Individual" neans a natural person whomthe covered entity knows
or has reason to know is located in New York state

5. "Personal information" neans information that identifies, relates
to, describes, is capable of being associated with, or could reasonably
be linked, directly or indirectly, wth a particular individual or
househol d, or device.

6. "Process" neans any operation or set of operations that are
perforned on personal data by either automated or not autonmated neans.

8 2. Al covered entities nust disclose the following information at a
fourth grade reading level or below and in the | anguage the entity regu-
larly uses to conmunicate with the individual

1. The individual's right to opt-in. (a) A covered entity shall obtain
freely given, specific, infornmed, and unanbi guous opt-in consent from an
i ndi vi dual to:

(i) process the individual's energency health data; and

(ii) make any changes in the processing of the individual's enmergency
heal t h dat a.

(b) It shall be unlawful for a covered entity to collect, wuse, or
di scl ose energency health data unl ess:

(i) the individual to whomthe data pertains has freely given, specif-
ic, informed, and unanbiguous consent to such collection, use, or
di scl osure; or

(ii) such collection, use, or disclosure is necessary and for the sole
pur pose of:

(A) protecting against nalicious, deceptive, fraudulent, or illegal
activity; or

(B) detecting, responding to, or preventing security incidents or
threats; or

(iii) the covered entity is conpelled to do so by a court order or
ot her I egal obligation.
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(c) To the extent that a covered entity must process internet protocol
addresses, system configuration information, URLs of referring pages,
| ocal e and | anguage preferences, keystrokes, and other personal infornma-

tion in order to obtain individuals' freely given, specific, inforned,
and unanbi guous opt-in consent, the entity:
(i) shall only process the personal information necessary to request

freely given, specific, informed, and unanbi guous opt-in consent;

(ii) shall process the personal information solely to request freely
gi ven, specific, inforned, and unanbi guous opt-in consent; and

(iii) shall inmrediately delete the personal information if consent is
wi t hhel d or wi t hdrawn.

2. The individual's right to privacy. (a) All energency health data
and personal information shall be collected at a m ninmum | evel of iden-
tifiability reasonably needed for tracking COVID-19. For a covered enti-
ty using proximty tracing or exposure notification this includes chang-
ing tenporary anonynous identifiers at |east once in a 10 m nute peri od.

(b) A covered entity shall not process personal information beyond
what is adequate, relevant, and necessary for the conmpletion of the
transaction disclosed to, affirmatively consented to, and requested by
t he i ndi vi dual

(c) A covered entity shall not process energency health data for any
pur pose not authorized under this act, including:

(i) comrercial advertising, recomendation for e-comrerce, or the
training of machine learning algorithnms related to, or subsequently for
use in, comercial advertising and e-conmerce;

(ii) soliciting, offering, selling, leasing, licensing, renting,
adverti sing, mar keting, or otherwise comercially contracting for
enpl oynent, finance, credit, insurance, housing, or education; or

(iii) segregating, discrimnating in, or otherwi se naking wunavail able
the goods, services, facilities, privileges, advantages, or acconmm-
dations of any place of public accommbdation (as such termis defined in
section 301 of the Anericans with Disabilities Act of 1990), except as
authorized by a state or federal governnent entity for a public health
pur pose.

3. Covered entity privacy policy. (a) A covered entity shall provide
to the individual a privacy policy, prior to or at the point of
col l ection of energency health data:

(i) detailing how and for what purpose the covered entity collects,
uses, and discl oses enmergency heal th data;

(ii) describing the covered entity's data retention and data security
policies and practices for emergency health data; and

(iii) describing how an individual may exercise rights wunder this
secti on.

(b) A covered entity shall create transparency reports, at |east once
every 90 days, that include:

(i) the nunber of individuals whose energency health data the covered
entity collected or used;

(ii) the categories of energency health data collected, used, or
di scl osed,;

(iii) the purposes for which each category of energency health data
was col |l ected, used, or disclosed;

(iv) the nunber of requests for individuals energency health data,
i ncluding informati on on who the energency health data was discl osed to;
and



OCOO~NOUIRWNPEF

A. 10583 4

(v) the nunber of instances where energency health data was produced,
in whole or in part, without prior, explicit consents by the individuals
specified in the request.

4. Time limtation on retention. (a) Enmergency health data and
personal information shall be deleted when the initial purpose for
collecting or obtaining such data has been satisfied or within 30 days,
whi chever occurs first, except that proximty tracing or exposure
notification data which shall be automatically del eted every 14 days.

(b) This subdivision shall not apply to de-identified information.

5. Access rights. (a) Emergency health data shall be disclosed only as
necessary to provide the service requested by an individual

(b) A covered entity may share aggregate, de-identified data with
public health authorities.

(c) A covered entity shall not disclose energency health data to a
third party wunless that third party is contractually bound to the
covered entity to neet the sane privacy and security obligations as the
covered entity.

(d) No covered entity in possession of energency health data may
di scl ose, redisclose, or otherw se dissem nate an individual's energency
heal th data unl ess:

(i) the subject of the personal information or the subject's legally
aut horized representative consents in witing to the disclosure or
redi scl osure; or

(ii) the disclosure or redisclosure is required by state or federa
| aw.

(e) Individuals shall have the right to access the energency health
data collected on them and correct any inaccuracies.

(i) A covered entity nust conply wth an individual's request to
correct energency health data not |ater than 30 days after receiving a
verifiable request fromthe individual or, in the case of a nmnor, the
i ndividual's parent or guardian.

(ii) Where the covered entity has reasonabl e doubts or cannot verify
the identity of the individual nmaking a request under this paragraph
the covered entity may request additional information necessary for the
speci fic purpose of confirmng the identity of the individual. In such
cases, the additional information shall not be processed for any purpose
other than verifying the identity of the individual and nust be del eted
i medi ately upon verification or failure to verify the individual.

8§ 3. 1. A covered entity shall inplenent reasonable nmeasures to ensure
confidentiality, integrity, and availability of energency health data
and personal information.

2. A covered entity that collects an individual's energency health
data shall inplement and maintain reasonable security procedures and
practices, including adninistrative, physical, and technical safeguards,
appropriate to the nature of the information and the purposes for which

that information will be used, to protect that information from unau-
thorized use, disclosure, access, destruction, or nodification.
3. A covered entity shall limt access to energency health data to

aut hori zed essential personnel whose use of the data is reasonably
necessary to operate the programand record who has accessed energency
heal th data, the date of access, and for what purposes.

8 4. 1. Al covered entities shall be subject to data protection
audits evaluating the technology utilized and the devel opment processes
for statistical inpacts on classes protected under section 296 of arti-
cle 15 of the executive law, as well as for inmpacts on privacy, and
security that includes at a m ni nmum
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(a) a detailed description of the technology, its design, and its
pur pose;

(b) an assessnment of the relative benefits and costs of the technol ogy
in light of its purpose, taking into account relevant factors including

data mnimzation practices; the duration for which personal informtion
and the results of the data analysis are stored; what information about
the technology is available to the public; and the recipients of the
results of the technol ogy;

(c) an assessnent of the risk of harmposed by the technology; the
risk that the technology may result in or contribute to inaccurate,
unfair, biased, or discrinminatory decisions; the risk that the technol o-
gy may di ssuade New Yorkers fromparticipating in contact tracing or
obtaining nedical testing or treatnment; and the risk that persona
information or energency health data can be accessed by third parties,
including, but not Ilimted to |law enforcenent agencies and U. S. |Imm -
gration and Custons Enforcenent; and

(d) the neasures the covered entity will enploy to minimze the risks
descri bed in paragraph (c) of this subdivision, including technol ogical
| egal and physi cal saf eguards;

(e) an assessnment of whether the covered entity has followed through
on the promi ses nade in its privacy notice regarding collection, access,
sharing, retention, deletion and sunsetting; and

(f) if the technology utilizes machine-1earning systens, a description
of the training data information

2. The audits required by this subdivision shall be rmade fully avail-
able to the public.

8§ 5 1. Anindividual may bring a private right of action in a court
of conpetent jurisdiction to enforce any right wunder this act or to
enjoin any violation of this act.

(a) Any individual alleging a violation of this act or a regulation
promul gated under this act may bring a civil action in any court of
conpetent jurisdiction.

(b) Aviolation of this act or a regulation promul gated under this act
with respect to the personal information of an individual constitutes a
rebuttabl e presunption of harmto that individual

(c) Inacivil action in which the plaintiff prevails, the court my
awar d:

(i) liquidated damages of ten thousand dollars or actual damages,
whi chever is greater

(ii) punitive danages; and

(iii) any other relief, including an injunction, that the court deter-
mnes is appropriate.

(d) In addition to any relief awarded pursuant to paragraph (c) of
this subdivision, the court shall award reasonable attorney's fees and
costs to any prevailing plaintiff.

2. The attorney general may bring an action in the nanme of the state,
or as parens patriae on behalf of persons residing in the state, to
enforce the provisions of this act. In an action brought by the attorney
general, the court may award injunctive relief, including prelimnary
i njunctions, to prevent further violations of and conpel conpliance with
this act; <civil penalties up to twenty-five thousand dollars per
violation or up to four percent of annual revenue; other appropriate
relief, including restitution, to redress harnms to individuals or to
mtigate all substantial risk of harm and any other relief the court
det er mi nes.
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1 8 6. This act shall take effect on the thirtieth day after it shall
2 have becone a |law and shall expire and be deemed repealed January 1,
3 2023.



