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STATE OF NEW YORK

4670

2017- 2018 Regul ar Sessi ons

| N SENATE

February 24, 2017

Introduced by Sen. SANDERS -- read twi ce and ordered printed, and when
printed to be conmitted to the Committee on Codes

AN ACT to anend the penal |aw and the education law, in relation to
conmputer-related crines

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Section 156.00 of the penal I[aw, as anended by chapter 558
of the laws of 2006, is anended to read as foll ows:

§ 156.00 O fenses involving conputers; definition of terns.

The following definitions are applicable to this chapter except where
different neanings are expressly specifi ed:

1. "Conputer” neans a device or group of devices which, by manipu-
lation of electronic, nagnetic, optical or electrochem cal inpulses,
pursuant to a conputer program can automatically perform arithnetic,
|l ogical, storage or retrieval operations with or on conputer data, and
i ncludes any connected or directly related device, equipnment or facility
whi ch enabl es such conputer to store, retrieve or conmunicate to or from
a person, another conputer or another device the results of conputer
operations, conputer progranms or comnputer data.

2. "Computer program is property and nmeans an ordered set of data
representing coded instructions or statements that, when executed by
conputer, cause the conputer, conputer systemor conputer network to
process data or direct the conputer, conputer system or conputer network
to performone or nore conputer operations or both and may be in any
form including nagnetic storage nmedia, punched cards, or stored inter-
nally in the nenmory of the conputer.

3. "Conputer data" is property and nmeans a representation of infornma-
tion, know edge, facts, concepts or instructions which are being proc-
essed, or have been processed in a conputer and may be in any form
i ncl udi ng magnetic storage nedia, punched cards, or stored internally in
the menmory of the conputer.

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
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4. "Computer service" means any and all services provided by or
through the facilities of any conputer comunication systemallow ng the
i nput, output, exam nation, or transfer, of conputer data or conputer
prograns from one conputer to another ., including, but not limted to,
conputer tine, data processing, storage functions, internet services,
electronic mail services, electronic nessage services, or other use of a
conputer, conputer system or conputer network.

5. "Conputer material" is property and neans any conputer data or
comput er program whi ch:

(a) contains records of the nedical history or medical treatnent of an
identified or readily identifiable individual or individuals. This term
shall not apply to the gaining access to or duplication solely of the
medi cal history or nedical treatnment records of a person by that person
or by another specifically authorized by the person whose records are
gai ned access to or duplicated; or

(b) contains records naintained by the state or any political subdivi-
sion thereof or any governnental instrunmentality within the state which
contains any information concerning a person, as defined in subdivision
seven of section 10.00 of this chapter, which because of name, nunber
synbol, mark or other identifier, can be used to identify the person and
which is otherwi se prohibited by law from being disclosed. This term
shall not apply to the gaining access to or duplication solely of
records of a person by that person or by another specifically authorized
by the person whose records are gai ned access to or duplicated; or

(c) is not and is not intended to be available to anyone other than
the person or persons rightfully in possession thereof or selected
persons having access thereto with his, her or their consent and which
accords or may accord such rightful possessors an advantage over conpet-
itors or other persons who do not have know edge or the benefit thereof.

6. "Computer network" means the interconnection of hardwire or wire-
| ess communi cation lines with a conputer through renote terminals, or a
conplex consisting of two or nore interconnected conputers, including,
but not limted to, display termnals, renpte systens, nobile devices,
and printers connected by conputer facilities.

7. "Access" neans to gain entry to, instruct, cause input to, cause
output from cause data processing with, comrunicate wth, store data
in, retrieve from or otherw se nake use of any resources of a conputer,
conputer system or conputer network, physically, directly or by el ec-
troni c means.

8. "Wthout authorization" neans to use or to access a conputer,
computer service or conputer network w thout the perm ssion of the owner
or lessor or soneone licensed or privileged by the owner or |essor where
such person knew that his or her use or access was w t hout pernission or
after actual notice to such person that such use or access was w t hout
perm ssion. It shall also nmean the access of a conputer service by a
person w thout permssion where such person knew that such access was
wi t hout perm ssion or after actual notice to such person, that such
access was w thout perm ssion.

Proof that such person used or accessed a conputer, conputer service
or conputer network through the knowi ng use of a set of instructions,
code or conputer programthat bypasses, defrauds or otherw se circum
vents a security neasure installed or used with the user's authorization
on the conmputer, conmputer service or conputer network shall be presunp-
tive evidence that such person used or accessed such conputer, conputer
service or conputer network w thout authorization.
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9. "Felony" as used in this article neans any felony defined in the
laws of this state or any offense defined in the |laws of any other
jurisdiction for which a sentence to a termof inprisonnent in excess of
one year is authorized in this state.

10. "Conputer systeml’ neans a device or collection of devices, includ-
ing support devices and excluding calculators that are not programuable
and capable of being used in conjunction with external files, one or
nore of which contain conputer prograns, electronic instructions, input
data, and output data, that perforns functions, including, but not
limted to, logic, arithnetic, data storage and retrieval, conmuni-
cation, and control

11. "Governnent conputer systenl neans any conputer system or part
thereof, that is owned, operated. or used by any federal, state, or
| ocal governnental entity.

12. "Public safety infrastructure conputer systenm neans any conputer
system or part thereof, that is necessary for the health and safety of
the public including conputer systens owned, operated, or used by drink-
ing water and wastewater treatnent facilities, hospitals., energency
service providers, telecomunication conpanies, and gas and electric
utility conpanies.

13. "Supporting docunentation" includes, but is not limted to, al
information, in any form pertaining to the design, construction, clas-
sification, inplenentation, use, or nodification of a conputer, conputer
system conputer network, conputer program or conputer software, which
information is not generally available to the public and is necessary
for the operation of a conputer, conputer system conputer network,
conputer program or conputer software.

14. "Injury" neans any alteration, deletion, danmage. or destruction of
a conputer system conputer network, conputer program or data caused by
the access, or the denial of access to legitimte users of a conputer
system network, or program

15. "Victimexpenditure" nmeans any expenditure reasonably and neces-
sarily incurred by the owner or lessee to verify that a conputer system
conputer network, conputer program or data was or was not altered
del eted, danmaged., or destroyed by the access.

16. "Conputer contami nant” neans any set of conputer instructions that
are designed to nodify., damage, destroy. record, or transmt information
within a conputer, conputer system or conputer network without the
intent or pernmission of the owner of the information. They include, but
are not limted to, a group of conputer instructions comonly called
viruses or worns, that are self-replicating or self-propagating and are
designed to contam nate other conputer prograns or conputer data,
consune _conputer resources, nodify, destroy, record, or transnmt data,
or in sone other fashion usurp the nornmal operation of the conputer,
conputer system or conputer network.

17. "Internet domain nanme" neans a globally unique, hierarchica
reference to an internet host or service, assigned through centralized
internet naming authorities, conprising a series of character strings
separated by periods, with the rightnost character string specifying the
top of the hierarchy.

18. "Electronic mail" neans an electronic nessage or conputer file
that is transmitted between two or nore tel ecomunications devices;
conputers; conputer networks, regardless of whether the network is a
local, regional, or global network; or electronic devices capable of
receiving electronic nessages, regardless of whether the nessage is
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converted to hard copy format after receipt. viewed upon transm Sssion
or stored for later retrieval.

19. "Profile" neans either of the foll ow ng:

(a) a configuration of user data required by a conputer so that the
user may access prograns or services and have the desired functionality
on that conputer; or

(b) an internet web site user's personal page or section of a page

that is made up of data, in text or graphical form that displays
significant, unique, or identifying information, including, but not
limted to, listing acquai ntances, interests, associations, activities,

or _personal statenents.

8§ 2. Section 156.29 of the penal law, as added by chapter 590 of the
| aws of 2008, is anended to read as fol |l ows:
§ 156.29 Unl awful duplication of conputer related material in the second

degree.

A person is guilty of unlawful duplication of conputer related materi-
al in the second degree when having no right to do so, he or she copies,
reproduces or duplicates or nmakes use of in any nanner any data or

computer material [that—econtains—records—of—thenpdical—history—or

ee—under—thi-s—chapter] froma conputer, conputer system or conputer
network or takes or copies any supporting docunentation, whether exist-
ing or residing internal or external to a conputer, conputer system or
conput er net wor k.

Unl awf ul duplication of computer related material in the second degree
is a class B m sdeneanor.

8§ 3. Section 156.25 of the penal |aw, as anended by chapter 89 of the
laws of 1993, subdivision 2 as anended by chapter 376 of the | aws of
1997, is anended to read as foll ows:

§ 156.25 Conputer tanpering in the third degree

A person is guilty of conmputer tanpering in the third degree when he
or she commits the crine of computer tanmpering in the fourth degree and

1. he or she does so wth an intent: (a) to commt or attenpt to
commt or further the comm ssion of any felony, (b) to devise or execute
any schene or artifice to defraud, deceive, or extort, or (c) to wong-
fully control or obtain noney. property or data; or

2. he or she has been previously convicted of any crinme under this
article or subdivision eleven of section 165.15 of this chapter; or

3. he or she intentionally alters in any manner or destroys conputer
material; or

4. he or she intentionally alters in any manner or destroys conputer
data or a conputer program so as to cause dammges in an aggregate anpunt
exceedi ng one thousand dollars; or

5. he or she alters in any manner or destroys any data, conputer soft-
ware, or conputer prograns which reside or exist internal or external to
a public safety infrastructure conputer system conputer, conputer system
or _conputer network.

Computer tanpering in the third degree is a class E felony.

8 4. The penal law is anended by adding a new section 156.45 to read
as follows:

8§ 156.45 Unlawful disruption of conputer services in the second degree.

A person is guilty of unlawful disruption of conputer services in the
second degree when he or she knowingly and without perm ssion disrupts
or causes the disruption of conputer services or denies or causes the
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deni al of conputer services to an authorized user of a conputer, conput-
er system or conputer network.

Unlawful disruption of conputer services in the second degree is a
class A ni sdeneanor.

8§ 5. The penal law is amended by adding a new section 156.46 to read
as foll ows:

8§ 156.46 Unlawful disruption of conputer services in the first degree.

A person is guilty of unlawful disruption of conputer services in the
first degree when he or she conmts the crine of unlawful disruption of
conputer services in the second degree and

1. he or she disrupts governnent conputer services or denies or causes
the denial of governnent conputer services to an authorized user of a
governnment conputer, conputer system or conputer network; or

2. he or she disrupts public safety infrastructure conputer system

conput er services or _denies or causes the denial of conputer services to

an authorized user of a public safety infrastructure conputer system
conputer, conputer system or conputer network.

Unl awful disruption of conputer services in the second degree is a
class E fel ony.

8 6. The penal law is anended by adding a new section 156.15 to read
as foll ows:

156. 15 Unl awful conputer access assistance in the second degree.

A person is quilty of unlawful conputer access assistance in the
second degree when he or she knowi ngly and without permni ssion provides
or assists in providing a neans of accessing a conputer, conputer
system or conputer network in violation of this article.

Unlawful conputer access assistance in the second degree is a class A
m sdeneanor.

§ 7. The penal law is amended by adding a new section 156.16 to read
as foll ows:

156. 16 Unl awful conputer access assistance in the first degree.

A person is guilty of unlawful conputer access assistance in the first
degree when he or she conmits the crine of unlawful conputer access
assi stance in the second degree and provides or assists in providing a
neans of accessing a public safety infrastructure conputer system
conputer, conputer systemor conputer network in violation of this arti-
cle.

Unl awf ul conputer access assistance in the first degree is a class E
fel ony.

§ 8. The penal law is amended by adding a new section 156.12 to read
as foll ows:

8 156.12 Unauthorized use of internet domain nane or profile.

A person is quilty of unauthorized use of internet donmain nane or
profile when he or she knowingly and without perm ssion uses the inter-
net domain nane or profile of another individual., corporation. or entity
in connection with the sending of one or nore electronic nmail nessages

or posts and thereby damages or causes danmge to a conputer, conputer

data, conputer system or conputer network.
Unaut hori zed use of internet domain nane or profile is a class A

nm sdeneanor.

8 9. The penal law is anended by adding a new section 156.37 to read
as foll ows:
8 156.37 Unlawful introduction of a conputer contam nant.

A person is guilty of unlawful introduction of a conputer contani nant
when he or she knowingly introduces a conputer contami nant into any

conputer, conputer system or conputer network.
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Unl awful introduction of a conputer contamnant is a class A m sdenea-
nor.

8 10. The penal law is anended by adding a new section 156.55 to read
as follows:

8§ 156.55 Civil actions.

1. In addition to any other civil renedy available, the owner or
lessee of the conputer, conputer system conputer network, conputer
program or data who suffers damage or |0ss by reason of a violation of
any section of this article may bring a civil action against the viola-
tor for conpensatory damages and injunctive relief or other equitable
relief. Conmpensat ory damages shall include any expenditure reasonably
and necessarily incurred by the owner or |lessee to verify that a conput-
er _system conputer network, conputer program or data was or was not
altered, danmaged, or deleted by the access. In any action brought pursu-
ant to this section, the court may award reasonable attorney's fees. For
the purposes of actions authorized by this section, the conduct of an
unenmanci pated mnor shall be inputed to the parent or legal guardian
havi ng control or custody of the ninor.

2. No action may be brought pursuant to this section for a willful
violation of this article unless it is initiated within three years of
the date of the act conplained of, or the date of the discovery of the
damage, whi chever is later.

8§ 11. The penal law is amended by adding a new section 156.60 to read
as foll ows:

§ 156.60 O fenses involving conputers; forfeiture.

Any conputer, conputer system conputer network, or any software or
data, owned by the defendant, that is used during the conm ssion of any
of fense described in this article or any conputer, owned by the defend-
ant, which is used as a repository for the storage of software or data
illegally obtained in violation of this article shall be subject to
forfeiture.

8§ 12. Subdivision 1 of section 6430 of the education law, as anended
by chapter 75 of the laws of 2004, is anended to read as foll ows:

1. The trustees or other governing board of every college chartered by
the regents or incorporated by special act of the legislature and which
mai ntai ns a campus, unl ess otherw se provided, shall adopt witten rules
for inplementing all policies required pursuant to this article and for
the nmaintenance of public order on college canpuses and ot her coll ege
property used for educational purposes and provide a program for the
enforcenment thereof. Such rules shall prohibit, anbng other things, any
action or situation which recklessly or intentionally endangers nental
or physical health or involves the forced consunption of |iquor or drugs
for the purpose of initiation into or affiliation with any organization.
Such rul es shall govern the conduct of students, faculty and other staff
as well as visitors and other licensees and invitees on such canmpuses
and property and shall include conputer-related crines as a specific
violation of such rules. The penalties for violations of such rules
shall be clearly set forth therein and shall include provisions for the
ejection of a violator fromsuch campus and property, in the case of a
student or faculty violator his or her suspension, expulsion, or other
appropriate disciplinary action, and in the case of an organization
whi ch aut hori zes such conduct, recision of perm ssion for that organiza-
tion to operate on canpus property and shall also include penalties for
conputer-related crines that may subject a student to disciplinary sanc-
tions up to and including disnmissal fromthe institution. Such penal-
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ties shall be in addition to any penalty pursuant to the penal law or
any other law to which a violator or organization may be subject.

8 13. This act shall take effect on the one hundred eightieth day
after it shall have becone a | aw



