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STATE OF NEW YORK

1580

2017- 2018 Regul ar Sessi ons

| N SENATE

January 10, 2017

Introduced by Sen. AVELLA -- read twice and ordered printed, and when
printed to be conmitted to the Committee on Consuner Protection

AN ACT to anend the general business law, in relation to snmart phone
antitheft protection

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Legislative intent. The legislature finds that:

(a) According to the Federal Communications Comni ssion (FCC), one in
three robberies in the United States involves the theft of a nobile
device, nmaking it the nunmber one property crine in the country. Many of
these robberies often turn violent with some resulting in the | oss of
life.

(b) The FCC estimates that between thirty to forty percent of United
States street theft involves a nobile device. In fact, nore than forty
percent of all robberies in New York city involve snartphones and ot her
cell phones.

(c) Consuner reports projects that 1.6 million Arericans had their
smart phones stolen in 2012.

(d) According to the New York Tines, one hundred thirteen snartphones
are lost or stolen every minute in the United States.

(e) Major cities are home to the highest concentrations of cell phone
theft, and officials in New York and California have been pushing for a
cell phone kill switch in those states since April 2012. According to New
York state attorney general, Eric Schneidernan, the United States Senate
proposal would force the nobile industry to "stop dragging its feet and
join us in protecting consuners."

(f) I'n April of 2012, U S. senator Charles Schuner, D New York, and
New York «city police comm ssioner Ray Kelly announced that the nmjor
U S. cell phone carriers and the Federal Communi cations Conmmi ssion have
agreed to set up a national database to track reported stolen phones.
Senator Schuner also introduced a bill called the nobile device theft
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deterrence act, which proposes a five-year prison sentence for tampering
with the I D nunbers of a stolen cell phone.

(g) According to press reports, the international trafficking of
stol en snmart phones by organi zed crimnal organizations has grown expo-
nentially in recent years because of how profitable the trade has
becone.

(h) Replacenment of |lost and stolen nobile devices was an estinmated
thirty-billion-dollar business in 2012 according to studi es conducted by
mobi | e comuni cations security experts. Additionally, industry publica-
tions indicate that the four |largest providers of conmrercial nobile
radio services nmade an estimated seven billion eight hundred nillion
dollars fromtheft and | oss insurance products in 2013.

(i) Technol ogi cal solutions that render stolen nobile conmunications
devi ces useless already exist, but the industry has been slow to adopt
t hem

(j) I'n order to be effective, these technol ogi cal solutions need to be
ubi qui tous, as thieves cannot distinguish between those nobile devices
that have the solutions enabled and those that do not. As a result, the
technol ogi cal solution should be able to withstand a hard reset or oper-
ating system downgrade, and be enabled by default, with consumers being
given the option to affirmatively elect to disable this protection.

(k) Manufacturers of mobile devices and comercial nobile radio
service providers should nake efforts to protect their custoners from
being targeted as a result of purchasing their products and servi ces.

(1) It is the intent of the legislature to require all snmartphones and
ot her nobile devices offered for sale in New York to cone with a techno-
| ogi cal solution enabled in order to deter theft and protect consumers.

8 2. The general business law is anmended by adding a new secti on 399-
zzzzz to read as foll ows:

8§ 399-7zz77zz. Smart phone antitheft protection. 1. For the purposes of
this section, "smart phone"” nmeans a cellular phone or other nobile
device that: (a) is built on a smart phone nobile operating system (b)
possesses advanced conputing capability; (c) enables network connectivi-
ty; and (d) is capable of operating on a |long-term evolution network and
successor wireless data network comruni cation standards. Capabilities a
smart phone nay possess include, but are not limted to, built-in appli-
cations, internet access, digital voice service, text nessaging. e-nmail
and web browsing. "Smart phone" does not include a phone commonly
referred to as a feature or nessagihg phone, a laptop conputer, a tablet
device, or a device that has only electronic reading capability.

2. Any new snmart phone manufactured on or after July first, two thou-
sand eighteen, sold or purchased in this state nust be equipped with
prel caded antitheft functionality or be capable of downl oading that
functionality. The functionality nmust be available to purchasers at no
cost .

3. Wreless telecomunications equipnent manufacturers, operating
systens providers, and wreless telecomunications service providers
shall either individually or jointly, by January fifteenth, two thousand
eighteen, subnmit a report to the chairs and ranking nmnority nenbers of
the legislative conmittees with primary jurisdiction over teleconmuni-
cation issues. The report shall describe the principal functions of a
tool that manufacturers and operating system providers will utilize on
new nodels of smart phones in order to conply with subdivision one of
this section. and nust describe the technology or functions included to
ensure the baseline antitheft tool is easily operable by individuals
with disabilities.
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4. For the purposes of this section, the following terns shall have
the foll ow ng neanings:

(a) "CMRS provider" neans a provider of commercial radio service, as
defined in United States Code, title 47, section 332, and includes its
aut hori zed deal ers.

(b) "Internet marketplace" or "online platfornm neans a digitally
accessible platformthat facilitates commercial transactions between
buyers and community-rated sellers where the operator or the platform
does not take possession of, or title to, the goods bought or sold.

(c) "Law enforcenment agency"” or "agency" neans a duly authorized
muni ci pal , county, canpus, transit, park, state, or federal |aw enforce-
nent _agency.

(d) "Repair and refurbishnent programi’ neans a program offered by a
CVRS provider, manufacturer, or retailer who is not primarily engaged in
pur chasi ng personal property of any type froma person who is not a
whol esaler, through which wused or previously owned wrel ess comuni -
cations devices are restored to good working order.

(e) "Trade-in program neans a programoffered by a CMRS provider
nmanuf acturer, or retailer who is not prinmarily engaged in purchasing
personal property of any type froma person who is not a wholesaler
pursuant to which used wireless communi cations devices are accepted from
custoners in exchange for either: (1) a noncash credit usable only for
the purchase of goods or services fromthe CVRS provider., nanufacturer,
or retailer; or (2) a rebate froma nmanufacturer on the purchase of one
of the manufacturer's wireless conmuni cati ons devices.

(f) "Wreless communi cations device dealer"” or "dealer" nmeans an indi-
vidual, partnership, linmted partnership, linmted liability conpany,
corporation, or other entity engaged in the business of buying or sell-
ing used wireless conmmuni cati ons devices.

(g) "Wreless communi cations device nmanufacturer” or "manufacturer"”

neans an individual, partnership, limted partnership, limted liability
conpan corporation or other entity engaged in the business of nanu-
facturing wirel ess comruni cati ons devices.

5. (a) Every wireless communications device dealer, including an

agent, enployee, or representative of the dealer, but not an internet
nar ket pl ace, shall keep a witten record at the tine of each purchase or
acquisition of a used wireless communications device for resale. The
record shall include the followi ng and may be kept in electronic form

(1) an accurate account or description of the wireless conmuni cations
devi ce purchased or acquired;

(2) the date, tinme, and place or the online platform the wreless
conmuni cations device was purchased or acquired:;

(3) the nane and address of the person selling or delivering the wire-
| ess communi cati ons device

(4) the nunber of the check or electronic transfer used to purchase
the wireless communi cations device

(5) the nunber of the seller's driver's license. New York state iden-
tification card nunber, or other identification nunber froman identifi-
cation docunent issued by any state, federal, or foreign governnent if
the docunent includes the person's photograph, full nanme, birth date,
and signature; and

(6) a statenent signed by the seller, under penalty of perjury,
attesting that the wireless comunications device is not stolen and is
free of any liens or encunbrances and the seller has the right to sel
it.
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(b) Records required to be nmaintained under this subdivision shall be
retained by the wreless communications device dealer for a period of
three years.

(c) The record, as well as the wreless conmunications device
purchased or received, shall at all reasonable tines be available for
inspection by any | aw enforcenent agency.

(d) No record is required for wreless conmmunications devices
purchased from nerchants, manufacturers, or whol esale dealers having an
established place of business, but a bill of sale or other evidence of
open or legitimte purchase of the wireless conmuni cati ons device shal
be obtained and kept by the wireless comunications device dealer, which
shall be shown upon denand to any | aw enforcenent agency.

(e) Except as otherwise provided in this subdivision., a wireless
communi cations device dealer or the dealer's agent, enployee, or repre-
sentative may not disclose personal information received pursuant to
paragraph (a) of this subdivision concerning a custoner w thout the
custoner's consent wunless the disclosure is made in response to a
request froma | aw enforcenent agency. A w reless comunications device
dealer shall inplenent reasonable safeguards to protect the security of
the personal information and prevent unauthorized access to or disclo-
sure of the information. For purposes of this paragraph, "persona
information" is any individually identifiable information gathered in
connection with a record under paragraph (a) of this subdivision.

6. A wreless conmmunications device dealer, including an agent,
enpl oyee, or representative of the dealer, shall not:

(a) nmake any false entry in the records of transactions involving a
used wireless comuni cations device;

(b) falsify, obliterate, destroy, or renove fromthe place of business
the records, books, or accounts relating to used wirel ess conmuni cati ons
devi ce transactions;

(c) refuse to allow the appropriate | aw enforcenent agency to inspect
records or any used wreless comrunications device in the dealer's
possession during the ordinary hours of business or other tines accepta-
ble to both parties;

(d) fail to maintain a record of each used w rel ess conmuni cations
device transaction for three years; or

(e) purchase a used wireless conmuni cations device froma person under
ei ghteen years of age.

7. A wireless comunications device dealer shall pay for purchases of
all used wireless conmunications devices by check mailed to a specific
address or by electronic transfer.

8. (a) Whenever a |law enforcenent official fromany agency has proba-
ble cause to believe that a wreless comunications device in the
possession of a wireless conmuni cations device dealer is stolen or is
evidence of a crine and notifies the dealer not to sell the item the
dealer shall not: (1) process or sell the item or (2) renmove or allow
its renmoval fromthe prenises. This investigative hold nust be confirned
in witing by the originating agency within seventy-two hours and w ||
remain in effect for thirty days fromthe date of initial notification
until the investigative hold is canceled or renewed, or until a |aw
enforcenent notification to confiscate or directive to release is
i ssued, whichever cones first.

(b) If awreless communications device is identified as stolen or as
evidence in a crimnal case, a |law enforcenent official nmay:
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(1) physically confiscate and renbve the wreless conmunications
device from the wreless comunications device dealer, pursuant to a
witten notification;

(2) place the wreless comunications device on hold or extend the
hol d under paragraph (a) of this subdivision, and leave the device at
the prem ses; or

(3) direct its release to a registered owner or owner's agent.

(c) Wen an itemis confiscated, the | aw enforcenent agency doing so
shall provide identification upon request of the wreless comunications
device dealer, and shall provide the nane and tel ephone nunber of the
confiscating agency and investigator, and the case nunber related to the
confiscation.

(d) A wireless comunications device dealer may request seized proper-
ty be returned.

(e) Wien an investigative hold or notification to confiscate is no
|l onger necessary, the |aw enforcenent official or designee shall notify
the wireless communi cations device dealer

(f) A wireless comunications device dealer may sell or otherw se
di spose of the wireless conmuni cations device if:

(1) a notification to confiscate is not issued during the investi-
gative hold; or

(2) a law enforcenent official does not physically renpve the wireless
communi cations device from the premises within fifteen cal endar days
fromissuance of a notification to confiscate.

(g) If awireless communi cations device dealer is required to hold a
wireless comunications device at the direction of |aw enforcenent for
pur poses of investigation or prosecution, or if the device is seized by
|l aw enforcenent, the wireless comunicati ons device dealer and any other
victim is entitled to seek restitution. including any out-of - pocket
expenses for storage and lost profit, in any crimnal case that nmay
arise from the investigation against the individual who sold the wre-
| ess communi cations device to the wireless conmuni cati ons devi ce deal er

9. (a) Each wireless conmmunications device dealer shall install and
naintain at each physical location video surveillance caneras, stil
digital canmeras, or sinilar devices positioned to record or photograph a
frontal view showing a readily identifiable image of the face of each
seller of a wreless comunications device who enters the physica
location.

(b) The video canera or still digital canmera shall be kept in operat-
ing condition and nust be shown upon request to a properly identified
|l aw enforcenent officer for inspection. The canera nust record and
display the accurate date and tine. The video canera or still digital
canera nust be turned on at all tinmes when the physical |location is open
for business and at any other tine when wireless comunications devices
are purchased or sold.

(c) Recordings and inmages required by paragraph (a) of this subdivi-
sion shall be retained by the wireless conmmunications device dealer for
a mnimum period of 30 days and shall at all reasonable tines be open to
the inspection of any properly identified | aw enforcenent officer.

10. A wireless communications device dealer, or the agent, enployee,
or representative of the wreless comunications device dealer, who
intentionally violates a provision of this sectionis gquilty of a nm sde-
neanor .

11. (a) This section shall not apply with respect to a wireless comu-
nications device returned to the store where it was originally purchased
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pursuant to the return policies of the wireless comuni cations device

dealer, CMRS provider, nmanufacturer, or retailer.

(b) This section shall not apply with respect to wirel ess comuni -
cations devices acquired by a: (1) CVRS provider as part of a trade-in
or a repair and refurbishnent program (2) manufacturer as part of a
trade-in program or (3) retailer whose trade-in program (i) reports to
other national or regional transaction reporting database available to
law enforcenent; or (ii) reports as required by |ocal ordinance

8§ 3. This act shall take effect January 1, 2018 and shall apply to
smart phone sales made on or after that date.




