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STATE OF NEW YORK
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2017- 2018 Regul ar Sessi ons

| N ASSEMBLY

Cct ober 5, 2017

Introduced by M of A DI NOWTZ GOITFRI ED, BUCHWALD, SIMJN, SEAWRI GHT
SI MOTAS, BARRON, THI ELE, FAHY, WRI GHT, GUNTHER, SOLAGES, ORTIZ, BRAUN-
STEIN, McDONALD, WLLIAMS, OIS -- read once and referred to the
Conmi ttee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to prohibiting
fees for security freezes by consunmer credit reporting agencies in the
case of a breach of information

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Subdivision (n) of section 380-t of the general business
| aw i s anended by addi ng a new paragraph 3 to read as foll ows:

(3) (i) Upon a breach of data of a consuner credit reporting agency
which includes any social security nunber, such agency shall offer to
each consuner, whose information, including social security nunber, was
breached or is reasonably believed to have been breached, unlinited
reasonable identity theft prevention services and, if applicable, iden-
tify theft mtigation services at no cost to such consuners. Such agency
shall provide all information necessary for such consuner to enroll in
such services and shall include information on how such consuner can
request a security freeze. Such services are not required if, after an
appropriate investigation, the agency reasonably deternines that the
breach of security is unlikely to result in harmto the consuners whose
informati on has been breached.

(ii) Upon a breach of data of a consuner credit reporting agency which
includes any social security nunber, no consuner credit reporting agency
shall, at any tine, charge a fee to a consuner requesting the placenent
of a security freeze, or for any subsequent renoval of a freeze or the
tenmporary |lift of a freeze for a specific party or period of tinme or for
the i ssuance of a replacenent personal identification nunber or password
when the consuner fails to retain the personal identification nunber or

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onitted.
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password provided to such consuner by such consuner credit reporting
agency.

(iii) "Breach of the security" as used in this paragraph shall nean
the unauthorized acquisition or acquisition without valid authorization
of conputerized data that conprom ses the security, confidentiality, or
integrity of private information. Good faith acquisition of private
information by an enployee or agent of the business for the purposes of
the business is not a breach of the security of the system provided
that the private information is not used or subject to unauthorized
di scl osure.

8 2. Subdivision (g) of section 380-t of the general business law, as
anended by chapter 279 of the laws of 2008, is anended to read as
foll ows:

(g) (1) Any time a consumer credit reporting agency is required to
send a summary of rights required under 15 U S.C. section 1681g, to a
consumer residing in this state the following notice shall be included
wi th such summary of rights:

"NEW YORK CONSUMERS HAVE THE RI GHT TO OBTAIN A SECURI TY FREEZE.

YOU HAVE A RIGHT TO PLACE A "SECURI TY FREEZE' ON YOUR CREDI T REPORT,
VWH CH WLL PROH BIT A CONSUMER CREDI T REPORTI NG AGENCY FROM RELEASI NG
| NFORVATI ON | N YOUR CREDI T REPORT W THOUT YOUR EXPRESS AUTHORI ZATI ON. A
SECURI TY FREEZE MUST BE REQUESTED IN WRITING DELIVERY CONFI RVATI ON
REQUESTED OR VI A TELEPHONE, SECURE ELECTRONI C MEANS, OR OTHER METHODS
DEVELOPED BY THE CONSUMER CREDI T REPORTI NG AGENCY. THE SECURITY FREEZE
IS DESIGNED TO PREVENT CREDI T, LOANS, AND SERVI CES FROM BEI NG APPROVED
IN YOUR NAME W THOUT YOUR CONSENT. | N THE CASE OF A SECURITY BREACH OF
DATA COF A CONSUMER CREDIT REPORTI NG AGENCY WHI CH | NCLUDES ANY SOCI AL
SECURI TY NUMBER YOU HAVE A RIGHT TO REQUEST A SECURITY FREEZE AT NO
COST. HOWEVER, YQU SHOULD BE AWARE THAT USI NG A SECURI TY FREEZE TO TAKE
CONTROL OVER WHO GETS ACCESS TO THE PERSONAL AND FI NANCI AL | NFORMVATI ON
IN YOUR CREDI T REPORT MAY DELAY, | NTERFERE WTH, OR PRCH BI T THE TI MELY
APPROVAL OF ANY SUBSEQUENT REQUEST OR APPLI CATI ON YOU MAKE REGARDI NG A
NEW LQAN, CREDI T, MORTGAGE, GOVERNVENT SERVI CES OR PAYMENTS, | NSURANCE,
RENTAL HOUSI NG, EMPLOYMENT, | NVESTMENT, LI CENSE, CELLULAR PHONE, UTILI -
TIES, DI G TAL SIGNATURE, |INTERNET CREDIT CARD TRANSACTI ON, OR OTHER
SERVI CES, | NCLUDI NG AN EXTENSI ON OF CREDIT AT PO NT OF SALE. WHEN YQU
PLACE A SECURITY FREEZE ON YOUR CREDI T REPORT, YOU W LL BE PROVI DED A
PERSONAL | DENTI FI CATI ON NUVMBER OR PASSWORD TO USE |IF YOU CHOOSE TO
REMOVE THE FREEZE ON YOUR CREDI T REPORT OR AUTHORI ZE THE RELEASE OF YOUR
CREDIT REPORT TO A SPECIFIC PARTY OR FOR A PERIOD OF TI ME AFTER THE
FREEZE IS I N PLACE. TO PROVI DE THAT AUTHORI ZATI ON YOU MUST CONTACT THE
CONSUMER CREDI T REPORTI NG AGENCY AND PROVI DE ALL OF THE FOLLOW NG

(1) THE PERSONAL | DENTI FI CATI ON NUMBER OR PASSWORD;

(2) PROPER | DENTI FI CATI ON TO VERI FY YOUR | DENTI TY;

(3) THE PROPER | NFORVATI ON REGARDI NG THE PARTY OR PARTI ES WHO ARE TO
RECEI VE THE CREDI T REPORT OR THE PERIOD OF TIME FOR WH CH THE REPORT
SHALL BE AVAI LABLE TO USERS OF THE CREDI T REPORT; AND

(4) PAYMENT OF ANY APPLI CABLE FEE.

A CONSUMER CREDI T REPORTI NG AGENCY MJUST AUTHORI ZE THE RELEASE OF YOUR
CREDI T REPORT NO LATER THAN THREE BUSI NESS DAYS AFTER RECEIVING THE
ABOVE | NFORVATI ON. EFFECTI VE SEPTEMBER FIRST, TWDO THOUSAND NI NE, A
CONSUMER CREDI T REPORTI NG AGENCY THAT RECEI VES A REQUEST VI A TELEPHONE
OR SECURE ELECTRONIC METHOD SHALL RELEASE A CONSUMER S CREDI T REPCRT
W THI N FI FTEEN M NUTES WHEN THE REQUEST | S RECEI VED.

A SECURI TY FREEZE DOES NOT APPLY TO Cl RCUMSTANCES I N WHI CH YOU HAVE AN
EXI STI NG ACCOUNT RELATI ONSHI P AND A COPY OF YOUR REPORT | S REQUESTED BY
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YOUR EXI STI NG CREDI TOR OR | TS AGENTS OR AFFI LI ATES FOR CERTAI N TYPES OF
ACCOUNT REVI EW COLLECTI ON, FRAUD CONTROL OR SIM LAR ACTI VI Tl ES.

IF YOU ARE ACTIVELY SEEKING CREDI T, YOU SHOULD UNDERSTAND THAT THE
PROCEDURES | NVOLVED | N LI FTI NG A SECURI TY FREEZE MAY SLOW YOUR APPLI CA-
TION FOR CREDIT. YQU SHOULD PLAN AHEAD AND LIFT A FREEZE, ElI THER
COVPLETELY | F YOU ARE SHOPPI NG AROUND, OR SPECI FI CALLY FOR A CERTAIN
CREDI TOR, BEFORE APPLYI NG FOR NEW CREDI T. WHEN SEEKI NG CREDI T OR PURSU
I NG ANOTHER TRANSACTI ON REQUI RI NG ACCESS TO YOUR CREDIT REPORT, IT IS
NOT NECESSARY TO RELINQUISH YOUR PIN OR PASSWORD TO THE CREDI TOR OR
BUSI NESS; YOU CAN CONTACT THE CONSUMER CREDI T REPORTI NG AGENCY DI RECTLY.
I F YOU CHOOSE TO d VE OQUT YOUR PIN OR PASSWORD TO THE CREDI TOR OR BUSI -
NESS, |IT |S RECOWENDED THAT YOU OBTAIN A NEW PI N OR PASSWORD FROM THE
CONSUMER CREDI T REPORTI NG AGENCY. "

(2) If a consumer requests information about a security freeze, such
consuner shall be provided with the notice set forth in paragraph one of
this subdivision and wth any other information necessary to place,
tenmporarily lift or permanently lift a security freeze, including but
not limted to the address, telephone nunber or point of contact at
whi ch the consuner credit reporting agency receives such requests.

8 3. This act shall take effect imediately and shall be deened to
have been in full force and effect on and after July 1, 2017.



