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Introduced by M of A TITONE, MOSLEY, OTIS, DI NON TZ, MAGNARELLI, MDO
NOUGH, Di PIETRO, GALEF, SEPULVEDA, SIMOTAS, HOOPER, ABI NANTI --
Mul ti-Sponsored by -- M of A BUCHWALD, COOK, CROUCH G GO GICK
GOTTFRI ED, H KIND, STECK -- read once and referred to the Commttee on
Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to smart phone
device "kill switch"

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Legislative intent. The legislature finds that:

(a) According to the Federal Communications Commission (FCC), one in
three robberies in the United States involves the theft of a nobile
device, making it the nunber one property crime in the country. Mny of
these robberies often turn violent with some resulting in the loss of
life.

(b) The FCC estimtes that between thirty to forty percent of United
States street theft involves a nobile device. In fact, nore than forty
percent of all robberies in New York city involve snartphones and ot her
cell phones.

(c) Consumer reports projects that 1.6 mllion Americans had their
smart phones stolen in 2012.

(d) According to the New York Times, one hundred thirteen smartphones
are lost or stolen every mnute in the United States.

(e) Mpajor cities are hone to the highest concentrations of cell phone
theft, and officials in New York and California have been pushing for a
cel l phone kill switch in those states since April 2012. According to New

York state attorney general, Eric Schneiderman, the United States Senate
proposal would force the nobile industry to "stop dragging its feet and
join us in protecting consuners.”

(f) In April of 2012, U S. senator Charles Schuner, D New York, and
New York city police conm ssioner Ray Kelly announced that the nmajor
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U S. cell phone carriers and the Federal Conmmunications Conmmi ssion have
agreed to set up a national database to track reported stol en phones.
Senat or Schuner also introduced a bill called the npbile device theft
deterrence act, which proposes a five-year prison sentence for tampering
with the ID nunbers of a stolen cell phone.

(g) According to press reports, the international trafficking of
stol en smart phones by organi zed crimnal organizations has grown expo-
nentially in recent years because of how profitable the trade has
becone.

(h) Replacenent of |ost and stolen nobile devices was an estinmated
thirty-billion-dollar business in 2012 according to studies conducted by
mobi | e comuni cations security experts. Additionally, industry publica-
tions indicate that the four |largest providers of comrercial nobile
radio services mmde an estimated seven billion eight hundred nmillion
dollars fromtheft and | oss insurance products in 2013.

(i) Technol ogi cal solutions that render stolen nobile conmunications
devices wuseless already exist, but the industry has been sl ow to adopt
t hem

(j) I'n order to be effective, these technol ogi cal solutions need to be
ubi qui tous, as thieves cannot distinguish between those nobile devices
that have the solutions enabled and those that do not. As a result, the
t echnol ogi cal solution should be able to withstand a hard reset or oper-
ating system downgrade, and be enabl ed by default, with consumers being
given the option to affirmatively elect to disable this protection.

(k) Manufacturers of nobile devices and comercial nobile radio
service providers should make efforts to protect their customers from
being targeted as a result of purchasing their products and services.

(1) It is the intent of the legislature to require all snartphones and
ot her nmobil e devices offered for sale in New York to cone with a techno-
| ogi cal solution enabled in order to deter theft and protect consuners.

8§ 2. The general business |aw is amended by adding a new section 399-
zzzzz to read as follows:

8 399-7z7z7zzz. Smart phone device "kill switch”. 1. Definitions. For
purposes of this section, the following terns shall have the follow ng
nmeani ngs:

(a) "Account holder" with respect to a nobile device or devices, neans
the person who holds the account through which comercial nobile data
service is provided on the device or devices and includes anyone el se
aut hori zed by such person to take actions with respect to such device or
devi ces.

(b) "Commercial nobile data service" has the sane neaning as found in
section 6001 of 47 U.S.C. 1401, as anended fromtine to tine.

(c) "Commercial nobile service" has the sane neaning as given in
section 332 of 47 U S.C__ 301 et seq., as anended fromtine to tine.

(d) "Mobile device" neans a personal electronic device on which
commercial nobile service or commercial nobile data service is provided

2. Any provider of commercial npbile data service or commercial nobile
service shall, by itself or in conjunction with the manufacturer of a
nobi |l e device, ensure that any nobile device utilizing its service is
equi pped with technol ogy designed to:

(a) renmptely delete the account holder's data that is on the nobile
device in the event the nobile device is lost or stolen

(b) render the nobile device inoperable to an unauthorized, non-ac-
count holder by neans of locking the npbile device such that it cannot
be used without a password or personal identification nunber, except in
accordance wth any applicable Federal Conmunications Comr ssion rules
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for 911 energency conmunications and, if available, energency nunbers
programed by the authorized user;

(c) prevent reactivation wthout the account holder's perm ssion
including unauthorized factory reset attenpts, to the extent technol og-
ically feasible; and

(d) reverse the inoperability if the nobile device is recovered by the
account holder and restore user data on the nobile device to the extent
feasible.

3. The technology required under subdivision two of this section shal
be offered in nobile devices sold in New York state beginning July
first, two thousand eighteen, and shall be nade available on nobile
devices at no cost to consuners., provided., however, that nobile devices
nmay be nmade available without such technology if such devices are
aut hori zed pursuant to federal law or regulation.

§ 3. This act shall take effect inmediately.




