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Introduced by Sen. GOLDEN -- read twice and ordered printed, and when
printed to be commtted to the Conmittee on Codes -- conmittee
di scharged, bill anended, ordered reprinted as anended and recommitted
to said committee

AN ACT to anend the penal law and the crimnal procedure law, in
relation to cyber crines; and to repeal certain provisions of the
penal law relating to schene to defraud

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Subdivisions 1, 2, 3 and 4 of section 155.00 of the penal
law, subdivision 1 as anmended by chapter 514 of the |aws of 1986, are
anmended and two new subdivisions 10 and 11 are added to read as foll ows:

1. "Property" means any noney, personal property, real property,
computer data, conputer program personal identifying infornmation,
secret scientific material, thing in action, evidence of debt or
contract, or any article, substance or thing of value, including any
gas, steam water or electricity, which is provided for a charge or
conpensati on

2. "Qbtain" includes, but is not limted to, the bringing about of a
transfer or purported transfer of property or of a legal interest there-
in, whether to the obtainer or another. W=th regard to personal identi -
fying information, conputer data or conputer program obtain includes
duplicating, recording, copying, downl oading, uploading or printing out
the information, data, or program or obtaining a physical object
containing such information. Wth regard to service, obtain includes,
but is not |limted to, using or accessing a service.

3. "Deprive." To "deprive" another of property neans (a) to wthhold
it or <cause it to be withheld fromhimor her permanently or for so
extended a period or under such circunstances that the major portion of
its economic value or benefit is lost to himor her, or (b) to dispose
of the property in such manner or under such circunstances as to render

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] isoldlawto be omtted
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it unlikely that an owner will recover such property. Wen the property
is personal identifying information, conputer data or conputer program
to deprive another of its neans to obtain it or cause a third person to
obtain it wunder such circunstances that a substantial portion of the
econoni ¢c benefit or value of having control over it or authority over
its use is lost to an owner. To deprive another of service is to use or
access a service or cause a third person to use or access a service
under such circunstances that sone of the econonmic benefit or val ue of
having control or authority over providing the service is lost to an
owner .

4. "Appropriate.” To "appropriate" property of another to oneself or a
third person neans (a) to exercise control over it, or to aid a third
person to exercise control over it, pernanently or for so extended a
period or under such circunstances as to acquire the najor portion of
its econonic value or benefit, or (b) to dispose of the property for the
benefit of oneself or a third person. Wien the property is persona
identifying infornmation, conputer data or conputer program of another,
to appropriate it to oneself or a third person neans to obtain it under
such circunstances as to acquire the ability to use it or dispose of it
to the econonic benefit of oneself or a third person or to the econonic
detrinent or damage of an owner. To appropriate a service provided by
another to oneself or a third person neans to use or access the service
under such circunstances as to acquire the ability to use it to the
econoni c benefit of oneself or a third person or to the economic detri-
nent or damage of an owner.

10. "Conputer programt neans an ordered set of data representing coded
instructions or statenents that when executed by the conputer, cause the
conputer to process data or direct the conputer to performone or nore
conput er operations or both and nmay be in any form including nagnetic
storage nedia, optical nedia, conputing devices, punched cards, or
stored internally in the nmenory of the conputer

11. "Conputer data" neans a representation of information, know edge,
facts, concept or instructions which are being processed, or have been
processed in a conputer and nay be in any formincluding magnetic stor-
age nedia, punched cards, or stored internally in the nenory of the
conput er.

§ 2. Paragraph (c) of subdivision 2 of section 155.05 of the penal |aw
i s anended and a new paragraph (f) is added to read as foll ows:

(c) By conmitting the crine of issuing a bad check, as defined in
section 190.05, or by obtaining property or service by using or present-
ing a form of paynent or personal identifying information the actor
knows he or she is not authorized to use or knows is expired or forged
or otherw se not valid;

(f) By theft of service. Theft of service neans either: (i) using or
accessing a service in a nanner that otherwise requires paynent and
intentionally failing to pay for such use or access by either tanpering
without authority with a delivery, paynent, or neasurenent device or
nmechanism or by entering or leaving prem ses where the service is
provided by stealth or by evading a physical barrier, or (ii) using or
accessing a service in a manner that otherw se requires paynent or the
presentation of personal identifying information and using or presenting
a formof paynent or personal identifying information the actor knows he
or she is not authorized to use or knows is expired or forged or other-
wi se not valid.

8§ 3. Subdivision 1 of section 155.20 of the penal law is anmended to
read as foll ows:
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1. Except as otherwi se specified in this section, value neans the
mar ket value of the property at the tinme and place of the crime, or if
such cannot be satisfactorily ascertained, the cost of replacenent of
the property wthin a reasonable tine after the crine. Wth regard to
service, value shall also nmean the cost of providing the service at the
time of the crine, and with regard to the value of conputer data or
conputer program value shall nean the replacenent cost or the market
value at the tine and place of the crine, or the cost to wite or devel-
op such data and/or program whichever is greater.

8 4. The penal law is anended by adding a new section 155.23 to read
as follows:

§ 155.23 Petit theft of service.

A person is guilty of petit theft of service when he or she steals a
service.

Petit theft of service is a class B nm sdeneanor.

8 5. Section 155.25 of the penal law is amended to read as foll ows:

§ 155.25 Petit |arceny.

A person is guilty of petit |arceny when he or she steals property, or
steals a service and the value of the service exceeds five hundred
dol | ars.

Petit larceny is a class A m sdeneanor.

8 6. The opening paragraph and subdivisions 1, 4 and 6 of section
155. 30 of the penal |aw, the opening paragraph and subdivisions 1 and 6
as anended by chapter 515 of the laws of 1986, subdivision 4 as anended
by chapter 556 of the laws of 1987, are anended to read as foll ows:

A person is guilty of grand larceny in the fourth degree when he or
she steals property or a service and when

1. The value of the property or service exceeds one thousand dollars;
or

4. The property consists of a credit card or debit card or persona
identifying information; or

6. The property or service, regardless of its nature and value, is
obt ai ned by extortion; or

8§ 7. Section 155.35 of the penal |aw, as amended by chapter 464 of the
| aws of 2010, is anended to read as foll ows:

§ 155.35 Grand larceny in the third degree.

A person is guilty of grand larceny in the third degree when he or she
steal s property or a service and:

1. when the value of the property exceeds three thousand dollars, or

2. the property is an autormated teller machine or the contents of an
automated teller nmachine,_ or

3. the property is personal identifying information of twenty-five or
nor e persons.

Grand larceny in the third degree is a class D fel ony.

8 8. Section 155.40 of the penal |aw, as anended by chapter 515 of the
| aws of 1986, is amended to read as fol |l ows:

§ 155.40 Grand larceny in the second degree

A person is guilty of grand larceny in the second degree when he or
she steals property or a service and when

1. The value of the property or service exceeds fifty thousand
dollars; or

2. The property or service, regardless of its nature and value, is
obtained by extortion committed by instilling in the victima fear that
the actor or another person will (a) cause physical injury to sone

person in the future, or (b) cause damage to property, or (c) use or
abuse his or her position as a public servant by engaging in conduct
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within or related to his or her official duties, or by failing or refus-
ing to performan official duty, in such manner as to affect sone person
adversely, or

3. the property is personal identifying informati on of one hundred or
nor e persons.

Grand larceny in the second degree is a class C fel ony.

8 9. Section 155.42 of the penal |aw, as added by chapter 515 of the
|l aws of 1986, is anended to read as foll ows:

§ 155.42 Gand larceny in the first degree.

A person is guilty of grand larceny in the first degree when he or she
steals property or a service and when the value of the property or
service exceeds one nmillion dollars; or the property is personal identi-
fying informati on of one thousand or nore persons.

Gand larceny in the first degree is a class B fel ony.

§ 10. Subdivisions 5 and 8 of section 156.00 of the penal |aw, subdi-
vision 5 as anended and subdivision 8 as added by chapter 558 of the
| aws of 2006, are anended to read as foll ows:

5. "Conputer material” is property and neans any conputer data or
comput er program whi ch:

(a) contains records of the nedical history or nmedical treatnent of an
identified or readily identifiable individual or individuals. This term
shall not apply to the gaining access to or duplication solely of the
medi cal history or nedical treatnment records of a person by that person
or by another specifically authorized by the person whose records are
gai ned access to or duplicated; or

(b) contains records nmaintained by the state or any political subdivi-
sion thereof or any governnental instrunentality within the state which
contains any information concerning a person, as defined in subdivision
seven of section 10.00 of this chapter, which because of nane, nunber,
synbol, mark or other identifier, can be used to identify the person and
which is otherwi se prohibited by law from being disclosed. This term
shall not apply to the gaining access to or duplication solely of
records of a person by that person or by another specifically authorized
by the person whose records are gained access to or duplicated; or

(c) is not and is not intended to be available to anyone other than
the person or persons rightfully in possession thereof or selected
persons having access thereto with his, her or their consent

thereof] any person, other than a person rightfully in possession, knows
or should know is not intended to be available to himor her.

8. "Wthout authorization® means to use or to access a conputer,
comput er service or conputer network w thout the perm ssion of the owner
or lessor or soneone licensed or privileged by the owner or |essor where
such person knew that his or her use or access was w t hout pernission or
after actual notice to such person that such use or access was w thout
pernmission, or that such use or access was for purposes other than those
for which permssion was granted by the owner, |essor, or soneone
licensed or privileged by such owner or lessor. It shall also nean the
access of a conputer service by a person w thout perm ssion where such
person knew that such access was w thout permssion or after actual
notice to such person, that such access was w t hout perm ssion.

Proof that such person used or accessed a conputer, conputer service
or computer network through the knowi ng use of a set of instructions,
code or conmputer programthat bypasses, defrauds or otherw se circum
vents a security measure installed or used with the user's authorization
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on the computer, conputer service or conputer network shall be presunp-
tive evidence that such person used or accessed such conputer, conputer
service or conputer network w thout authorization.

8§ 11. Section 156.20 of the penal |aw, as anended by chapter 558 of
the | aws of 2006, is anended to read as foll ows:

§ 156.20 Conputer tanpering in the [fewth] fifth degree.

A person is guilty of conputer tanmpering in the [feuth] fifth degree
when he or she uses, causes to be used, or accesses a conputer, conputer
service, or conputer network w thout authorization and he or she inten-
tionally alters in any manner or destroys conputer data or a conputer
program of anot her person.

Computer tanpering in the [fewth] fifth degree is a class A m sdenea-
nor.

§ 12. Section 156.25 of the penal |aw, as anmended by chapter 89 of the
laws of 1993, subdivision 2 as anended by chapter 376 of the | aws of
1997, is amended to read as foll ows:

§ 156.25 Conputer tanpering in the [+hi+d] fourth degree.

A person is guilty of conputer tanpering in the third degree when he
or she commits the crime of conputer tanpering in the [feurth] fifth
degree and:

1. he or she does so with an intent to comit or attenpt to commit or
further the conmm ssion of any felony; or

2. he or she has been previously convicted of any crinme under this
article or subdivision el even of section 165.15 of this chapter; or

3. he or she intentionally alters in any manner or destroys conputer
material; or

4. he or she intentionally alters in any nmanner or destroys conputer
data or a conputer program so as to cause danages in an aggregate anount
exceedi ng one thousand dol | ars.

Computer tanpering in the [+hi+d] fourth degree is a class E felony.

§ 13. Section 156.26 of the penal |aw, as amended by chapter 590 of
the laws of 2008, is amended to read as foll ows:

§ 156.26 Conputer tanpering in the [seecond] third degree.

A person is guilty of conputer tanpering in the [second] third degree
when he or she conmits the crime of conputer tanpering in the fourth
degree and he or she intentionally alters in any manner or destroys:

1. conputer data or a computer programso as to cause damages in an
aggregat e anmpunt exceedi ng three thousand dollars; or

2. conputer nmaterial that contains records of the nmedical history or
medi cal treatnent of an identified or readily identifiable individual or
individuals and as a result of such alteration or destruction, such
i ndi vidual or individuals suffer serious physical injury, and he or she
is aware of and consciously disregards a substantial and unjustifiable
risk that such serious physical injury nmay occur

Computer tanpering in the [secoend] third degree is a class D felony.

8§ 14. Section 156.27 of the penal |law, as added by chapter 89 of the
laws of 1993, is anmended to read as foll ows:

§ 156. 27 Conputer tanpering in the [H+st] second degree.

A person is guilty of conputer tanpering in the [#++st] second degree
when he or she conmits the crinme of conputer tanpering in the fourth
degree and he or she intentionally alters in any manner or destroys
conmputer data or a conputer programso as to cause damages in an aggre-
gate anount exceeding fifty thousand doll ars.

Computer tanpering in the [H+st] second degree is a class C felony.

8§ 15. The penal law is anended by adding a new section 156.28 to read
as follows:
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8§ 156.28 Conputer tanpering in the first degree

A person is guilty of conputer tanpering in the first degree when he
or she conmts the crine of conputer tanpering in the fifth degree and
he or she intentionally alters in any manner or destroys conputer data
or a conputer programand thereby causes danages in an aggregate anount
of one mllion dollars or nore.

Conputer tanpering in the first degree is a class B fel ony.

§ 16. The penal lawis anended by adding five new sections 156. 60,
156. 65, 156.70, 156.75 and 156.80 to read as fol |l ows:

8 156.60 Denial of service attack on a conputer, conputer service,
conputer program or conputer network in the fifth degree.

A person is gquilty of denial of service attack on a conputer, conputer
service, conputer program or conputer network in the fifth degree when
he or she acting alone or with others know ngly causes the transm Ssion
of a program information, code, or command, or other electronic comu-
nication, and as a result of such conduct, intentionally nakes the
conputer, conputer service, conputer program or conputer network tenpo-
rarily or indefinitely unavailable to its intended users.

Denial of service attack on a conputer, conputer service, conputer
program or conputer network in the fifth degree is a class A m sdenea-
nor.

8§ 156.65 Denial of service attack on a conputer, conputer service,
conputer program or conputer network in the fourth degree.

A person is guilty of denial of service attack on a conputer, conputer
service, conputer program or conputer network in the fourth degree when
he or she commits the crine of denial of service attack on a conputer,
conputer service, conputer program or conputer network in the fifth
degree and thereby causes danages or loss that exceeds one thousand
dollars to another person or persons, and/or one or nore financial
institutions and/or other businesses.

Denial of service attack on a conputer, conputer service, conputer
program or conputer network in the fourth degree is a class E felony.

8 156.70 Denial of service attack on a conputer, conputer service,
conputer program or conputer network in the third degree.

A person is gquilty of denial of service attack on a conputer in the
third degree when he or she commits the crine of denial of service
attack on a conputer, conputer service, conputer program or conputer
network in the fifth degree and thereby causes danmages or |oss that
exceeds three thousand dollars to another person or persons, and/or to
one or nore financial institutions and/or other businesses, or conmmts
or attenpts to commit a class D felony or higher level crinme or acts as
an accessory to the conm ssion of a class D or higher level felony.

Denial of service attack on a conputer, conputer service, conputer
program or conputer network in the third degree is a class D fel ony.

8 156.75 Denial of service attack on a conputer., conputer service
conputer program or conputer network in the second degree.

A person is guilty of denial of service attack on a conputer, conputer
service, conputer program or conputer network in the second degree when
he or she commits the crine of denial of service attack on a conputer
conputer service, conputer program or conputer network in the fifth
degree and thereby causes danmnges or |l oss that exceeds fifty thousand
dollars to another person or persons., and/or financial institutions
and/or other businesses, or commits or attenpts to commit a class C
felony or higher level crinme or acts as an accessory in the conm ssion
of a class C or higher |evel felony.
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Denial of service attack on a conputer, conputer service, conputer
program or conputer network in the second degree is a class C fel ony.

§ 156.80 Denial of service attack on a conputer, conputer service
conmputer program or conputer network in the first degree.

A person is guilty of denial of service attack on a conputer, conputer
service, conputer program or conputer network in the first degree when
he or she conmits the crine of denial of service attack on a conputer,
conputer service, conputer program or conputer network in the fifth
degree and thereby causes danmages or |oss that exceeds one million
dollars to another person or persons, and/or one or nore financial
institutions and/or other businesses, or comrits or attenpts to commit a
class B felony or higher level crinme or acts as an accessory in the
conmi ssion on a class B or higher |level felony.

Denial of service attack on a conputer, conputer service, conputer
program or conputer network in the first degree is a class B fel ony.

8 17. Subdivision 2 of section 165.45 of the penal |aw, as anmended by
chapter 81 of the laws of 1995, is anended to read as foll ows:

2. The property consists of a credit card, debit card or public bene-
fit card,_or personal identifying information as defined in section
190.77 of this chapter; or

§ 18. Section 165.50 of the penal |aw, as amended by chapter 515 of
the |l anws of 1986, is amended to read as foll ows:

§ 165.50 Crimnal possession of stolen property in the third degree.

A person is gquilty of crimnal possession of stolen property in the
third degree when he or she know ngly possesses stolen property, wth
intent to benefit hinself or herself or a person other than an owner
thereof or to inpede the recovery by an owner thereof, and when the
value of the property exceeds three thousand dollars, or the property
consisted of the personal identifying information of twenty-five or nore
per sons.

Crim nal possession of stolen property in the third degree is a class
D fel ony.

§ 19. Section 165.52 of the penal [aw, as added by chapter 515 of the
|l aws of 1986, is anended to read as foll ows:

§ 165.52 Criminal possession of stolen property in the second degree.

A person is guilty of crimnal possession of stolen property in the
second degree when he or she knowi ngly possesses stolen property, with
intent to benefit hinmself or herself or a person other than an owner
thereof or to inpede the recovery by an owner thereof, and when the
val ue of the property exceeds fifty thousand dollars, or the property
consists of the personal identifying information of one hundred or nore
per sons.

Crim nal possession of stolen property in the second degree is a class
C fel ony.

8§ 20. Section 165.54 of the penal |aw, as added by chapter 515 of the
|l aws of 1986, is anmended to read as foll ows:

§ 165.54 Crimnal possession of stolen property in the first degree.

A person is quilty of crimnal possession of stolen property in the
first degree when he or she know ngly possesses stolen property, wth
intent to benefit hinself or herself or a person other than an owner
thereof or to inpede the recovery by an owner, and when the value of the
property exceeds one mllion dollars, or the property consists of the
personal identifying information of one thousand or npbre persons.

Crimnal possession of stolen property in the first degree is a class
B fel ony.
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§ 21. Sections 190.60 and 190.65 of the penal |aw are REPEALED and six
new sections 190.60, 190.61, 190.62, 190.63, 190.64 and 190.65 are added
to read as foll ows:

8 190.60 Schene to defraud defined.

1. A person engages in a schene to defraud when he or she engages in a
scheme constituting a systematic ongoing course of conduct with intent
to defraud at | east one person or to obtain property or service from at
|l east one person by false or fraudulent pretenses, representations or
prom ses, and so obtains property or service fromat |east one person.

2. Property, service, conputer data and conputer program shall have
the neanings set forth in section 155.00 of this chapter.

3. In any prosecution of a schene to defraud, it shall be necessary to
prove the identity of at |east one person fromwhomthe defendant so
obt ai ned property or service, but it shall not be necessary to prove the
identity of any other intended victim provided that in a prosecution of
a schene to defraud pursuant to subdivision three of section 190.62 of
this article, it shall be necessary to prove the identity of at |east
one such vulnerable elderly person.

8 190.61 Schene to defraud in the fifth degree.

A person is gquilty of a schene to defraud in the fifth degree when he
or she engages in a schene to defraud.

Schene to defraud in the fifth degree is a class A m sdeneanor
8§ 190.62 Schene to defraud in the fourth degree.

A person is gquilty of a schene to defraud in the fourth degree when he
or she engages in a schene to defraud, and

1. intends to obtain property or service fromten or nore persons; or

2. the value of the property or service obtained exceeds one thousand
dollars; or

3. intends to obtain and does obtain property or service fromat |east
one vulnerable elderly person as defined in subdivision three of section
260.31 of this chapter.

Schenme to defraud in the fourth degree is a class E fel ony.

8 190.63 Schenme to defraud in the third degree.

A person is gquilty of a schene to defraud in the third degree when he
or she engages in a schene to defraud, and

1. intends to obtain property or service fromtwenty-five or nore

ersons; or

2. the value of the property or service obtained exceeds three thou-
sand dollars.

Schene to defraud in the third degree is a class D felony.

8 190.64 Schene to defraud in the second degree.

A person is gquilty of a schene to defraud in the second degree when he
or she engages in a schene to defraud, and

1. intends to obtain property or service fromone hundred or nore

ersons; or

2. the value of the property or service obtained exceeds fifty thou-
sand dollars.

Scheme to defraud in the second degree is a class C fel ony.

8 190.65 Schenme to defraud in the first degree.

A person is guilty of a schene to defraud in the first degree when he
or she engages in a schene to defraud, and

1. intends to obtain property or service from one thousand or nore

ersons; or

2. the value of the property or service obtained exceeds one mllion
dollars.

Schene to defraud in the first degree is a class B felony.
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§ 22. Section 190.78 of the penal |aw, as added by chapter 619 of the
| aws of 2002, is anended to read as follows:

§ 190.78 ldentity theft in the [thivd] fifth degree

A person is guilty of identity theft in the [thiwd] fifth degree when
he or she knowingly and with intent to defraud assunes the identity of
anot her person by presenting hinmself or herself as that other person, or
by acting as that other person or by using personal identifying inforna-
tion of that other person, and thereby:

1. obtains goods, nopney, property or services or uses credit in the
nane of such other person or causes financial |oss to such person or to
anot her person or persons; or

2. comits a class A misdeneanor or higher |evel crinme.

Identity theft in the [thiwd] fifth degree is a class A nisdeneanor

§ 23. Section 190.79 of the penal |law, as added by chapter 619 of the
| aws of 2002, subdivision 4 as anended by chapter 279 of the laws of
2008, is anmended to read as foll ows:

§ 190.79 ldentity theft in the [secend] fourth degree.

A person is guilty of [identify] identity theft in the [secend] fourth
degree when he or she knowingly and with intent to defraud assunes the
identity of another person by presenting hinself or herself as that
other person, or by acting as that other person or by using persona
identifying information of that other person, and thereby:

1. obtains goods, npbney, property or services or uses credit in the
name of such other person in an aggregate anount that exceeds five
hundred dol l ars; or

2. causes financial loss to such person or to another person or
persons in an aggregate anount that exceeds five hundred dollars; or

3. conmits or attenpts to commit a felony or acts as an accessory to
the commi ssion of a felony; or

4. commts the crinme of identity theft in the [thiwd] fifth degree as
defined in section 190.78 of this article and has been previously
convicted within the |ast [Hyve—years—ofidentity—theft—fn—the—thivrd

] ten years, excluding any tine

period during which such person was incarcerated for any reason, of any
crine in this article or article one hundred seventy of this chapter, or
of any larceny crinme as defined in article one hundred fifty-five of
this chapter, or of any crimnal possession of stolen property crine as
defined in article one hundred sixty-five of this chapter; or he or she
knowingly and with intent to defraud assunes the identity of three or
nore persons by presenting hinself or herself as those persons or by
acting as those persons or by using personal identifying information of
any of those persons and thereby obtains goods, noney, property or
services or uses credit in the nane of at l|least one such person, or
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causes financial loss to at |east one such person or to another person
or_persons.

Identity theft in the [secerd] fourth degree is a class E felony.

8 24. Section 190.80 of the penal law, as added by chapter 619 of the
| aws of 2002, subdivision 4 as anended by chapter 279 of the laws of
2008, is anended to read as foll ows:

§ 190.80 Identity theft in the [H+st] third degree.

A person is guilty of identity theft in the [H4st+] third degree when
he or she knowingly and with intent to defraud assunmes the identity of
anot her person by presenting hinself or herself as that other person, or
by acting as that other person or by using personal identifying infornma-
tion of that other person, and thereby:

1. obtains goods, npney, property or services or uses credit in the
nane of such other person in an aggregate anobunt that exceeds two thou-
sand dol |l ars; or

2. causes financial loss to such person or to another person or
persons in an aggregate anount that exceeds two thousand dollars; or

3. commits or attenpts to commt a class D felony or higher Ievel
crime or acts as an accessory in the conmi ssion of a class D or higher
| evel felony; or

4. commits the crinme of identity theft in the [secend] fourth degree
as defined in section 190.79 of this article and has been previously
convicted within the |ast [#Hve—yrears—of—identity—theft—in—the—thi+d

. ) A L] . ho £ I ? L
secti-on—155-42ofthis—chapter] ten years, excluding any tinme period

during which such person was incarcerated for any reason, of any crine
inthis article or article one hundred seventy of this chapter, or of
any larceny crine as defined in article one hundred fifty-five of this
chapter, or of any crinmnal possession of stolen property crine as
defined in article one hundred sixty-five of this chapter; or assunes
the identity of ten or nbre persons by presenting hinself or herself as
those other persons, or by acting as those other persons, or by using
personal identifying information of those other persons. and thereby
obtaining goods, nobney, property or services or uses credit in the nane
of at |east one such person, or causes financial loss to at |east one
such person, to another person or persons.

Identity theft in the [H4+st] third degree is a class D fel ony.

§ 25. Section 190.80-a of the penal |aw, as added by chapter 226 of
the laws of 2008, is renunmbered section 190.80-c and anended, and two
new sections 190.80-a and 190.80-b are added to read as foll ows:

8§ 190.80-a ldentity theft in the second degree.

A person is guilty of identity theft in the second degree when:

1. he or she knowingly and with intent to defraud assunes the identity
of another person by presenting hinself or herself as that other person,
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or by acting as that other person or by using personal identifying
information of that other person, and thereby:

a. obtains goods, noney, property or services or uses credit in the
nane of such other person in an aggregate amount that exceeds twenty-
five thousand dollars; or

b. causes financial loss to such person to another person or persons
in an aggregate anpunt that exceeds twenty-five thousand dollars; or

C. conmts or attenpts to commit a class C felony or higher [evel
crine or acts as an accessory in the commission of a class C or higher
|l evel felony:; or

d. conmits the crine of identity theft in the third degree as defined
in section 190.80 of this article and has been previously convicted
within the last ten years, excluding any tine during which such person
was incarcerated for any reason, of any crine in this article or article
one hundred seventy of this chapter, or any larceny crine as defined in
article one hundred fifty-five of this chapter, or of any crimnal
possession of stolen property crine as defined in article one hundred
sixty-five of this chapter; or

2. assunes the identity of twenty-five or nbre person by presenting
hinself or herself as those other persons, or by acting as those other
persons, or by using personal identifying infornmation of those other
persons, and thereby obtains goods, npbney, property or or services or
uses credit in the nane of at | east one such person, or causes financial
loss to at |least one such person, or to another person or persons.

ldentity theft in the second degree of a class C fel ony.
8§ 190.80-b ldentity theft in the first degree.

A person is quilty of identity theft in the first degree when:

1. he or she knowingly and with intent to defraud assunes the identity
of another person by presenting hinself or herself as that other person
or by acting as that other person or by wusing personal identifying
information, and thereby:

a. obtains goods, noney, property or services or uses credit in the
name of such other person in an aggregate anmpunt that exceeds five
hundred thousand dollars; or

b. causes financial loss to such person or to another person or
persons in an aggregate anpunt that exceeds five hundred thousand
dollars; or

C. commts or attenpts to conmt a class B felony or higher |evel
crinme or act as an accessory in the comm ssion of a class B or higher
|l evel felony:; or

d. conmits the crine of identity theft in the second degree as defined
in section 190.80-a of this article and has been previously convicted
within the last ten years, excluding any tine during which such person
was incarcerated for any reason, of any crine in this article or article
one hundred seventy of this chapter, or of any larceny crine as defined
in article one hundred fifty-five of this chapter, or of any crimnal
possession of stolen property crine as defined in article one hundred
sixty-five of this chapter; or

2. assunes the identity of one hundred or nbre persons by presenting
hinmself or herself as those other persons, or by acting as those other
persons, or by using personal identifying infornmation of those other
persons, and thereby obtains goods. noney., property or services or uses
credit in the nane of a least on such person, or causes financial |oss
to at least on such person. or to another person or persons.

ldentity theft in the first degree is a class B fel ony.

§ 190.80-c Aggravated identity theft.
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A person is guilty of aggravated identity theft when he or she know
ingly and with intent to defraud assunes the identity of another person
by presenting hinself or herself as that other person, or by acting as
that other person or by using personal identifying information of that
other person, and knows that such person is a nenber of the arnmed forc-
es, and knows that such menmber is presently deployed outside of the
continental United States or knows that such person is a vulnerable
elderly person or a physically disabled person as such terns are defined
in section 260.31 of this chapter and:

1. thereby obtains goods, noney, property or services or uses credit
in the nanme of such [serber—of—the—arrpdforees] individual in an aggre-
gate anount that exceeds five hundred dollars; or

2. thereby causes financial |oss to such [sesber—of—the—-arnediorces]
individual in an aggregate amount that exceeds five hundred doll ars.

Aggravated identity theft is a class D fel ony.

8§ 26. Sections 190.85 and 190.86 of the penal |aw, as added by chapter
279 of the laws of 2008, are anended to read as foll ows:

§ 190.85 [Unlawiw] Crimnal possession of a skimer device in the
second degree.

1. A personis guilty of [wrlawd] crimnal possession of a skinmmer
device in the second degree when he or she possesses a skimer device
with the intent that such device be used in furtherance of the conm s-
sion of the crine of identity theft [er—unlawul—possessi-oh—of—personal-
Hdeptifiecation—informmtion] as defined in this article, larceny as
defined in article one hundred fifty-five of this chapter; or crimnnal
possession of stolen property as defined in article one hundred sixty-
five of this chapter

2. For purposes of this article, "skinmrer device" nmeans a device
designed or adapted to obtain personal identifying information froma
credit card, debit card, public benefit card, access card or device, or
other card or device that contains personal identifying infornmation.

[Ualawiul] Crimnal possession of a skinmer device in the second
degree is a class [A—+dsderseanor] D felony.

§ 190. 86 [Unlawiw-] Crimnal possession of a skimer device in the first
degree.

A person is guilty of [urlawiul] crimnal possession of a skinmmer
device in the first degree when he or she comrits the crine of [urlaw-
ful] crinmnal possession of a skimer device in the second degree and he
or she has been previously convicted within the |l|ast [fHwe—years—of
lentity—thet i p—thethirddegree—as—detinedin——soetion—200-78 -denti—

ter] ten years, excluding any tine during which such person was incar-
cerated for any reason, for any crine in this article or article one
hundred seventy of this chapter, or of any larceny crine as defined in
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article one hundred fifty-five of this chapter, or of any crimnal
possessi on of stolen property crime as defined in article one hundred
sixty-five of this chapter.

[ Ualawkul] Crimnal possession of a skimrer device in the first degree
is aclass [E] C fel ony.

8§ 27. Paragraph (1) of subdivision 4 of section 20.40 of the crimnal
procedure |aw, as anmended by section 3 of subpart C of part C of chapter
97 of the laws of 2011, is anmended to read as foll ows:

(1) An offense of identity theft, larceny, crimnal possession of
stolen property, or unlawful possession of personal identifying informa-
tion_ _in which the property stolen or crimnally possessed is persona

identifying information or conputer data or conputer program and al
crimnal acts conmitted as part of the sanme crimnal transaction as
defined in subdivision two of section 40.10 of this chapter nay be pros-
ecuted (i) in any county in which part of the offense took place regard-
| ess of whether the defendant was actually present in such county, or
(ii) in the county in which the person who suffers financial |oss
resided at the tinme of the commi ssion of the offense, or (iii) in the
county where the person whose personal identifying information was used
in the conmi ssion of the offense resided at the time of the comission
of the offense. The | aw enforcenent agency of any such county shall take
a police report of the matter and provide the conplainant with a copy of
such report at no charge.

8§ 28. Subdivision 2 of section 690.05 of the crimnal procedure |aw,
as amended by chapter 504 of the laws of 1991, the opening paragraph as
anended by chapter 424 of the laws of 1998, is anended to read as
fol | ows:

2. A search warrant is a court order and process directing a police
officer, district attorney or other public servant of the kind described
in subdivision one of this section, to conduct:

(a) a search of designated prenises, or of a designated vehicle, or of
a designated person, or of electronic records and data that have been
directed under this article to be produced froman electronic comuni-
cation service or renote conputing service, for the purpose of seizing
desi gnated property or kinds of property, and to deliver any property so
obtained to the court which issued the warrant; or

(b) a search of a designated premi ses for the purpose of searching for
and arresting a person who is the subject of: (i) a warrant of arrest
issued pursuant to this chapter, a superior court warrant of arrest
i ssued pursuant to this chapter, or a bench warrant for a felony issued
pursuant to this chapter, where the designated premises is the dwelling
of a third party who is not the subject of the arrest warrant; or

(ii) a warrant of arrest issued by any other state or federal court
for an offense which would constitute a felony under the laws of this
state, where the designated premses is the dwelling of a third party
who is not the subject of the arrest warrant.

§ 29. Section 690.05 of the crimnal procedure |aw is anended by
addi ng two new subdivisions 3 and 4 to read as foll ows:

3. A court authorized to issue search warrants under this article
shall be deemed a "court of conpetent jurisdiction"” under 18 U S.C
section 2711(3) of the Electronic Conmmunications Privacy Act in Chapter
121 (commencing with Section 2701) of Part | of Title 18 of the United
States Code Annotated and shall be authorized to issue orders as
provi ded by federal |aw.

4. As wused in this article, the term"electronic comunications
service" means any service which provides to users thereof the ability
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to send or receive wire or electronic conmunications. "Renote conputing
service" neans any service which provides to users thereof conputer
storage or processing services by neans of an electronic conmunications
system The terns "electronic conmuni cation service" and "renote conput -
ing service" shall be construed in accordance with the El ectroni ¢ Commu-
nications Privacy Act in Chapter 121 (commencing with Section 2701) of
Part | of Title 18 of the United State Code Annotated. This section
shall not apply to corporations that do not provide those services to
the general public.

8 30. Subdivision 1 of section 690.15 of the criminal procedure lawis
anended to read as foll ows:

1. A search warrant nust direct a search of one or nore of the
fol | owi ng:

(a) A designated or described place or preni ses;

(b) A designated or described vehicle, as that termis defined in

section 10.00 of the penal |aw

(c) A designated or described person[-].

(d) A designated or described electronic comunication service or
renote conputing service.

8§ 31. Section 690.20 of the crimnal procedure law is anended to read
as foll ows:

8 690. 20 Search warrants; where executabl e.

1. A search warrant issued by a district court, the New York City
crimnal court or a superior court judge sitting as a local crimnal
court may be executed pursuant to its terns anywhere in the state.

(a) Notwithstanding any provision of this subdivision, a search
warrant directing the production of electronic records and data froma
designated or described electronic comunication service or renote
conputing service, nmay be executed on

(i) any conpany, corporation or entity which is headquartered or oper-
ates within the state of New York; or

(ii) any conpany, corporation or entity which is headquartered or
operates outside of the state of New York, and which conducts reqular
business in New York; or

(iii) any conpany which offers services to residents of New York, or
does business in New York under a contract or terns of service agreenent
with a resident of this state, if any part of that contract or agreenent
is to be perforned in New York.

(b) Service on any electronic comunication service or renpte conput-
in service ursuant to paragraph (a) of this subdivision, may be nmade
by personal delivery within the state, by registered or certified mil.
Service may also be nmade by facsinle or other electronic neans if the
service is acconpanied with a certification fromthe sender that sender
is a police officer, district attorney or other public servant of the
kind specified in subdivision one of section 690.05 of this article.

(c) Personal service or substituted service to any electronic conmmuni -
cation service or renpte conputing service may also be nade by a police
officer, district attorney or other public servant of the kind described
in subdivision one of section 690.05 of this article, to any officer
director, managing or general agent, or any other enployee of such
conpany or entity actually present in New York state or at any office or
place of doing business used by such entity |located within New York
state.

(d) A search warrant that is issued pursuant to subparagraph (ii) of
paragraph (a) of this subdivision shall be limted in scope to the

desi gnated or described electronic records or data, either in paper or
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electronic form that are nmade, kept, or mmintained by the electronic
conmuni cation service or renote conputing service, and shall not include
the seizure of any other physical or tangible itemns.

(e) Any electronic records or data responsive to a search warrant
issued pursuant to this subdivision shall be admitted into evidence
before the grand jury or at trial in accord with the rules and | aws of
New York state

2. A search warrant issued by a city court, a town court or a village
court may be executed pursuant to its terns only in the county of issu-
ance or an adjoining county.

3. The provisions of subdivision one of this section to the contrary
notw thstanding, a search warrant directing the search of a designated
or described electronic conmunication service or renote conputing
service, may be executed on any conpany, corporation or entity which is
headquartered or located outside of the state of New York, and which
conducts its regular business in New York or that offers its services to
residents of New York. Service on any such electronic conmunication
service or renpte conputing service entity nmy be nade by personal
delivery within the state, by registered or certified mail. Service nay
also be nade by facsinmile or other electronic neans if the service is
acconpanied wth a certification fromthe sender that such sender is a
police officer, district attorney or other public servant specified in
subdivision one of section 690.05 of this article. |If an entity shal
refuse such service, then such police officer, district attorney or
other public servant |ocated within the jurisdiction in which the el ec-
tronic communication service or renpte conputing service entity is
|located may serve the warrant upon such entity. A search warrant issued
pursuant to this subdivision shall be linmted in scope to the designated
or described electronic records or data, either in paper or electronic
form that are made., kept, or nmamintained by the electronic comunication
service or renbte conputing service, and shall not include any other
physical or tangible itens. Any electronic records or data responsive to
a search warrant issued pursuant to this subdivision shall be adnitted
into evidence before the grand jury or at trial in accord with the rules
and |l aws of New York state.

8§ 32. Section 690.30 of the crimnal procedure |law is anended by
addi ng three new subdivisions 3, 4 and 5 to read as foll ows:

3. Notwi thstanding any provision of subdivision one of this section, a
search warrant that is issued pursuant to paragraph (a of subdi vi si on
one of section 690.20 of this article is deened executed for purposes of
this article at the tine that service is nade upon the electronic commu-
nication service or renpte conputing service entity pursuant to para-
graph (b) or (c) of subdivision one of section 690.20 of this article.

4. A conpany or entity which has received a search warrant issued
pursuant to subdivision one of section 690.20 of this article, shal
produce as required by the search warrant any and all records in their
possession which are responsive to such warrant, regardl ess where any
such records may be physically stored, maintained or kept, if such
records are in fact accessible electronically fromsuch conpany or enti -
ty. Any records stored, mintained or kept by an electronic comuni -
cation service or renote conputing service may be presuned to be within
the dominion and control and possession by such conpanies or entities
regardl ess of where such records are physically | ocated.

5. The provision of records by a conpany or entity in response to a
search warrant that is issued pursuant to subdivision one of section
690.20 of this article shall produce all records responsive to such
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warrant to the police officer, district attorney or other public servant
who served the entity with such warrant, within a period not to exceed
thirty days.

(a) An electronic conmunication service or rennte conputing service
responding to a warrant under this section may request an extension of
the period for conpliance with a warrant if extenuating circunstances
reasonably exist to justify such extension. Any request for extension
shall be nede to the court which issued the warrant and on witten
notice to the police officer, district attorney or other public servant
who served the entity with such warrant.

(b) The failure of a conpany or entity to tinely deliver the records
sought by a warrant issued pursuant to subdivision one of section 690.20
of this article shall not affect the admissibility of that evidence in a
crimnal proceeding.

(c) The failure of a conpany or entity to tinely deliver the records
sought by a warrant issued pursuant to subdivision one of section 690.20
of this article, in the absence of a request for an extension, shal
constitute prinma facie evidence of crimnal contenpt in violation of
subdivision three of section 215.50 of the penal |aw

8§ 33. Section 496.06 of the penal |law, as added by section 14 of
subpart A of part H of chapter 55 of the laws of 2014, is anended to
read as foll ows:

8§ 496.06 Public corruption.

1. A person conmits the crinme of public corruption when: (a) (i) being
a public servant he or she conmts a specified offense through the use
of his or her public office, or (ii) being a person acting in concert
with such public servant he or she conmits a specified offense, and (b)
the state or any political subdivision thereof or any governnental
instrunentality within the state is the owner of the property.

2. A "specified offense" is an of fense defined by any of the follow ng
provisions of this chapter: section 155.25 (petit larceny); section
155.30 (grand larceny in the fourth degree); section 155.35 (grand
larceny in the third degree); section 155.40 (grand larceny in the
second degree); section 155.42 (grand larceny in the first degree);
section 190.60 (schene to defraud in the [second] fifth degree). section
190.62 (schene to defraud in the fourth degree); section 190.63 (schene
to defraud in the third degree); section 190.64 (schenme to defraud in
the second degree); or section 190.65 (schenme to defraud in the first
degree).

§ 34. Section 190.77 of the penal |aw, as anmended by chapter 226 of
the |aws of 2008, subdivision 1 as separately amended by chapter 279 of
the laws of 2008, is amended to read as foll ows:

§ 190.77 Ofenses involving theft of identity; definitions.

1. For the purposes of sections 190.78, 190.79, 190.80 [ard].
190.80-a, 190.80-b, 190.80-c and 190.85 of this article "personal iden-
tifying informati on" neans a person's nane, address, tel ephone nunber
date of birth, driver's license number, social security nunber, place of
enpl oynent, nother's rmaiden nanme, financial services account nunber or
code, savings account nunber or code, checking account nunber or code,
brokerage account nunber or code, credit card account nunber or code,
debit card nunber or code, automated teller nachine nunber or code,
taxpayer identification nunber, conputer system password, signature or
copy of a signature, electronic signature, unique bionetric data that is
a fingerprint, voice print, retinal imge or iris imge of another
person, telephone calling card nunber, nobile identification nunber or
code, electronic serial number or personal identification nunber, or any
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ot her nane, nunber, code or information that may be wused alone or in
conjunction with other such information to assune the identity of anoth-
er person.

2. For the purposes of sections 190.78, 190.79, 190.80, 190.80-a,
190. 80-b, 190.80-c, 190.81, 190.82 and 190.83 of this article:

a. "electronic signature" shall have the same neaning as defined in
subdivision three of section three hundred two of the state technol ogy
| aw.

b. "personal identification nunber" nmeans any nunber or code which may
be used alone or in conjunction with any other information to assune the
identity of another person or access financial resources or credit of
anot her person.

c. "menber of the armed forces" shall nean a person in the mlitary
service of the United States or the mlitary service of the state,
including but not limted to, the arned forces of the United States, the
army national guard, the air national guard, the New York naval mlitia,
the New York guard, and such additional forces as may be created by the
federal or state governnment as authorized by | aw.

8§ 35. Subdivision 2 of section 190.83 of the penal |aw, as separately
anended by chapters 226 and 279 of the laws of 2008, is amended to read
as foll ows:

2. he or she has been previously convicted within the last five years
of identity theft in the third degree as defined in section [180—+48]
190.80, identity theft in the second degree as defined in section
[190—+9] 190.80-a, identity theft in the first degree as defined in
section [190-80] 190.80-b, unlawful possession of personal identifica-
tion information in the third degree as defined in section 190.81
unl awf ul possession of personal identification information in the second
degree as defined in section 190.82, unlawful possession of persona
identification information in the first degree as defined in this
section, [uhlawiu] crimnal possession of a skimer device in the
second degree as defined in section 190.85, [unlawiw] crimnal
possessi on of a skimer device in the first degree as defined in section
190.86, grand larceny in the fourth degree as defined in section 155. 30,
grand larceny in the third degree as defined in section 155.35, grand
larceny in the second degree as defined in section 155.40 or grand
larceny in the first degree as defined in section 155.42 of this chap-
ter; or

§ 36. Paragraph (s) of subdivision 8 of section 700.05 of the crimnal
procedure law, as added by chapter 619 of the |l aws of 2002, is amended
to read as follows:

(s) Identity theft in the second degree, as defined in section
[180—+9] 190.80-a of the penal law, identity theft in the first degree,
as defined in section [480-80] 190.80-b of the penal law, unlawful
possessi on of personal identification information in the second degree,
as defined in section 190.82 of the penal law, and unlawful possession
of personal identification information in the first degree, as defined
in section 190.83 of the penal |aw

8§ 37. Paragraph (a) of subdivision 3 of section 490.05 of +the pena
| aw, as anended by section 7 of part A of chapter 1 of the laws of 2004,
is amended to read as follows:

(a) "Specified offense" for purposes of this article neans a class A
felony offense other than an offense as defined in article two hundred
twenty, a violent felony offense as defined in section 70.02,
mansl| aughter in the second degree as defined in section 125.15, crim nal
tanpering in the first degree as defined in section 145 .20, identity
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theft in the second degree as defined in section [190—8] 190.80-a,
identity theft inthe first degree as defined in section [180-80]
190. 80-b, unlawful possession of personal identification information in
the second degree as defined in section 190.82, unlawful possession of
personal identification information in the first degree as defined in
section 190.83, noney laundering in support of terrorismin the fourth
degree as defined in section 470.21, noney laundering in support of
terrorism in the third degree as defined in section 470.22, noney | aun-
dering in support of terrorism in the second degree as defined in
section 470.23, nmoney laundering in support of terrorismin the first
degree as defined in section 470.24 of this chapter, and includes an
attenpt or conspiracy to conmit any such offense.

8§ 38. Subdivision 1 and paragraph (b) of subdivision 4 of section
60. 27 of the penal |aw, subdivision 1 as anmended by chapter 279 of the
| aws of 2008, and paragraph (b) of subdivision 4 as anended by chapter
313 of the Iaws of 2011, are amended to read as foll ows:

1. In addition to any of the dispositions authorized by this article,
the court shall consider restitution or reparation to the victimof the
crime and may require restitution or reparation as part of the sentence
i nposed wupon a person convicted of an offense, and after providing the
district attorney with an opportunity to be heard in accordance with the
provi sions of this subdivision, require the defendant to mmke restitu-
tion of the fruits of his or her offense or reparation for the actua
out - of - pocket | oss caused thereby and, in the case of a violation of
section 190.78, 190.79, 190.80, 190.80-a, 190.80-b, 190.82 or 190.83 of
this chapter, any costs or losses incurred due to any adverse action
taken against the victim The district attorney shall where appropriate,
advise the court at or before the tine of sentencing that the victim
seeks restitution or reparation, the extent of injury or economc |o0ss
or damage of the victim and the anount of restitution or reparation
sought by the victimin accordance wth his or her responsibilities
under subdivision two of section 390.50 of the crimnal procedure |aw
and article twenty-three of the executive law. The court shall hear and
consider the information presented by the district attorney in this
regard. In that event, or when the victiminpact statement reports that
the victim seeks restitution or reparation, the court shall require,
unless the interests of justice dictate otherwise, in addition to any of
the dispositions authorized by this article that the defendant nake
restitution of the fruits of the offense and reparation for the actua
out - of - pocket loss and, in the case of a violation of section 190.78,
190.79, 190.80, 190.82 or 190.83 of this chapter, any costs or |osses
incurred due to any adverse action, caused thereby to the victim In the
event that restitution or reparation are not ordered, the court shal
clearly state its reasons on the record. Adverse action as used in this
subdi vi sion shall mean and include actual loss incurred by the victim
including an anount equal to the value of the time reasonably spent by
the victimattenpting to renediate the harmincurred by the victim from
the of fense, and the consequential financial |osses fromsuch action.

(b) the term "victim shall include the victimof the offense, the
representative of a crinme victim as defined in subdivision six of
section six hundred twenty-one of the executive law, an individual whose
identity was assuned or whose personal identifying informtion was used
inviolation of section 190.78, 190.79 [e+]. 190.80, 190.80-a or
190.80-b of this <chapter, or any person who has suffered a financial
loss as a direct result of the acts of a defendant in violation of
section 190.78, 190.79, 190.80, 190.80-a, 190.80-b, 190.82 or 190.83 of
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this chapter, a good samaritan as defined in section six hundred twen-
ty-one of the executive |aw and the office of victimservices or other
governnental agency that has received an application for or has provided
financi al assistance or conpensation to the victim A victimshall also
mean any owner or lawful producer of a master recording, or a trade
associ ation that represents such owner or |awful producer, that has
suffered injury as a result of an offense as defined in article two
hundred seventy-five of this chapter

§ 39. Severability. If any clause, sentence, paragraph, subdivision
section or part of this act shall be adjudged by a court of conpetent
jurisdiction to be invalid, such judgnent shall not affect, inpair or
i nval i date the remmi nder thereof, but shall be confined in its operation
to the clause, sentence, paragraph, subdivision, section or part of this
act directly involved in the controversy in which such judgnent shal
have been rendered.

§ 40. This act shall take effect on the first of Novenber next
succeedi ng the date on which it shall have becone a | aw.



