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AN ACT to anend the education law, in relation to enacting the "K12
student privacy and cl oud conputing act" to prohibit service providers
who offer cloud conmputing services to primary and secondary educa-
tional institutions from processing student data for conmrercial
pur poses

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Short title. This act shall be known and may be cited as
the "K12 student privacy and cl oud conmputing act".

§ 2. Legislative findings. The |l egislature hereby finds and decl ares:

1. doud computing services enable convenient, on-demand network
access to a shared pool of configurable conmputing resources (including
net wor ks, servers, storage, applications, and services) that can be
rapidly provisioned and released with mnimal rmanagenent effort or
service provider interaction;

2. Coud conputing services offer trenmendous potential to educationa
institutions in ternms of hel ping consolidate technical infrastructure,
reduci ng energy and capital costs, increasing collaboration through
"anyti me- anywhere" access to applications and information, and reali zing
efficiencies, network resilience, and flexible deployment; and

3. Coud conmputing service providers hold the potential to invade the
privacy of students by tracking students' online activities for conmer-
cial purposes, such as delivering behaviorally targeted advertising or
ot herwi se inproving advertising services that the service provider nay
offer in connection with or separate fromthe services it offers to the
educational institution.

In light of the foregoing, the legislature deens it necessary to
ensure that when an educational institution engages a cloud computing
service provider to process student data, that the service provider uses
student data only for the benefit of the educational institution and
does not wuse such data for the service provider's own comrercia
pur poses.

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted
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8§ 3. The education |aw is anmended by adding a new section 756 to read
as foll ows:

8 756. Student privacy and cloud conputing. 1. Definitions. For the
pur poses of this section, the following terns shall have the follow ng
neani ngs:

(a) "Cloud conputing service" shall nean a service that enables
conveni ent, on-demand network access to a shared pool of configurable
conputing resources to provide a student, teacher or staff nenber
account - based productivity applications such as ennil, docunent storage
and docunent editing that can be rapidly provisioned and released with
m ni el nanagenent effort or cloud conputing service provider inter-
action.

(b) "Cdoud conmputing service provider" shall nmean an entity, other

than an educational institution, that operates a cloud conputing
service.
(c) "Educati onal institution” shall nmean any public or nonpublic

school, charter school, school district or board of cooperative educa-
tional services serving students in grades kindergarten through twelfth
gr ade.

(d) "Person" shall nean individual, partnership, corporation, associ-
ation, conpany or any other legal entity.

(e) "Process" or "processing"” shall nean to use, access. mani pul ate,
scan, nodify, transform disclose, store, transmt, transfer, retain
aggregate, or dispose of student data.

(f) "Student data" shall nean any information or materials in any
nedia or format created or provided by: (i) a student in the course of
the student's use of the cloud conputing service; or (ii) an enpl oyee or
agent of the educational institution that is related to a student. In
each case the term "student data" shall include, but not be limted to
the name, electronic mail address, postal address, phone nunber, enani

nessage, word processing docunents, unique identifiers, netadata, of a

student, or any aggregations or derivatives thereof.
2. Prohibition on the use of student data. Any person who, with know

| edge that student data will be processed., provides a cloud conputing
service to an educational institution, is prohibited fromusing that
cloud conputing service to process student data for any secondary uses
that benefit the cloud conputing service provider or any third party,
including, but not linmted to, online behavioral advertising. creating
or correcting an individual or household profile primarily for the cloud
conputing service provider's or any third party's benefit, the sale of
the data for any commercial purpose, or any other similar comercial
for-profit activity: provided, however, a cloud conputing service may
process or nonitor student data solely to provide such service to the
educational institution and naintain the integrity of such service.

3. Certification of conpliance. Any person who enters into an agree-
nent to provide a cloud conputing service to an educational institution
nmust  certify in witing to the educational institution that it shal
conply with the terns and conditions set forth in subdivision two of
this section.

8 4. This act shall take effect on the first of Novenber next succeed-
ing the date on which it shall have becone a |law, provided that the
comm ssi oner of education and the board of regents are authorized to
promul gate such rules and regul ati ons as may be necessary for the tinely
i npl ementation of this act on or before such effective date.




